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The Big Picture
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Issues Challenging City Sustainability
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Energy Crisis
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The Problem

= Uncontrolled growth of
urban population

= Limted natural and
man-made resources
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Smart City Technology - As a Solution

Smart Cities: For effective management m_
of limited resource to serve largest

possible population to improve: Eleclronlcs

o Livability ,

o Workability At Different Levels:
» Smart Village

» Smart State

» Smart Country

o Sustainability
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Smart Cltles Vs Smart Villages
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- - Source; P. Chan l. Banerjee'; "Internet of Things-enabled Smart Villages: Recent Advances
Energy ReqUIrement - ngh and Challenges," IEEE Consumer Electronics Magazine, DOI: 10.1109/MCE.2020.3013244.
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loT = CPS - Smart Cities or Smart Villages

loT
9

Cyber Physical AT CPS (Smart Components)
System (CPS) Y S

Smart Cities or Smart Villages

Energy management Home
Infrastructure

Finance Energy
Public Infrastructure
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Smart Cities or Smart Villages - 3 Is

|nstrumentation

The 3ls are provided
by the Internet of
Things (1oT).
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Source: Mohanty ISC2 2019 Keynote
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Internet-of-Things (IoT) - 3 Cs

Compute

B - (Cor=

3 Cs of CPS - Control, Compute, Communicate

Source: https://www.linkedin.com/pulse/3-cs-internet-things-iot-satish-rao-pullacheri
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Cyber-Physical Systems (CPS) - 3Cs

Computation

Communication m

3 Cs of lIoT - Connect, Compute, Communicate

Source: G. Jinghong, H. Ziwei, Z. Yan, Z. Tao, L. Yajie and Z. Fuxing, "An overview on cyber-physical systems of energy
interconnection," in Proc. IEEE International Conference on Smart Grid and Smart Cities (ICSGSC), 2017, pp. 15-21.
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Healthcare Cyber-Physical System (H-CPS)

Local Area Network
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Agriculture Cyber-Physical System (A-CPS)

Solar powered smart

CSIOUC_' Lay]:er - device for plant disease
ervices for I
: and growth prediction.
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Layer & < Smart Agriculture Market Worth US$18.21 Billion By 2025.

., U Ifﬁ!l 0. ¥ 'S’ou'ces: http://www.gra@mﬂaﬂsearch.com/press-release/gIobal-smart-agricuIture-farming-market
Farm Land sCrop App Farm Land sCrop App

Source: V. Udutalapally, S. P. Mohanty, V. Pallagani, and V. Khandelwal, “sCrop: A Novel Device for Sustainable Automatic Disease Prediction, Crop Selection, and Irrigation
in Internet-of-Agro-Things for Smart Agriculture”, IEEE Sensors Journal, Vol. 21, No. 16, August 2021, pp. 17525--17538, DOI: 10.1109/JSEN.2020.3032438.
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Energy Cyber-Physical System (E-CPS)

Water
Heater

. Smart
Storage

Smart

Gene rat|on Service Provider
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< _,, ( . + Data, Device, and System Security
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uninterrupted energy with | (USer controlled \ J

minimal carbon footprint. ksmart appliances) ) _

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Transportation Cyber-Physical System (T-CPS)
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Source: Datta 2017, CE Magazine Oct 2017
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Challenges in 1oT/CPS Design
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loT/CPS — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT/CPS
Design and Security,
Operation — Privacy, and
Selected IP Protection

hallenge

Creating
Knowledge
and Big
Data
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Massive Growth of Sensors/Things

BILLIONS OF DEVICES : ——
2018 2020 ! oo
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Eventually Trillions of Things
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SecurltyChaIIenges — Information

ourBANK

3999 999

9193

Username

Password

Hacked: Linkedin, Tumbler, & Myspace
Who did it: A hacker

[
Llnked m going by the name Peace.

tumblr, What was done:
500 million passwords

222MYSPACE ere stolen.

Details: Peace had the following for
sale on a Dark Web Store:

167 million Linkedin passwords

360 million Myspace passwords TARG ET
68 million Tumbler passwords

100 million VK.com passwords DATA THEFT
71 million Twitter passwords

Personal Information Credit Card/Unauthorized Shopping

@® = B
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Cybersecurity Challenges - System

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

AHACKED

ENTERTAINMENT
SYSTEM

AHAGKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Attacks on loT Devices

» Reverse Engineering
Attack

Dictionary and
Brute Force
Attack
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Smart Healthcare - Cybersecurity and Privacy Issue

—Location Privacy

|dentity Threats

—Data Eavesdropping Impersonation Eavesdropping
Attacks Attacks
—Data Confidentiality l 1
—Data Privacy Smart | R\
Healthcare ;

—Access Control

—Unique Identification

—Data Integrity

Selected Smart Healthcare Security/Privacy
Challenges

—Device Security

¥

HIPPA Privacy Violation by Types

ta Disclosed
Without

t Authorization

Bl from Patient
Radic 20%

HIPAA

Health Insurance Portability
and Accountability Act

Data
Compromised
by Hackers

Improper
Disposal Of

6% Data
5%

Data Lost and
NotAccounted
For
12%

Data Physically
Stolen
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loMT/H-CPS Security Issue Is Real and Scary

= Insulin pumps are vulnerable to hacking, FDA warns amid recall:

https://www.washingtonpost.com/health/2019/06/28/insulin-pumps-are-vulnerable-hacking-fda-
warns-amid-recall/

= Software vulnerabilities In some medical devices could leave them
susceptible to hackers, FDA warns:
https://www.cnn.com/2019/10/02/health/fda-medical-devices-hackers-trnd/index.html

= FDA Issues Recall For Medtronic mHealth Devices Over Hacking Concerns:

https://mhealthintelligence.com/news/fda-issues-recall-for-medtronic-mhealth-devices-over-
hacking-concerns
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Internet of Agro-Things (I0AT) - Cybersecurity Issue

Edge Edge

Livestock Monitoring Qi_ Qi Authenticati
uthentcation
1§ 1 () —> Cl
oud ‘
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Gateway4 Edge 4. &

Network lIoAT __ Data

Security Security Integrity

(  TEMPERATURE

CLOCK | HUMIDITY
HTCA

Temperature Sensor

Drone Water Sprinkler

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. P. Yanambaka, B. K. Baniya and B. Rout, "A PUF-based Approach for Sustainable Cybersecurity
in Smart Agriculture,” in Proc. 19th OITS International Conference on Information Technology (OCIT), 2021, pp. 375-380, doi: 10.1109/OCIT53463 2021.00080.
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Smart Grid - Vulnerability

—— Remote terminal unit ~ Supervisory Control and Data | \eter measurement

_ Acquisition (SCADA)
__——_ Electric Power Flow — Control command
Control Center

Programmable Logic

Controllers (PLCs)
ok

W

- Distribution
Management System
Substations

L1 \

O
&
}
Y S on

Generation %

ot
Generators \?&\"}
P\\\QO\‘ i
Transmission Smart Meters
Transformers EVs

ICT components of smart grid is cyber vulnerable.

Source: (1) R. K. Kaur, L. K. Singh and B. Pandey, "Security Analysis of Smart Grids: Successes and Challenges," IEEE Consumer Electronics Magazine, vol. 8, no. 2, pp. 10-15, March 2019.
(2)https://www.enisa.europa.eu/topics/critical-information-infrastructures-and-services/smart-grids/smart-grids-and-smart-metering/ENISA_Annex%2011%20-
%20Security%20Aspects%200f%20Smart%20Grid. pdf
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Smart Car — Modification of Input
Slgnal of Control Can be Dangerous

» Typically vehicles are controlled by human drivers

» Designing an Autonomous Venhicle (AV) requires decision chains.

» AV actuators controlled by algorithms.

» Decision chain involves sensor data, perception, planning and
actuation.

» Perception transforms sensory data to useful information.

» Planning involves decision making.

Data Information Decisions
(uncertainty) (probablist'ic) ?CONUOT-‘\)/-” “\\

Sensors Planning !

Perception |

~ 7’ NG . P !

— e
Source: S. J. Plathottam and P. Ranganathan, "Next Generation Distributed and Networked Autonomous Vehicles: Review," in Proc. 10th International
Conference on Communication Systems and Networks (COMSNETS), 2018, pp. 577-582, DOI: https://doi.orq/lo.1109/COMSNETS 2018.8328277.
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CE Systems — Diverse Security/
Privacy/ Ownership Reguirements

Medical Devices Home Devices Personal Devices Wearable Devices

%FID Pace
hip maker 8
Insulin Heart éc%e Théﬁ‘n%%tat Smart Phones/ --
Maker
Pump Rate Tablets
Monitor
Business Dewces Entertainment Devices Transportation Devices
i Bl % R o &
Smart Vehicles/ Smart
Vehicles Controllers
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Selected Attacks on an Electronic System
— Cybersecurity, Privacy, IP Rights

Applications >

: . ' Network Attacks
&) perating Syste Copyright Attack
Output
Input P Information
Information (Copyrighted)
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Trojans can Provide Backdoor Entry to
Adversary

Information may bypass giving a non- Hardware Trojans
SELEMELLEE) OU NS EUa e QUL Unprotected/Unsecure Information
> -
.
. ) Output
Input —L—} Watermarking and/or Protected/Secure Information > -
Cryptography Processor
Source: Mohanty 2015, McGraw-Hill 2015 Select

N

S o
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Sm Electronic Systems
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Firmware Reverse Engineering —
Security Threat for Embedded System

‘ JJ ConnectionRequestlisename=acpeuserm
l ConnectionRequestRassword=baseb4(acpepassy)

SfiUNUsername=ghandya
- SiIiUNRassword=base64(ghandya)

Rassword=base64(gadming)
(WRS)X¥DeviceRassword=base64(a00;1.94266%)

Username=gautoconfig@talktalkbusiness'nety
Password=base64(attbj1234 %)

[(Next{llinesoffivar/wan/ppp25(68Y/config)
pPpp256lpassword=atth)”234 ppp256lusename=gautoconfig@talktalkbusinessnet;
ppp258Jpassword=attbi234 4 ppp258Jusername=gautoconfig@talktalkbusinessfnet

Extract, modify, or reprogram code 0S _exp!o@tation,_
Device jailbreaking

Source: http://icjc-dev.com/
Source: http://grandideastudio.com/wp-content/uploads/current_state_of hh_slides.pdf

;ég‘ A Sl ‘/\
=92 I =5
Smg Electronic
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Attacks on Embedded Systems’ Memory
Read
confidential
Attacks
Embedded Memory
Processor Attack

Information
Replace a block

In memory
with a block from
another location

Replace a
block with fake

Physical access
memory to retrieve
encryption keys

Value of a block at a given address at one
time is written at exactly the same address
at a different times; Hardest attack.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “TSV: A Novel Energy Efficient Memory Integrity Verification
Scheme for Embedded Systems”, Elsevier Journal of Systems Architecture, Vol. 59, No. 7, Aug 2013, pp. 400-411.
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Side Channel Analysis Attacks

Fault
Attacks

Acoustic
Noise

Cache
Content /
Time

Power
Dissipation

Elapsed
Time

EM
Radiation

Breaking Encryption is not a matter of Years, but a matter of Hours.

Source: Parameswaran Keynote iNIS-2017
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Securlty Privacy, and IP Rights

[ ]
System Secrity
Data Security
System Privacy “‘ .
Data Privacy .

(IP nghts VIOIatlon)Source Mohanty ICIT 2017 Keynote

o o) -
Sn‘ne jElectronicS stems
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Challenges of Data in IoT/CPS are Multifold
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DNNs are not Always Smart

= Why not use Fake Data?

= “Fake Data” has some interesting advantages:

= Avoids privacy issues and side-steps new regulations (e.g. General Data
Protection Regulation or GDPR)

= Significant cost reductions In data acquisition and annotation for big
datasets

Source: Corcoran Keynote 2018
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Al Security - Attacks

Attacker’s Access to Access to Access to
Capabilities Training Data Model Training Trained Model

Get Data Train Model Deplo

K
o 4

Prepare Data Model Testing
, N\ N/
Atéaocgzr > Model Poisoning, Model Inversion,
Extraction Invasion, Impersonation

Source: Sandip Kundu ISVLSI 2019 Keynote.
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Wrong ML Model - Wrong Diagnosis

“Presence of
Expert radiologist | pneumonia”

‘é_’:,-—-""

Medical records

2]

Patient X-ray
| |

“NQ
pneumonia’

%,  Machine Learning ~—

= =
Z£3
S

‘@  classifier
"{:'.-""L

T~ |Accuracy is important
determine pneumonia

Wrong model can lead to
wrong diagnosis altogether

Source: https://www.healthcareitnews.com/news/new-ai-diagnostic-tool-knows-when-defer-human-mit-researchers-say
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Al Security - Trojans in Artificial Intelligence

(TrojAl)
E

Label:
Stop sign

Adversaries can insert

L abel- Trojans into Als, leaving
Speed limit sign @ trigger for bad behavior
that they can activate

e: https://www.iarpa.gov/index.php?option=com_content&view=article&id=1150&Itemid=448 durlng the Al S Operatlons

10 Dec 2024
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Fake Data and Fake Hardware —
Both are Equally Dangerous in CP

' -

/

Authentic Fake
An implantable medical device

=8 r
LI AT M
01000000 0D0EIE0E0R 1002010 00) R T T |
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Fake Medicine - Serious Global Issue

> It is estimated that close to $83 billion worth of o NORTHERN COUNTRIES
counterfeit drugs are sold annually. - icit sale-on the infemet

» One in 10 medical products circulating in i o f & e
developing countries are substandard or fake.

> In Africa: Counterfeit antimalarial drugs results
iIn more than 120,000 deaths each year.

» USA has a closed drug distribution system
intended to prevent counterfeits from entering ',;f_,_"
U.S. markets, but it isn’t foolproof due to many =

Source: https://fraud.org/fakerx/fake-drugs-and-their-risks/counterfeit-drugs-are-a-global-problem/ . ¥y

reason including illegal online pharmacy.
TO SOUTHERN COUNTRIES -
2 lllicit sale in unofficial
distribution channels

. il
a

Risk Countries Falsified Drug Flows
® | High-risk lg/“j Regional production
Medium-risk . .
Source: https://healthpolicy-watch.news/fight-the-fakes-
® | Low-risk EE World production P poliicy 9

campaign-raises-awareness-of-falsified-substandard-medicines/
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Counterfeits in Healthcare

COUNTERFEITED / FAKE

: ‘ The original product:
fgmat!l!lgrl ol > sold in a white box with blue borders
i, e et e » contains sixty (60) 500mg tablets

60 Nlien tatlest

. Eirmmm—— » divided on four (4) silver blister packs,
I each containing fifteen (15) tablets

P r o o A
W) rrpenuta Jee vt Marter o Ve v st s o8 ke WACa

The fake product:

» sold in a white box with no border

» contains sixty (60) 500mg tablets

» divided on six (6) silver with blue blister
packs, each containing ten (10) tablets

Source: GA-FDD (Government Analyst —Food and Drug Department) issues warning over “fake”
drug on local market,

https://www.inewsguyana.com/ga-fdd-issues-warning-over-fake-drug-on-local-market/

Daflon 500 is used to treat gravitational (stasis) dermatitis and dermatofibrosclerosis
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Is my
Pacemaker
Authentic or

Fake?

**~ pacemaker

International
Pharmaceutical
Students’ Federation

Al Pacific Regional Office

Increased mortality
and morbidity

Development of drug
resistance

Increase the chance
of adverse effects

Loss of confidence in
health systems and
health workers

NN

Fake IS Cheap Why not Buy’>

-4

fis

0

THE NEGATIVE
IMPACTS OF

FAKE

MEDICINE

Undermining of drug
research and
development

Crowding out of
legitimate drug
manufacturers

Decreased willingness
of patients to accept
treatment

Economic loss for
patients and health
systems
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Cybersecurity Solution for I0T/CPS
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C- Confidentiality, | — Integrity, A - Availability, AC — Accountability, AU —
Auditability, TW — Trustworthiness, NR - Non-repudiation, P - Privacy

loT Cybersecurity - Attacks and Countermeasures

Computing
nodes
Edge
nodes
RFID tags
Communication

Edge computing

Countermeasures

Side-channel signal analysis

Trojan activation methods

| Intrusion Detection Systems (IDSs)

Securing firmware update

Circuit/design modification

Kill/sleep command

Isolation

Blocking

Anonymous tag

Distance estimation

Personal firewall

Cryptographic schemes

Reliable routing

De-patterning and
Decentralization

Role-based authorization

Information Flooding

Threat Against
Hardware Trojans All !
Side-channel attacks C,AU,NR,P :
Denial of Service (DoS) A,AC,AU,NR,P
Physical attacks All
Node replication attacks All
Camouflage All
Corrupted node All
Tracking P, NR
Inventorying P, NR
Tag cloning All
Counterfeiting All
Eavesdropping C.NR,P
Injecting fraudulent packets | P,LAU,TW NR |
Routing attacks C.LACNR,P
Unauthorized conversation All
Malicious injection All
Integrity attacks against CI
learning
Non-standard frameworks All
and madequate testing
Insufficient/Inessential C,ACNR,P

logging

Pre-testing

Qutlier detection

Source: A. Mosenia, and Niraj K. Jha. "A Comprehensive Study of Security of Internet-of-Things",
IEEE Transactions on Emerging Topics in Computing, 5(4), 2016, pp. 586-602.
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Our Swing-Pay: NFC Cybersecurity Solution

Fingerprint
Sensor

€rig/

NFC @

Antenna

71819

Keypad

Power Supply

Swing Pay

GSM Antenna

Start
|
Get ID from
NFC Module
from Receiver

'

Enter
Amgunt

I
Verify
Fingerprint
Data

!

Approved NoO |

?
Yes 1

Send Data
over GSM

Payer Module

Verify
Fingerprint
Data

Approved NO|

I?

Yes l

Send Data over

NFC P2P
Payee Module

Source: S. Ghosh, J. Goswami, A. Majumder, A. Kumar, S. P. Mohanty, and B. K. Bhattacharyya, "Swing-Pay: One Card Meets All
User Payment and Identity Needs", IEEE Consumer Electronics Magazine (MCE), Volume 6, Issue 1, January 2017, pp. 82--93.
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RFID Cybersecurity - Solutions

Selected RFID Security Methods

Killingafaas Sleeping Faraday Blocker Tag Minimalist Proxy
LR Tags Cage Tags Relabeling | Cryptography Privacy
Devices

VY

Reader

Safe Zone

Blocker Tags

Source: Khattab 2017, Springer 2017 RFID Security
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Firmware Cybersecurity - Solution

Secure

_ Off-Line
Private KGY% Environment

}

. Sign
Hash >
W Image (RSA) ﬁSignaturt

Secure Flash Programming

Report
Error

Source: https://www.nxp.com/docs/en/white-paper/AUTOSECURITYWP.pdf
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Nonvolatile Memory Security and Protection

Hardware-based encryption of
data secured/protected by strong
password/PIN authentication.

Software-based encryption to secure
systems and partitions of hard drive.

o i» §o sa v JD HEE

a
-
1
3
DEF
5
JKL
7
PQRS
9
WXyz

-
"IDATALDOCKER

7

Some performance penalty

Source: http://datalocker.com due tO Increase In |atency|
Nonvolatile / Harddrive Storage

How Cloud storage changes this scenario?
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Embedded Memory Security

Trusted On-Chip Boundary

Read Decoder

| |
I Embedded I Update Merkle (Value) and Hash
: Processor : Hash Tree from Memory
N S ;
| |
| |
: . L1 Sensor I Update Merkle Sensor Yes = Check
: Verify Cache Module I Hash Tree Attack —> Hash
. Hash Current/ | ? Tree
I Hash Temperature
: Cache Encryption/ [ 1 No

Decryption I
: Module : Update Merkle Do not check hash
—————————— B Hash Tree Proceed with read

Write Operation Read Operation

- _ Memory integrity verification with 85% energy
On-Chip/On-Board Memory Protection savings with minimal performance overhead.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “MEM-DnP: A Novel Energy Efficient Approach for Memory Integrity Detection and Protection
in Embedded Systems”, Springer Circuits, Systems, and Signal Processing Journal (CSSP), Volume 32, Issue 6, December 2013, pp. 2581--2604.
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Smart Healthcare Cybersecurity

PDA Insulin Pump

Insulin Pump

Report Data/Control Universal Software

Radio Peripheral

Continuous _ — .
Glucose : (¢ Active Attacks:
Sensor ‘ Impersonation

N \ V

Insulin Pump
S
A ‘
Universal Software
Glucose Meter Remote Control Remote Control Radio Peripheral

. . Security Attacks
Insulin Delivery System

Insulin Pump’s

ey Received Data Sequence Counter Comparison: Whether
: 2 within a Range
Encryption Key
Information Bits Qecryption) v J v \
(i.e., control command) Transmitted Data \| Received Information (i.e., o| Accept Drop
control command)

Rolling Code Encoder in Remote Control

Rolling Code Decoder in Insulin Pump
Source: Li and Jha 2011: HEALTH 2011
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Blockchain in Smart Healthcare

—»

Laboratory technician wants A block containing the The block is verified and approved.
to attach a new medical medical data, a timestamp
referral to a patient HER. and the author is created.

The block is delivered to all the peers in the
patient’s network, such as the patient itself,
his/her family members, and general
practitioner.

Can It preserve privacy?

The block is inserted in the chain
and linked with the previous

Cloud-Based Data Security and Privacy?," IEEE Cloud Computing, vol. 5, no. 1, pp. 31-37, Jan./Feb. 2018. blocks.

;.-'5?'"{",‘
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Autonomous Car Cybersecurity —
Collision Avoidance

d Attack: Feeding of malicious sensor —
measurements to the control and the A |
collision avoidance module. Such an attack | / i
on a position sensor can result in collisions %,,, , ‘.‘
between the vehicles. £ | !

3 Solutions: “Dynamic Watermarking” of &isof \ //
signals to detect and stop such attacks on L !
cyber-physical systems. o -

QO ldea: Superimpose each actuator i a .l . L D e
random signal e[t] (watermark) on control ™ U e
pOIiCy_SpeCiﬁed input. Source: Ko 2016, CPS-Sec 2016

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty

10 Dec 2024 115



Drawbacks of Existing

Cybersecurity Solutions
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IT Cybersecurity Solutions Can’t be Directly
Extended to IoT/CPS Cybersecurity

IT Cybersecurity _

» IT infrastructure may be well = |loT may be deployed in open hostile
protected rooms environments

= Limited variety of IT network devices = Significantly large variety of IoT devices

= Millions of IT devices = Billions of 0T devices

= Significant computational power to = May not have computational power to run
run heavy-duty security solutions security solutions

= |T security breach can be costly = 0T security breach (e.g. in a IoMT device like

pacemaker, insulin pump) can be life threatening

Incorporation of Cybersecurity of Electronic Systems, 0T, CPS, needs Energy,
and hence affects Performance.
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Cybersecurity Measures in Healthcare
' Cy-P_hysicaI Systems Is Hard

Collectively ( WMD+IMD):
Implantable and Wearable
Medical Devices (IWMDs)

Implantable and Wearable Medical
Devices (IWMDs):

- Longer Battery life

—> Safer device

- Smaller size

- Smaller weight

. - Not much computational capability

3 N A > - -
i e ST AR e / " 3
SR o [ R 31 2
TN L 4 -
AT = \ 2 A
1 LLON 4 o J fi
'y v S W MR Y T S >
g 4 0 PSR e y
- B . ey
4 Iz, 3 . X TP y (s - b .
. V. LSS < - N =
: L\ ) e
' 5 \ 5 0 & s i
: | X .‘ s

f ) : ‘}J \-{.» e
i A ( Eavesdropplng 2:1:* Y f |
| [ Atacks | N
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H-CPS Cybersecurity Measures is Hard
- Energy Constrained

Pacemaker Neurostimulator
Battery Life . Battery Life
- 10 years | - 8years

» Implantable Medical Devices (IMDs) have integrated battery to provide energy to all their
functions - Limited Battery Life depending on functions

» Higher battery/energy usage - Lower IMD lifetime
> Battery/IMD replacement - Needs surgical risky procedures

Source: C. Camara, P. Peris-Lopeza, and J. E.Tapiadora, “Security and privacy issues in implantable medical devices: A comprehensive survey", Elsevier Journal of
Biomedical Informatics, Volume 55, June 2015, Pages 272-289.
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Smart Car Cybersecurity - Latency Constrained

Protecting Communications
Particularly any Modems for In-
vehicle Infotainment (IVI) or in On-
board Diagnostics (OBD-II)

Over The Air (OTA) Management
From the Cloud to Each Car

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive cybersecurity issues.

Protecting Each Module
Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

Source: http://lwww.symantec.com/content/en/us/enterprise/white_papers/public-building-security-into-cars-20150805. pdf

« Connected cars require latency of ms to _ _
communicate and avoid impending crash: Security Mechanism Affects:

o Faster connection » Latency
o Low latency « Mileage Bz
o Energy efficiency - Battery Life Car Cybersecurity —

Latency Constrained

N
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UAV Cybersecurlty Energy & Latency Constrained

‘ Application Logic Security

Communlcatlon

protocol @ control System Security

. Both

Vehicle State

Vi =

Guidance
Determine

¥ it—> GPS

Navigation Controller

v % ’ f!‘i Determine to
, Bias/ Pros. Vel. Alt. Guidance Path Aircraft
Magnetometer -
g Scale Plot Route, and Stabilize Actuator Dynamics
F Accel Aircraft i
Pl ;
otStatic Sensor (Adjustable

System

Fusor

ource: http://www.secmation.com/control-desian/

Cybersecurity Mechanisms Affect: —
- : : |SYSTEM FATSg
Battery Life [EGHSHGYN \Weight Aerodynamics e
UAV Security — Energy and Latency Constraints
Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
fl::_/" Eléc&o:ﬂf— stems

oratory (S
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Smart Grid Security Constraints
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Cybersecurity Attacks -
Software Vs Hardware Based

Software Based

= Software attacks via communication channels
= Typically from remote
= More frequent

= Selected Software based:
o Denial-of-Service (DoS)
o Routing Attacks
o Malicious Injection
o Injection of fraudulent packets
o Snooping attack of memory
o Spoofing attack of memory and IP address
o Password-based attacks

= Hardware or physical attacks
= Maybe local
= More difficult to prevent

= Selected Hardware based:
o Hardware backdoors (e.g. Trojan)
o Inducing faults
o Electronic system tampering/ jailbreaking
o Eavesdropping for protected memory
o Side channel attack
o Hardware counterfeiting

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty
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Cybersecurity Solutions —
Software Vs Hardware Based

Software Based

= Introduces latency in operation
= Flexible - Easy to use, upgrade and update

= Wider-Use - Use for all devices in an
organization

= Higher recurring operational cost

= Tasks of encryption easy compared to
hardware — substitution tables

= Needs general purpose processor to run
= Can’t stop hardware reverse engineering

Source: Mohanty ICCE Panel 2018

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared to
software — bit permutation

= Easy integration in electronic systems

= Possible security at source-end like
sensors, better suitable for 0T

= Susceptible to side-channel attacks
= Can’t stop software reverse engineering

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty
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Cybersecurity Nightmare € Quantum Computing

Edge Data
Center

-
- ~a Local
Area
L » Network

—————— (LAN)

\ ’ - -
Edge Royter
Cloud Computlng
Sensors (Things) G usmg Quantum
g Cluster £ Gateway »Ultra-Fast quantum computing resources
B~ AtUlE,, W loT-Edge Devices SHigh | ) "
|loT-End Devices : 'gh latency in network :
: Edge Computing »>Breaks every encryption in no time
In-Sensor/End-Device :
_ »Less computational resource
Computing »Minimal latency in network
» Minimal computational resource > Lightweight security
> Negligible latency in network A quantum computer could break a
> Very lightweight security 2048-bit RSA encryption in 8 hours.
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Security-by-Design (SbD) —
The Principle

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty

10 Dec 2024 140



loT/CPS D

esign — Mul

Recurring Operational Cos

Source: Mohanty ICCE 2019 Keynote

tiple Objectives

Smart Cities
Vs
Smart Villages
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Privacy by Design (PbD) =2 General
Data Protection Regulation (GPDR)

1995 2018
Privacy by Design (PbD) General Data Protection Regulation
| (GDPR)
“ Treat privacy concerns as » GDPR makes Privacy by Design (PbD)

design requirements  when a legal requirement
developing technology, rather
than trying to retrofit privacy
controls after it is built

Security by Design
aka
Secure by Design (SbD)

N

_;:4_ TR
=2 \(BY =3

Smart Electronic Systems
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Security by Design (SbD) and/or
Privacy by Design (PbD)

Retrofitting: Difficult = Impossible!
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Security by Design (SbD)
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Security-by-Design (SbD) — Principles ...

= Security features should be Proactive not Reactive: Cybersecurity
solutions for SbD approach should be done in a proactive fashion
In anticipation that cyberscrurity issues will arise, instead of
exploring solutions after cyberscrurity crisis takes place.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE  Computer  Society  Annual Symposium  on  VLSI (ISVLSI), 2023, pp. 1-6,
DOI: https://doi.org/10.1109/ISVL.S159464,2023,10238536.
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http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
https://doi.org/10.1109/ISVLSI59464.2023.10238586

Security-by-Design (SbD) — Principles ...

= Security should be Default: Cybersecurity features of the smart
electronics should be default option in the context of hardware,
software, and system specifications.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE  Computer  Society  Annual Symposium  on  VLSI (ISVLSI), 2023, pp. 1-6,
DOI: https://doi.org/10.1109/ISVL.S159464,2023,10238536.
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http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
https://doi.org/10.1109/ISVLSI59464.2023.10238586

Security-by-Design (SbD) — Principles ...

= Security should be Embedded into Design: Cybsecurity
solutions of a system should be Iintegrated in the design
and should be builtin as If the solutions cann't be
separated from the system.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE  Computer  Society  Annual Symposium  on  VLSI (ISVLSI), 2023, pp. 1-6,
DOI: https://doi.org/10.1109/ISVL.S159464,2023,10238536.

) £ ‘/\
= \L@) =g
X . . Sm Electronic %s%lhs
Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty atory (S

10 Dec 2024

148


http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
https://doi.org/10.1109/ISVLSI59464.2023.10238586

Security-by-Design (SbD) — Principles ...

= Security should be Incorporated as a Full Functionality -
PositiveSum, not Zero-Sum without trade-offs: To facilitate
effective integration with smart electronics, the SbD approach
should have not tradeoffs and shouldn’'t have energy, battery,

and performance overheads.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE  Computer  Society  Annual Symposium  on  VLSI (ISVLSI), 2023, pp. 1-6,

DOI: https://doi.ora/10.1109/ISVL.S159464,2023,10238586.
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http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
https://doi.org/10.1109/ISVLSI59464.2023.10238586

Security-by-Design (SbD)

= Security-Solutions should be End-to-End Security for

Lifecycle Protection: The cybersecurity solutions should
provide security In the entire life-cycle of the smart
electronics, from design to deployment.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE  Computer  Society  Annual Symposium  on  VLSI (ISVLSI), 2023, pp. 1-6,
DOI: https://doi.org/10.1109/ISVL.S159464,2023,10238536.
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http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
https://doi.org/10.1109/ISVLSI59464.2023.10238586

Security-by-Design (SbD)

= Security-Solutions should have Visibility and Transparency:
The SbD approach in an Electronic system should be easily
understandable and information should be visible and clear.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE  Computer  Society  Annual Symposium  on  VLSI (ISVLSI), 2023, pp. 1-6,
DOI: https://doi.org/10.1109/ISVL.S159464,2023,10238536.

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty

10 Dec 2024 151


http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
http://www.smohanty.org/Publications_Conferences/2023/Mohanty_ISVLSI_2023_iTPM.pdf
https://doi.org/10.1109/ISVLSI59464.2023.10238586

Security-by-Design (SbD)

= Security-Solutions should have Respect for Users: The
cybsecurity solutions should respect the users in terms of
their safety, privacy, and convenience.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in  Proceedings of the IEEE Computer Society Annual Symposium on  VLSI (IsvLsl), 2023, pp. 1-6,
DOI: https://doi.org/10.1109/ISVL. S159464.2023.10238586.
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SbD Principle — loT/CPS Design Flow

To Next
Step

Concept High Level Design Component Level Design Design Analysis

How to integrate cybersecurity and privacy at every stage of design flow?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi. pdf
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SbD Principle — loT/CPS Design Flow ...

—

I To

|
From i Writing Application Programming Client Integration | Next
Previous : Sensor and Component Bevie Interface (APIs) for Cloud (Desktop, Tablet, :Step
_ Infrastructure Mobil
Step Assembly Drivers obile) I ‘

|
I |
@ L '

' Prototyping

How to integrate cybersecurity and privacy at every stage of design flow?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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SbD Principle — loT/CPS Design Flow

-
From =
Previous mmmmp | .
Step s . A --
Field Testing Release pf Production Release an_d
Beta Version Documentation

How to validate and document cybersecurity and privacy features at every stage of production?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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CPS - loT-Edge Vs loT-Cloud

Edge Data Center
N

Upload
—————— S~ Local
Area
| - —— 2 Network
Upload -==" . (LAN)

~ Edge Router 7 /Download
o -

Cloud Security/Intelligence

Sensors (Things) »Big Data

Gateway

/

W Cluster _ > Lots of Computational Resource
R Middleware Edge / Fog Plane A Data Analvii
End/Sensing Devices (Communication) Ccurate_ ata Analytics
_ _ Edae S tv/intell »Latency in Network
End Security/Intelligence ge SECUNy/INtENIGENCE 5 Fhergy Overhead in Communications

» Minimal Data »>Less Data |
» Minimal Computational Resource »Less Computational Resource
> Least Accurate Data Analytics ;EZS?dA;(;l;fa;ﬁszata Analytics  Thaavy-Duty ML is more
» very Rapid Response P b suitable for smart cities

TinyML at End and/or Edge is key for smart villages.
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Secure SoC - Alternatives

|______| Development of hardware amenable algorithms.

HHEE Building efficient VLSI architectures.

1’ Hardware-software co-design for security, power, and performance tradeoffs.

3 SoC design for cybersecurity, power, and performance tradeoffs.
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Trustworthy Electronic System

= A selective attributes of electronic system to be trustworthy:

Q

Q

o O O O

It must maintain integrity of information it is processing.

It must conceal any information about the computation performed through
any side channels such as power analysis or timing analysis.

It must perform only the functionality it is designed for, nothing more and
nothing less.

It must not malfunction during operations in critical applications.

It must be transparent only to its owner in terms of design details and states.
It must be designed using components from trusted vendors.

It must be built/fabricated using trusted fabs.

10 Dec 2024
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Hardware-Assisted Security (HAS)

Software based Security:

o A general purposed processor is a deterministic machine that computes the next
Instruction based on the program counter.

o Software based security approaches that rely on some form of encryption can’t be
full proof as breaking them is just matter of time.

o It Is projected that quantum computers that use different paradigms than the
existing computers will make things worse.

Hardware-Assisted Security (HAS): Security/Protection provided by the

hardware: for information being processed by an electronic system, for

hardware itself, and/or for the system.
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Hardware Cybersecurity Primitives
— TPM, HSM, TrustZone, and PUF

Endorsement Key (EK)
random number
generator
Storage Root
Key (SRK)

RSA key generator
Platform Configuration
Registers (PCR)
SHA-1 hash generator
Attestation Identity
Keys (AIK)

e Trusted Platforry
Hardware Security Module (HSM)  Module (TPM)

Source: C. Marforio, N. Karapanos, C|
Soriente, K. Kostiainen, and S. Capkun,

Mobile device

(e.g., Android)

:’rlo:m;(w;n; W) : :F%V%;?e_vv;ﬂ_d e aton ok for asmene e

| | Aepl || App2 ) ' . .

. ¥ ' Keep It Simple Stupid (KISS) =
| esteos 1 [m][m2 )] Keep It Isolated Stupid (KIIS)

| . : :

I

Baseband OS |

lI-'__--__'_'_i -_--ll

I | |

[ Application processor I Baseband Peripherals \
I (TrustZone) 1 processor (GPS)

e ——— -9 ) Physical Unclonable Functions (PUF)

Source: Electric Power Research Institute (EPRI)

o @ = 8

X . . Sm Electronic %sﬁejlhs
Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty %—‘tory s

10 Dec 2024 =UNT o

164




PUF versus TPM

Endorsement Key (EK)

Storage Root
Key (SRK)

Platform Configuration
Registers (PCR)

Trusted Platforry B
Module (TPM)

storage keys

TPM:

1) The set of specifications for a secure
crypto- processor and
2) The Implementation of

these
specifications on a chip

Physical Unclonable Functions (PUF)

Source: Electric Power Research Institute (EPRI)

PUF:

1) Based on a physical system
2) Generates random output values
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PUF: A Hardware-Assisted Security Primitive

* PUF has a Challenge as an Input and
Response as an Output

*» Response output from the PUF design will
be unique for the challenge input on that
PUF design ez

< Arbiter PUF and Ring Oscillator PUF are : g
the most widely used PUF designs for 1oT
applications

* Delay based PUF designs support higher
number of Challenge Response pairs
(CRP)
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SbD/HAS - Advantages

Energy Efficient

Robust

Low — Cost
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Security-by-Design (SbD) —
Specific Examples
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PMsec: Our Secure by Design Approach
for Robust Security in Healthcare CPS

End Devices Edge Router
- — » Local Internet

Area
7 ” Network
/Z 4
» Edge Servers , 7 (ALY
7 7
= 7 7 - v’ Remote
4 2| Connection
\
Doctor/ Nurse Remotely
Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.

b
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IGLU: Accurate Glucose Level
Monitoring and Secure Insulin Delivery

Continuous
Glucose
Monitoring

Hospital

8=

L
> SV E
e .l o
n Doctor

reases

Near Infrared (NIR) based
Parameters  gystem (APS)

Noninvasive, Accurate,
Continuous Glucose Monitoring

P. Jain, A. M. Joshi, and S. P. Mohanty, “iGLU: An Intelligent Device for Accurate Non-Invasive Blood Glucose-Level Monitoring in Smart Healthcare”, IEEE Consumer
Electronics Magazine (MCE), Vol. 9, No. 1, January 2020, pp. 35-42.
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Secure-IGLU: Accurate Glucose Level
Monitoring and Secure Insulin Delivery

IGLU Insulin

Deli Secure-iGLU
clivery Controller
Subsystem (PUF)
(PUF) ! I
£adge Datacenter
IGLU Glucose-Level or Cloud
Monitoring Datacenter iG LU DEVi ce Secure-
Subsystem (CRPs from PUFs -
(Pl IF% > of Devices) (IOMT NOdE) IGLU
PUF Controller
!{{ (PUF)
Challenge*Response Table
100101001 101001010
Source: A. M. Joshi, P. Jain, and S. P. Mohanty, “Secure-iGLU: A Secure Device for Noninvasive i i M atCh
Glucose Measurement and Automatic Insulin Delivery in loMT Framework”, Proceedings of the | : P
19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 440-445. 010111001 :
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We Proposed World’s First Hardware-
Integrated Blockchain (PUFchain) that is
Scalable, Energy-Efficient, and Fast

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (loE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain — The Big Idea

Blockchain Technology Is Iintegrated
with Physically Unclonable Functions
as PUFchain by storing the PUF Key
Into immutable Blockchain

B

Roles of PUF:

» Hardware Accelerator for Blockchain

» Independent Authentication

» Double-Layer Protection

» 3 modes: PUF, Blockchain, PUF+Blockchain

L i f/\

=@ \x -y
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PUFchain: Our Hardware-Assisted Scalable Blockchain

:PUFchaln System Model '™~ 4
“h-.-—:"

-— e =

PUFChain 2 Modes:
(1) PUF Mode and
(2) PUFChain Mode

v PoP is 1,000X faster than PoW
v PoP is 5X faster than PoAh

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in

- ur < PO

“Block™

IoT Device With

PUF Module PUFchain Working Model

Transaction Complete

Block with PUF| Broadcasted

Key added to thommmmmp. E [R5
A .

to P2P Network el

Can provide:
Device, System, and
Data Security

Distributed Ledger am. Trusted Node
PUF key
New

Old Blocks Block

Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchaln 2.0: our Hardware-Assisted Scalable Blockchain

Authentication
lOMT
- S8VeT Block Validation
Initiates transaction by broadcasting the Miner Receives the Block

Miner Performs )
Key Extraction

gﬁ PUF Key
— — MAC
Verifies MAC J— Data )
address and PUF key

Broadcast
l‘ | > | >&a ((())))) Validated
Block

Checks if the Authentication _ _
is Successful Block is added to the Blockchain

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable Simultaneous Device
and Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI: https://doi.org/10.1007/s42979-022-01238-2.

Block containing PUF key and MAC address

=2
Sm
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PUFchain 3.0 - Architecture

PUF Gateway Node v
|

Broadcast Data
to Edge Server

4 loMT
a

Edge Server

\_

IOTA Tangle
Remote PUF Key Extraction

d t asked Authenticatio
) ® ® Cregte Root and | Messaging (MAM)

Channel Creation

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain_3.0: Hardware-Assisted Distributed Ledger for Robust Authentication in the
Internet of Medical Things”, in Proceedings of IFIP International Internet of Things Conference (IFIP-10T), 2022, pp. 23--40, DOI: https://doi.org/10.1007/978-3-031-18872-5 2.
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http://www.smohanty.org/Publications_Conferences/2022/Mohanty_IFIP-IoT_2022_PUFchain3.pdf
https://doi.org/10.1007/978-3-031-18872-5_2

Our PUFchain 4.0: Integrating PUF-based

g .TIPI\Q” Distributed Ledger for SbD of loT

/S
gl

Transaction ))) Edge Server performs
Data with PUF S

- key & MAC PUF key verification &
Address Kli Broadca ores PUF key inside THM

Upload
~ ™\ JTransaction
DA ((( Edge Cloa ((( Tangle>PUF Key 2 Edge Server Creates
= 5] e——d _,'g 7 [— S PMAC Address | MAM channellq ricted
= 5 » EPM NV-Inde «. g ° Restricte
— =) U y EAE i @ S8 e Mode

»Tangle is a simple fee-less, miner less Distributed Ledger Technology

*"|n Tangle, Incoming transactions must validate tips (Unverified Transactions) to become part of the Network.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “PUFchain 4.0: Integrating PUF-based TPM in Distributed Ledger for Security-
by-Design of 10T”, in Proceedings of the ACM Great Lakes Symposium on VLSI (GLSVLSI), 2023, pp. 231--236, DOI: https://doi.org/10.1145/3583781.3590206.
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https://www.smohanty.org/Publications_Conferences/2023/Mohanty_GLSVLSI_2023_PUFchain-4-0.pdf
https://www.smohanty.org/Publications_Conferences/2023/Mohanty_GLSVLSI_2023_PUFchain-4-0.pdf
https://doi.org/10.1145/3583781.3590206

Smart Grid Cybersecurlty

SCADA Server

=

__[— “Tﬁ_ —__

rMastpr Tormmal U.n\i-_ g (Master Termlnal Unl_ rMaster T@rmlnal Unlf

— T SIS SIS IS S SS——— S— TN SN SN S S S —
' 4 7 \ |/ A, _ 4
1 - ' l -l =
AV, i ML= =L e
. >R ’ ¥ ! ' y I < SJ I_
} 11 1 | < Kl
Generation Subsystem Transmission Subsystem Distribution Subsystem Consumer Subsystem
Source: V. K. V. V. Bathalapalli, S. P. Mohanty, C. Pan, and E. Kougianos, “OPUF 2.0: Exploring Quantum Physical Unclonable Functions for Security-by-Design of Energy C ber-ﬁ
()
Physical Systems”, arXiv Quantum Physics, arxiv:2410.12702, Oct 2024, 26-pages. gCSerlaINVIreless A Wide Area Network & Wireless Connection/LAN
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http://www.smohanty.org/Publications_Journals/2024/Mohanty_arXiv_2024-Oct-2410-12702_QPUF-2-0.pdf
https://arxiv.org/abs/2410.12702

Smart Grid Cybersecurity - Solutions

Source: S. Conovalu and J. S. Park. "Cybersecurity strategies for smart grids®, Journal of Computers, Vol. 11, no. 4, (2016): 300-310.
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Smart Grid Security - Solutions

Wind Plant sz Microgrid, 72

Energy Trading Blockchain:
Handles trading transactions among
proucers, concumers, and prosumers

Electric Vehicles Blockchain:

; Handles trading transactions among Electric
R \ vehicles owners and charging stations

EV Charging Station &

? e

cepan®”

-
-
-
-

Gas Plant

1

.

’

’

~ s
~ e
&

Microgrid Blockchain:

----- e R Handles the operation and control of the
Microgrid ™. ' S microgrid including distributed generators

.
.
.
.

P Solar Plant % ‘ saanesh

Cyber-Physical Security Blockchain:
Handles the security aspects of the smart
grid against malicious attacks

Physical Smart Grid Layer | ~ -------. Power Flow | Cvber Blockchain Layer :zz:z:z: Data Flow
Source: A. S. Musleh, G. Yao and S. M. Muyeen, "Blockchain Applications in Smart Grid—Review and Frameworks," IEEE Access, vol. 7, pp. 86746-86757, 2019.
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If PUF is So Great, Why Isn’t Everyone Using It?

PUF technology is difficult to implement well.

In addition to security system expertise, one needs analog circuit expertise to
harness the minute variances in silicon and do it reliably.

Some PUF implementations plan for a certain amount of marginality in the
analog designs, so they create a PUF field of 256 bits (for example), knowing
that only 50 percent of those PUF features might produce reliable bits, then
mark which features are used on each production part.

PUF technology relies on such minor variances, long-term quality can be a
concern: will a PUF bit flip given the stresses of time, temperature, and other
environmental factors?

Overall the unigue mix of security, analog expertise, and quality control is a
formidable challenge to implementing a good PUF technology.

Source: https://embeddedcomputing.com/technology/processing/semiconductor-ip/demystifying-the-physically-unclonable-function-puf
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Our QPUF: Quantum PUF for SbD of Industrial IoT

Industrial loT

Assign QPUF Keys

\ 4

Edge System

-

Access Quantum
Hardware

A 4

Test PUF Keys

Cloud Server

Quantum
Hardware

e
ml

PUF Keys

<

Generate QPUF
Signature

\ 4

A

Quantum
PUF Design

A

o Tt
Soigiiids
(]

o

NN21ID 4Nd SS9V

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, C. Pan, and E. Kougianos, “OPUF: Quantum Physical Unclonable Functions for Security-by-Design of Industrial Internet-of-

Things”, in Proceedings of the IEEE International Symposium on Smart Electronic Systems (iISES), 2023, pp. 296--301, DOI: https://doi.org/10.1109/iISES58672.2023.00067.
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http://www.smohanty.org/Publications_Conferences/2023/Mohanty_IEEE-iSES_2023_QPUF.pdf
https://doi.org/10.1109/iSES58672.2023.00067

Our QPUF 2.0 ...

Quantum Computer

Challenge Response

|
| et .
Initialization
| Response
(C) g R , 0 L -
—_— » : » QPUF >
DI i =
|
C R : |I->(Angle, Quantum State (0|1)) R->1010010
I
101101011 | 101001010 L 11> E,0 n> 1)
111001010 | 001101011 ! (ZE N 2> E,1) 4’
101001000 | 110110100 : 2’ (5,, N .0
— ) T
000101110 | 101110010 ! (%,0) SRI 5 SRY e C. 1D >Rn
' G,1) G 0 E
I 2 > (4,0)

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, C. Pan, and E. Kougianos, “OPUF 2.0: Exploring Quantum Physical Unclonable Functions for Security-by-Design
of Energy Cyber-Physical Systems”, arXiv Quantum Physics, arxiv:2410.12702, Oct 2024, 26-pages.
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Our SbD: Eternal-Thing: Combines Security
and Energy Harvesting at the loT-Edge

| 4 w N

| E‘a 0 &

: — 58%% |

| Solar Cell \_Trans-receivey |
J

I OT S m ar G atewayS/ /’i‘\\ Building & home automat ion a ety

Edge Devices and Nodes Concentrators loT-Cloud

their deployment

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing: A Secure Aging-Aware Solar-Energy Harvester Thing for
Sustainable loT”, IEEE Transactions on Sustainable Computing, Vol. 6, No. 2, April 2021, pp. 320—333, DOI: https://doi.org/10.1109/TSUSC.2020.2987616
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Our SbD based Eternal-Thing 2.0: Combines
Analog-Trojan Resilience and Energy Harvesting

at the IoT Edge
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Source: S. K. Ram, S. R. Sahoo, B. B. Das, K. K.
Mahapatra, and S. P. Mohanty, “Eternal-Thing 2.0:
Analog-Trojan Resilient Ripple-Less Solar Harvesting
System for Sustainable 1oT”, ACM Journal on
Emerging Technologies in Computing Systems
(JETC), Vol. 19, No. 2, March 2023, pp. 12:1--12:25,
DOI: https://doi.org/10.1145/3575800.
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Collaborative Edge Computing i1s Cost Effective
Sustainable Computlng for Smart Villages

= =+ Data Communicatio;
<——> Data uploading to Edge Data Center
———— Load balancing between Edge Data Center

prpri— Collaborative edge computing

connects the loT-edges of multiple
organizations that can be near or
far from each other

—> Providing bigger computational
capability at the edge with lower
design and operation cost.

I1RNRNNAN
HRREENY

—1Sm
==
%I

I I
Source: D. Puthal, M. S. Obaldat P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load Balancing of Edge Data Centers in Fog Computing”,
IEEE Communications Mag, Vol. 56, No 5, May 2018, pp. 60—65, DOI: https://doi.org/10.1109/MCOM.2018.1700795.
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Collaborative Edge Computing is Cost Effective
Sustainable Computing for Smart Villages
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ol Device (aerial survey,
Sensor and irrigation, milking
ACtua schedule, ...)

Local
computing

I
v
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Source: D. Puthal, S. P. Mohanty, S. Wilson and U. Choppali, “Collaborative Edge Computing for Smart Villages”, IEEE Consumer Electronics Magazine (MCE),

Vol. 10, No. 03, May 2021, pp. 68-71, DOE: https://doi.org/10.1109/MCE.2021.3051813.
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Our Fortified-Edge: PUF based Authentication
In Collaborative Edge Computing
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Source: S. G. Aarella, S. P. Mohanty,*E. Kougianos, and D. Puthal, “Fortified-Edge: Secure PUF Certificate Authentication Mechanism for Edge Data Centers in Collaborative
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Our Fortified-Edge 2.0: ML based Monitoring and

Authentication of PUF-Integrated Secure EDC

Verification and Authentication Server

f CRP Database ? E
| of EDCs 1
: i O |
: SVM Algorithm ;
Il\ ~ e e e e e e e e e e e —————— _ /l

-

Authentication Response

-

) Verific
— erified

—— i — -

v

: Source: S. G. Aarella, S. P. Mohanty, E. Kougianos, and D. Puthal, “Fortified-Edge

1 2.0: Machine Learning based Monitoring and Authentication of PUF-Integrated

EDCs during Load Balancing

-’ Secure Edge Data Center”, in Proceedings of the IEEE-CS Symposium on VLSI
(ISVLSI), 2023, pp. 1-6, DOI: https://doi.org/10.1109/ISVLSI159464.2023.10238517.
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Our ITPM: Exploring PUF-based Keyless TPM for
Security-by-Design of Smart Electronics

PUF Key
Encryption &

TPM & Dectypion Engine Decryption
Challenge b % ——p Response f—— Eﬁg
. | EmmE Platform Configuration
Registers PUF Key

» The proposed SbD primitive works by performing secure verification of the PUF key using TPM’s

Encryption and Decryption engine. The securely verified PUF Key is then bound to TPM using
Platform Configuration Registers (PCR).

By binding PUF with PCR in TPM, a novel PUF-based access control. The policy can be
defined, as bringing in a new security ecosystem for the emerging Internet-of-Everything era.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE-CS Symposium on VLSI (ISVLSI), 2023, pp. XXX, DOI: XXX.
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Our ITPM: Exploring PUF-based Keyless TPM for
Security-by-Design of Smart Electronics

tnput/ Out;1ut Conventional TPM \jputioutplt PUF-based TPM
Random  Block Architecture Dondom  Block Architecture
Number Number T 1
_Generator NVRAM  Gerarator i NV‘FSAM i
SHA-1 SHA-1 ! : |
M M Platform configuration
Reqgisters (PCR)
RSA Attestation ldentity “ _ _
ENgINe Key (AIK) Attestation Identity
—ey—(AHS
Opt-In Opt-In
. Program |Code Program [Code

[Engine | [Exgine |—

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, "ITPM: Exploring PUF-based Keyless TPM tor Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE-CS Symposium on VLSI (ISVLSI), 2023, pp. XXX, DOI: XXX.
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Data and System Authentication and Ownership
Protection — My 20 Years of EXperiences

Hacker

=»> Whose is it?

=> Is it tampered with?

=» Where was it created?

=» Who had created i1t? ' Researcher |

=» . and more.

Source: S. P. Mohanty, A. Sengupta, P. Guturu, and E. Kougianos,
Magazine (CEM), Volume 6, Issue 3, July 2017, pp. 83--91.

ip at Original

Design House

p at Another
Design House

"Everything You Want to Know About Watermarking",

System

IP cores or reusable cores are
] used as a cost
3 solution but

effective SoC
sharing poses a
security and ownership issues.

Goes to Another
Design House
=g | OF RESUSE

? Who Owns ?

IEEE Consumer Electronics
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Challenges of Data in IoT/CPS are Multifold
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Data Quality Assurance In IoT/CPS

Edge Training: Cloud Training:
» Data Signature < Data Signature
» Model Signature < Model Signature

Secure data curation a solution for
fake data?

Source: C. Yang, D. Puthal, S. P. Mohanty, and E. Kougianos, “Big-Sensing-Data Curation for the Cloud is Coming”, IEEE Consumer Electronics Magazine
(CEM), Volume 6, Issue 4, October 2017, pp. 48--56.
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Secure Digital Camera (SDC) — My Invention

Active Pixel Sensors -
Shutter/Lens Analog- Vi Display
- Onboard (User Interface)
to-Digital
Memory
$ Converter -
Shutter . i
Controller | - ——
Y Key I 91—
V2 v i :, Vl V w‘
Security ~ .:l ”” :. . _—
T + Controller V2
.V: \ 4 ; .I A4 V2'
Privacy | | Copyright Flash __ Control
Vel ynit Unit Memory | | — pata

Security and/or Privacy by Design
(SbD and/or PbD)
Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”, Elsevier Journal of Systems Architecture (JSA),
Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Protectlon

Salect T, o) T, wa )
ImageDataln {—"'
o . - —_—
| % and P & Taleulation Uinit | DataOut
- B WatermarkDataln . : :
LT E rR i B i Spanal Domain i ERa s oa g i R
'l l_ Second / First ———= AR SR U e R
r L S
_ | Edze Detection 0 41/ ., 0 41/’ L — Visible SEERI LR AE L
LTt | o
Mgy ——= — Busy D E - B :
o [ PP — Watermarking AT =
= Register File l . : =
p max ; = '@? 3

f b 3
Miultiplier

i3 B
0 _1/4__}\5:_ 1 - O{I N Chip .’g,%_. SEEE

......

Start ———

DataReady

Reset ———=

Clock —— - I

e Pin Diagram Chip Layout

r
0 1

Chip Design Data

%7 Total Area : 9.6 sg mm, No. of Gates: 28,469
Power Consumption: 6.9 mW, Operating Frequency: 292 MHz

Unified Architecture

for Spatial and DCT

FERR W

Domain Watermarking =

Source: S. P. Mohanty, N. Ranganathan, and R. K. Namballa, "A VLSI Architecture for Visible
Watermarking in a Secure Still Digital Camera (S2DC) Design", IEEE Transactions on Very Large Scale
Integration Systems (TVLSI), Vol. 13, No. 8, August 2005, pp. 1002-1012.
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Integrity

WM_DATA_SEL

WM _DATA TN
Address Shaft IM_DATA_IN —=
| Decoder Register WM DATA TN SPATIAL DOMAIN | = DATA OUT
’..-3 -+ 3 4 8 _ IN —
= =z & =2 * | # Li WM_DATA_SELECT INVISIBLE
1 ! MUX o ROBUST/FRAGILE — = BUSY
Adder 1 = Adder 2 2x1 START WATERMARKING
Image ﬁ 0:1 1_84’ (liik) 1 r RESET —= ENCODER. ——= DATA_READY
(5
RAM 8 : Watermarlk e | ‘ 1 “i‘ 5 (: LIl CHOCR T
Multiplier 1 Multiplier 2 RAM : k I b
: Pin Diagram
n I 8 8 Chip Layout
Adder / Subtractor =
Address MUX - .
Decoder I 2x1 1.y g Chlp DeS|gn Da.ta
1 i L] ¥ ¥
Yo XOR = MUX | Total Area : 0.87 sg mm, No. of Gates: 4,820
— — 1 2x1 [T :
IM_DATA_IN Power Consumption: 2.0 mW, Frequency: 500 MHz
ROBUST/FRAGILE| MUX e -
= 2x1 Unified Architecture for
i : :
b Spat|a| Domain Robust Sogrcgr:]_s. F M(c:)hanéy, Ifj }Toggﬁslrlosl,?agd [[\I Rzn?:anaﬁhan\}v"\t/LSI Alr<<_:hit:actluEr_(|a_
) ) an ip for Combined Invisible Robust and Fragile Watermarking",
and Fraglle Watermarklng Computers & Digital Techniques (CDT), Sep 2007, Vol. 1, Issue 5, pp. 600-611.
Sm Elec mnic s
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Our Design: First Ever Low-Power
Watermarking Chip for Data Quality

Original Image Watermark.lmage Normal V()ltage vdd1 vdd2
Invisiblq Visible Watermarking Lower :
Watermarking Voltage Edge Detection Module Original Image— Wat cod
| £ Perceptual Analyzer | T fr;r:;; ©
Edge Module Watermark Image — Low Power Chip
Detection Level Scaling and Embedding alpha—
Module | ‘ hnin Converter - Factor Module N —— for
1 l I %‘r’z{)‘gg dailgg “Omax Visible Watermark — done
o  Invisible i Visible Factor  <bmin Slower Insertion enable — Image
— Insertion Insertion Module «Pmax Clock Invisible Watermark reset —
Module Module Insertion clki — Watermarking | — busy
.- . clk2 —i
| omaked image | Unified Architecture for Normal Clock | : :
DCT Domain Watermarking DVDF Low-Power Design Pin Diagram

. Chip Design Data

" Total Area : 16.2 sg mm, No. of Transistors: 1.4 million
i Power Consumption: 0.3 mW, Operating Frequency:
|Chip Layout 70 MHz and 250 MHz at 1.5 V and 2.5V

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.
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Our PUFshield: for Deepfake Mitigation Through
PUF-Based Facial Feature Attestation ...

Facial
Landmarks

Image
. Facial Regio el
A\ Download Detection Land_mgrk
Prediction

PUF PUF ) R
Secured Imag Feature PUF
Mapping

Images

Facial Landmark
Coordinates

[119, 235, 124, 266, 131, 297, 142, 328, 157, 357, 179,
383, 210, 402, 239, 417, 274, 422, 307, 413, 333, 396, 356,
373, 371, 344, 376, 311, 378, 277, 381, 245, 379, 212, 146,
199, 161, 182, 184, 175, 209, 175, 232, 182, 273, 179, 294,
169, 318, 166, 342, 171, 359, 187, 254, 193, 257, 209, 259,
226, 262, 243, 236, 270, 249, 271, 263, 273, 276, 269, 289,
267, 175, 208, 190, 201, 204, 199, 221, 206, 205, 208, 190,
209, 290, 202, 305, 193, 320, 193, 335, 200, 321, 202, 306,
202, 211, 327, 229, 312, 251, 301, 267, 304, 281, 299, 301,
308, 321, 320, 304, 340, 284, 350, 270, 353, 254, 352, 232,
344, 220, 327, 252, 313, 268, 314, 281, 311, 312, 321, 283,
333, 269, 336, 253, 334]

[242, 205, 243, 230, 246, 257, 251, 282, 260,

306, 275, 326, 292, 342, 314, 353, 337, 355, 357,
348, 373, 331, 386, 310, 396, 288, 402, 263, 404,
240, 405, 216, 404, 194, 260, 179, 271, 165, 287,
160, 304, 163, 320, 168, 342, 166, 355, 159, 369,
155, 383, 157, 391, 168, 333, 188, 335, 205, 336,
" 222, 338, 240, 320, 255, 329, 257, 337, 258, 344,

256, 351, 253, 279, 195, 287, 189, 298, 188, 307,
194, 299, 197, 288, 198, 352, 191, 360, 184, 370,
183, 377, 188, 371, 192, 362, 193, 300, 290, 313,
282, 326, 278, 335, 281, 345, 278, 356, 281, 366,
285, 357, 298, 346, 306, 335, 308, 325, 308, 312,
302, 305, 290, 326, 288, 336, 289, 345, 287, 360,
287, 345, 291, 335, 293, 326, 292]

[245, 134, 244, 159, 247, 184, 253, 210, 263, 235, 275,
259, 290, 281, 309, 296, 331, 300, 355, 294, 377, 279,
395, 257, 409, 231, 417, 201, 421, 170, 423, 137, 421,
107, 241, 99, 244, 84, 257, 78, 271, 77, 284, 82, 309, 74,
328, 63, 349, 58, 371, 63, 386, 76, 299, 104, 299, 119,
298, 134, 297, 150, 293, 176, 299, 177, 305, 176, 313,
173, 321, 170, 254, 124, 259, 114, 270, 111, 283, 117,
272,122, 261, 125, 331, 107, 339, 97, 352, 95, 365, 101,
355, 106, 342, 108, 287, 224, 291, 211, 301, 203, 310,
203, 319, 199, 337, 202, 358, 210, 343, 231, 328, 242,
318, 245, 308, 245, 296, 239, 290, 222, 303, 211, 312,
210, 321, 208, 353, 211, 324, 229, 315, 232, 305, 232]

1

Final PUF
Keys

0001101011110111100010

00110111

111113111113

|

Source: V. K. V. V. Bathalapalli, V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “PUFshield: A Hardware-Assisted Approach for Deepfake Mitigation Through PUF-Based
Facial Feature Attestation”, in Proceedings of the ACM Great Lakes Symposium on VLSI (GLSVLSI), 2024, pp. XXX--YYY, DOI: https://doi.org/10.1145/3649476.3660394.
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Conclusion

Cybersecurity is important problem in loT-driven Cyber-Physical Systems
(CPS) that build smart systems.

Various elements and components of I0T/CPS including Data, Devices,
System Components, Al need security.

Both software and hardware-based attacks and solutions are possible for
cybersecurity in I0oT/CPS.

Cybersecurity in loT-based H-CPS, A-CPS, E-CPS, and T-CPS, lloT, can
have serious consequences.

Existing cybersecurity solutions have serious overheads and may not even
run in the end-devices (e.g. a medical device) of CPS/IoT.

Security-by-Design (SbD) advocate features at early design phases, no-
retrofitting.

Hardware-Assisted Security (HAS): Cybersecurity provided by hardware for:
(1) information being processed, (2) hardware itself, (3) overall system.
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Future Directions
Security by Design (PbD) needs significant research.

Cybersecurity, Privacy, IP Protection of Information, Device, and
System in Cyber-Physical Systems or CPS need more research.

Cybersecurity of loT-based systems (e.g. Smart Healthcare
device/data, Smart Agriculture, Smart Grid, UAV, Smart Cars)
needs research.

Sustainable loT and CPS with integrated cybersecurity features
can provide robust solutions.

More research is needed for robust, low-overhead PUF design and
protocols that can be integrated in any CPS.

Cybersecurity solutions for the quantum computing era for system
needs attention.
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