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The Big Picture
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loT = CPS - Smart Cities or Smart Villages
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Healthcare Cyber-Physical System (H-CPS)
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Agriculture Cyber-Physical System (A-CPS)

Solar powered smart
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Source: V. Udutalapally, S. P. Mohanty, V. Pallagani, and V. Khandelwal, “sCrop: A Novel Device for Sustainable Automatic Disease Prediction, Crop Selection, and Irrigation
in Internet-of-Agro-Things for Smart Agriculture”, IEEE Sensors Journal, Vol. 21, No. 16, August 2021, pp. 17525--17538, DOI: 10.1109/JSEN.2020.3032438.
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Energy Cyber-Physical System (E-CPS)
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Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Challenges in 1oT/CPS Design
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loT/CPS — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT/CPS
Design and Security,
Operation — Privacy, and
Selected IP Protection

hallenge

Creating
Knowledge
and Big
Data

Energy
Consumption

Source: Mohanty ICIT 2017 Keynote
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Cybersecurity Challenges - System

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

AHACKED
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SYSTEM

AHAGKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Smart Healthcare - Cybersecurity and Privacy Issue

—Location Privacy

|dentity Threats

—Data Eavesdropping Impersonation Eavesdropping
Attacks Attacks
—Data Confidentiality l 1
—Data Privacy Smart | R\
Healthcare ;

—Access Control

—Unique Identification

—Data Integrity

Selected Smart Healthcare Security/Privacy
Challenges

—Device Security

¥

HIPPA Privacy Violation by Types

ta Disclosed
Without
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Bl from Patient
Radic 20%
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Health Insurance Portability
and Accountability Act

Data
Compromised
by Hackers

Improper
Disposal Of

6% Data
5%

Data Lost and
NotAccounted
For
12%

Data Physically
Stolen

10 Dec 2024

Security-by-Design

(SbD) - Prof./Dr. Saraju Mohanty




Internet of Agro-Things (I0AT) - Cybersecurity Issue

Edge Edge
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HTCA

Temperature Sensor

Drone Water Sprinkler

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. P. Yanambaka, B. K. Baniya and B. Rout, "A PUF-based Approach for Sustainable Cybersecurity
in Smart Agriculture,” in Proc. 19th OITS International Conference on Information Technology (OCIT), 2021, pp. 375-380, doi: 10.1109/OCIT53463 2021.00080.
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Smart Grid - Vulnerability

—— Remote terminal unit ~ Supervisory Control and Data | \eter measurement

_ Acquisition (SCADA)
__——_ Electric Power Flow — Control command
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ICT components of smart grid is cyber vulnerable.

Source: (1) R. K. Kaur, L. K. Singh and B. Pandey, "Security Analysis of Smart Grids: Successes and Challenges," IEEE Consumer Electronics Magazine, vol. 8, no. 2, pp. 10-15, March 2019.
(2)https://www.enisa.europa.eu/topics/critical-information-infrastructures-and-services/smart-grids/smart-grids-and-smart-metering/ENISA_Annex%2011%20-
%20Security%20Aspects%200f%20Smart%20Grid. pdf
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Al Security - Attacks

Attacker’s Access to Access to Access to
Capabilities Training Data Model Training Trained Model

Get Data Train Model Deplo

K
o 4

Prepare Data Model Testing
, N\ N/
Atéaocgzr > Model Poisoning, Model Inversion,
Extraction Invasion, Impersonation

Source: Sandip Kundu ISVLSI 2019 Keynote.
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Fake Data and Fake Hardware —
Both are Equally Dangerous in CP

' -

/

Authentic Fake
An implantable medical device
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Is my
Pacemaker
Authentic or

Fake?

**~ pacemaker

International
Pharmaceutical
Students’ Federation

Al Pacific Regional Office

Increased mortality
and morbidity

Development of drug
resistance

Increase the chance
of adverse effects

Loss of confidence in
health systems and
health workers

NN

Fake IS Cheap Why not Buy’>

-4

fis

0

THE NEGATIVE
IMPACTS OF

FAKE

MEDICINE

Undermining of drug
research and
development

Crowding out of
legitimate drug
manufacturers

Decreased willingness
of patients to accept
treatment

Economic loss for
patients and health
systems
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Cybersecurity Solution for I0T/CPS
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Our Swing-Pay: NFC Cybersecurity Solution

Fingerprint
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Yes l

Send Data over
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Source: S. Ghosh, J. Goswami, A. Majumder, A. Kumar, S. P. Mohanty, and B. K. Bhattacharyya, "Swing-Pay: One Card Meets All
User Payment and Identity Needs", IEEE Consumer Electronics Magazine (MCE), Volume 6, Issue 1, January 2017, pp. 82--93.
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RFID Cybersecurity - Solutions

Selected RFID Security Methods

Killingafaas Sleeping Faraday Blocker Tag Minimalist Proxy
LR Tags Cage Tags Relabeling | Cryptography Privacy
Devices

VY

Reader

Safe Zone

Blocker Tags

Source: Khattab 2017, Springer 2017 RFID Security
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Firmware Cybersecurity - Solution

Secure

_ Off-Line
Private KGY% Environment

}

. Sign
Hash >
W Image (RSA) ﬁSignaturt

Secure Flash Programming

Report
Error

Source: https://www.nxp.com/docs/en/white-paper/AUTOSECURITYWP.pdf
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Embedded Memory Security

Trusted On-Chip Boundary

Read Decoder

| |
I Embedded I Update Merkle (Value) and Hash
: Processor : Hash Tree from Memory
N S ;
| |
| |
: . L1 Sensor I Update Merkle Sensor Yes = Check
: Verify Cache Module I Hash Tree Attack —> Hash
. Hash Current/ | ? Tree
I Hash Temperature
: Cache Encryption/ [ 1 No

Decryption I
: Module : Update Merkle Do not check hash
—————————— B Hash Tree Proceed with read

Write Operation Read Operation

- _ Memory integrity verification with 85% energy
On-Chip/On-Board Memory Protection savings with minimal performance overhead.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “MEM-DnP: A Novel Energy Efficient Approach for Memory Integrity Detection and Protection
in Embedded Systems”, Springer Circuits, Systems, and Signal Processing Journal (CSSP), Volume 32, Issue 6, December 2013, pp. 2581--2604.
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Smart Healthcare Cybersecurity

PDA Insulin Pump

Insulin Pump

Report Data/Control Universal Software

Radio Peripheral

Continuous _ — .
Glucose : (¢ Active Attacks:
Sensor ‘ Impersonation

N \ V

Insulin Pump
S
A ‘
Universal Software
Glucose Meter Remote Control Remote Control Radio Peripheral

. . Security Attacks
Insulin Delivery System

Insulin Pump’s

ey Received Data Sequence Counter Comparison: Whether
: 2 within a Range
Encryption Key
Information Bits Qecryption) v J v \
(i.e., control command) Transmitted Data \| Received Information (i.e., o| Accept Drop
control command)

Rolling Code Encoder in Remote Control

Rolling Code Decoder in Insulin Pump
Source: Li and Jha 2011: HEALTH 2011

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty

10 Dec 2024

112



Blockchain in Smart Healthcare

—»

Laboratory technician wants A block containing the The block is verified and approved.
to attach a new medical medical data, a timestamp
referral to a patient HER. and the author is created.

The block is delivered to all the peers in the
patient’s network, such as the patient itself,
his/her family members, and general
practitioner.

Can It preserve privacy?

The block is inserted in the chain
and linked with the previous

Cloud-Based Data Security and Privacy?," IEEE Cloud Computing, vol. 5, no. 1, pp. 31-37, Jan./Feb. 2018. blocks.
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Autonomous Car Cybersecurity —
Collision Avoidance

d Attack: Feeding of malicious sensor —
measurements to the control and the A |
collision avoidance module. Such an attack | / i
on a position sensor can result in collisions %,,, , ‘.‘
between the vehicles. £ | !

3 Solutions: “Dynamic Watermarking” of &isof \ //
signals to detect and stop such attacks on L !
cyber-physical systems. o -

QO ldea: Superimpose each actuator i a .l . L D e
random signal e[t] (watermark) on control ™ U e
pOIiCy_SpeCiﬁed input. Source: Ko 2016, CPS-Sec 2016
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Drawbacks of Existing

Cybersecurity Solutions
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IT Cybersecurity Solutions Can’t be Directly
Extended to IoT/CPS Cybersecurity

IT Cybersecurity _

» IT infrastructure may be well = |loT may be deployed in open hostile
protected rooms environments

= Limited variety of IT network devices = Significantly large variety of IoT devices

= Millions of IT devices = Billions of 0T devices

= Significant computational power to = May not have computational power to run
run heavy-duty security solutions security solutions

= |T security breach can be costly = 0T security breach (e.g. in a IoMT device like

pacemaker, insulin pump) can be life threatening

Incorporation of Cybersecurity of Electronic Systems, 0T, CPS, needs Energy,
and hence affects Performance.
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H-CPS Cybersecurity Measures is Hard
- Energy Constrained

Pacemaker Neurostimulator
Battery Life . Battery Life
- 10 years | - 8years

» Implantable Medical Devices (IMDs) have integrated battery to provide energy to all their
functions - Limited Battery Life depending on functions

» Higher battery/energy usage - Lower IMD lifetime
> Battery/IMD replacement - Needs surgical risky procedures

Source: C. Camara, P. Peris-Lopeza, and J. E.Tapiadora, “Security and privacy issues in implantable medical devices: A comprehensive survey", Elsevier Journal of
Biomedical Informatics, Volume 55, June 2015, Pages 272-289.
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Smart Car Cybersecurity - Latency Constrained

Protecting Communications
Particularly any Modems for In-
vehicle Infotainment (IVI) or in On-
board Diagnostics (OBD-II)

Over The Air (OTA) Management
From the Cloud to Each Car

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive cybersecurity issues.

Protecting Each Module
Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

Source: http://lwww.symantec.com/content/en/us/enterprise/white_papers/public-building-security-into-cars-20150805. pdf

« Connected cars require latency of ms to _ _
communicate and avoid impending crash: Security Mechanism Affects:

o Faster connection » Latency
o Low latency « Mileage Bz
o Energy efficiency - Battery Life Car Cybersecurity —

Latency Constrained

N
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UAV Cybersecurlty Energy & Latency Constrained

‘ Application Logic Security

Communlcatlon

protocol @ control System Security

. Both

Vehicle State

Vi =

Guidance
Determine

¥ it—> GPS

Navigation Controller

v % ’ f!‘i Determine to
, Bias/ Pros. Vel. Alt. Guidance Path Aircraft
Magnetometer -
g Scale Plot Route, and Stabilize Actuator Dynamics
F Accel Aircraft i
Pl ;
otStatic Sensor (Adjustable

System

Fusor

ource: http://www.secmation.com/control-desian/

Cybersecurity Mechanisms Affect: —
- : : |SYSTEM FATSg
Battery Life [EGHSHGYN \Weight Aerodynamics e
UAV Security — Energy and Latency Constraints
Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
fl::_/" Eléc&o:ﬂf— stems

oratory (S

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty

10 Dec 2024

125



Smart Grid Security Constraints
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Cybersecurity Attacks -
Software Vs Hardware Based

Software Based

= Software attacks via communication channels
= Typically from remote
= More frequent

= Selected Software based:
o Denial-of-Service (DoS)
o Routing Attacks
o Malicious Injection
o Injection of fraudulent packets
o Snooping attack of memory
o Spoofing attack of memory and IP address
o Password-based attacks

= Hardware or physical attacks
= Maybe local
= More difficult to prevent

= Selected Hardware based:
o Hardware backdoors (e.g. Trojan)
o Inducing faults
o Electronic system tampering/ jailbreaking
o Eavesdropping for protected memory
o Side channel attack
o Hardware counterfeiting

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty
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Cybersecurity Solutions —
Software Vs Hardware Based

Software Based

= Introduces latency in operation
= Flexible - Easy to use, upgrade and update

= Wider-Use - Use for all devices in an
organization

= Higher recurring operational cost

= Tasks of encryption easy compared to
hardware — substitution tables

= Needs general purpose processor to run
= Can’t stop hardware reverse engineering

Source: Mohanty ICCE Panel 2018

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared to
software — bit permutation

= Easy integration in electronic systems

= Possible security at source-end like
sensors, better suitable for 0T

= Susceptible to side-channel attacks
= Can’t stop software reverse engineering

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty
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Security-by-Design (SbD) —
The Principle
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loT/CPS D

esign — Mul

Recurring Operational Cos

Source: Mohanty ICCE 2019 Keynote

tiple Objectives

Smart Cities
Vs
Smart Villages
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Security by Design (SbD) and/or
Privacy by Design (PbD)

Retrofitting: Difficult = Impossible!
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Security by Design (SbD)
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SbD Principle — loT/CPS Design Flow

To Next
Step

Concept High Level Design Component Level Design Design Analysis

How to integrate cybersecurity and privacy at every stage of design flow?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi. pdf
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SbD Principle — loT/CPS Design Flow ...

—

I To

|
From i Writing Application Programming Client Integration | Next
Previous : Sensor and Component Bevie Interface (APIs) for Cloud (Desktop, Tablet, :Step
_ Infrastructure Mobil
Step Assembly Drivers obile) I ‘

|
I |
@ L '

' Prototyping

How to integrate cybersecurity and privacy at every stage of design flow?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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SbD Principle — loT/CPS Design Flow

-
From =
Previous mmmmp | .
Step s . A --
Field Testing Release pf Production Release an_d
Beta Version Documentation

How to validate and document cybersecurity and privacy features at every stage of production?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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A Specific SbD Approach:
Hardware-Assisted Security (HAS)

= Hardware-Assisted Security: Security provided by hardware for:

(1) information being processed, _
() hardvware tsel ‘Security/Secure by Design (Sbb)

(3) overall system
= Additional hardware components used for cybersecurity.
= Hardware design modification is performed.

= System desian maodification is performed. | |
RF Hardware Security  Digital Hardware Security — Side Channel

Hardware Trojan Protection |Iformiation Security; Privacy, Protection
‘Bluetooth Hardware Security | IETBMIBIBISBNGN] Dioia! Core IP Protection
Source: Mohanty ICCE 2018 Panel

Source: E. Kougianos, S. P. Mohanty, and R. N. Mahapatra, "Hardware Assisted Watermarking for Multimedia”, Special Issue on Circuits and Systems for Real-Time
Security and Copyright Protection of Multimedia, Elsevier International Journal on Computers and Electrical Engineering, Vol 35, No. 2, Mar 2009, pp. 339-358..
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SbD/HAS - Advantages

Energy Efficient

Robust

Low — Cost
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SbD/HAS Primitives —
TPM, HSM, TrustZone, and PUF

Endorsement Key (EK)
random number
generator
Storage Root
Key (SRK)

RSA key generator
Platform Configuration
Registers (PCR)
SHA-1 hash generator
Attestation Identity
Keys (AIK)

@ Trusted Platforrh
Hardware Security Module (HSM)  Module (TPM)

Mobile device Source: C. Marforio, N. Karapanos, C|
Soriente, K. Kostiainen, and S. Capkun,

(e.g., Android)

:’rlo:m;(w;n; W) : :F%V%;?e_vv;ﬂ_d e aton ok for asmene e

| | Aepl || App2 ) ' . .

. ¥ ' Keep It Simple Stupid (KISS) =
| esteos 1 [m][m2 )] Keep It Isolated Stupid (KIIS)

| . : :

I

| Baseband OS |

I-_---__'_'_i -_--l
Application processor I Baseband Peripherals \
(TrustZone) : processor (GPS)

-————————-*-————————-l

| $ | Physical Unclonable Functions (PUF)

Source: Electric Power Research Institute (EPRI)
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Security-by-Design (SbD) —
Specific Examples
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PMsec: Our Secure by Design Approach
for Robust Security in Healthcare CPS

End Devices Edge Router
- — » Local Internet

Area
7 ” Network
/Z 4
» Edge Servers , 7 (ALY
7 7
= 7 7 - v’ Remote
4 2| Connection
\
Doctor/ Nurse Remotely
Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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IGLU: Accurate Glucose Level
Monitoring and Secure Insulin Delivery

Continuous
Glucose
Monitoring

Hospital

8=

L
> SV E
e .l o
n Doctor

reases

Near Infrared (NIR) based
Parameters  gystem (APS)

Noninvasive, Accurate,
Continuous Glucose Monitoring

P. Jain, A. M. Joshi, and S. P. Mohanty, “iGLU: An Intelligent Device for Accurate Non-Invasive Blood Glucose-Level Monitoring in Smart Healthcare”, IEEE Consumer
Electronics Magazine (MCE), Vol. 9, No. 1, January 2020, pp. 35-42.
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We Proposed World’s First Hardware-
Integrated Blockchain (PUFchain) that is
Scalable, Energy-Efficient, and Fast

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (loE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain: Our Hardware-Assisted Scalable Blockchain

:PUFchaln System Model '™~ 4
“h-.-—:"

-— e =

PUFChain 2 Modes:
(1) PUF Mode and
(2) PUFChain Mode

v PoP is 1,000X faster than PoW
v PoP is 5X faster than PoAh

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in

- ur < PO

“Block™

IoT Device With

PUF Module PUFchain Working Model

Transaction Complete

Block with PUF| Broadcasted

Key added to thommmmmp. E [R5
A .

to P2P Network el

Can provide:
Device, System, and
Data Security

Distributed Ledger am. Trusted Node
PUF key
New

Old Blocks Block

Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Smart Grid Cybersecurlty

SCADA Server
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Source: V. K. V. V. Bathalapalli, S. P. Mohanty, C. Pan, and E. Kougianos, “OPUF 2.0: Exploring Quantum Physical Unclonable Functions for Security-by-Design of Energy C ber-ﬁ
()
Physical Systems”, arXiv Quantum Physics, arxiv:2410.12702, Oct 2024, 26-pages. gCSerlaINVIreless A Wide Area Network & Wireless Connection/LAN
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Our QPUF: Quantum PUF for SbD of Industrial IoT

Industrial loT

Assign QPUF Keys

\ 4

Edge System

-

Access Quantum
Hardware

A 4

Test PUF Keys

Cloud Server

Quantum
Hardware
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ml

PUF Keys

<

Generate QPUF
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Quantum
PUF Design
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Source: V. K. V. V. Bathalapalli, S. P. Mohanty, C. Pan, and E. Kougianos, “OPUF: Quantum Physical Unclonable Functions for Security-by-Design of Industrial Internet-of-

Things”, in Proceedings of the IEEE International Symposium on Smart Electronic Systems (iISES), 2023, pp. 296--301, DOI: https://doi.org/10.1109/iISES58672.2023.00067.
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Our QPUF 2.0 ...

Quantum Computer

Challenge Response

|
| et .
Initialization
| Response
(C) g R , 0 L -
—_— » : » QPUF >
DI i =
|
C R : |I->(Angle, Quantum State (0|1)) R->1010010
I
101101011 | 101001010 L 11> E,0 n> 1)
111001010 | 001101011 ! (ZE N 2> E,1) 4’
101001000 | 110110100 : 2’ (5,, N .0
— ) T
000101110 | 101110010 ! (%,0) SRI 5 SRY e C. 1D >Rn
' G,1) G 0 E
I 2 > (4,0)

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, C. Pan, and E. Kougianos, “OPUF 2.0: Exploring Quantum Physical Unclonable Functions for Security-by-Design
of Energy Cyber-Physical Systems”, arXiv Quantum Physics, arxiv:2410.12702, Oct 2024, 26-pages.

10 Dec 2024 Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty


http://www.smohanty.org/Publications_Journals/2024/Mohanty_arXiv_2024-Oct-2410-12702_QPUF-2-0.pdf
http://www.smohanty.org/Publications_Journals/2024/Mohanty_arXiv_2024-Oct-2410-12702_QPUF-2-0.pdf
https://arxiv.org/abs/2410.12702

Our SbD: Eternal-Thing: Combines Security
and Energy Harvesting at the loT-Edge

| 4 w N

| E‘a 0 &

: — 58%% |

| Solar Cell \_Trans-receivey |
J

I OT S m ar G atewayS/ /’i‘\\ Building & home automat ion a ety

Edge Devices and Nodes Concentrators loT-Cloud

their deployment

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing: A Secure Aging-Aware Solar-Energy Harvester Thing for
Sustainable loT”, IEEE Transactions on Sustainable Computing, Vol. 6, No. 2, April 2021, pp. 320—333, DOI: https://doi.org/10.1109/TSUSC.2020.2987616
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Collaborative Edge Computing i1s Cost Effective
Sustainable Computlng for Smart Villages

= =+ Data Communicatio;
<——> Data uploading to Edge Data Center
———— Load balancing between Edge Data Center

prpri— Collaborative edge computing

connects the loT-edges of multiple
organizations that can be near or
far from each other

—> Providing bigger computational
capability at the edge with lower
design and operation cost.
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Source: D. Puthal, M. S. Obaldat P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load Balancing of Edge Data Centers in Fog Computing”,
IEEE Communications Mag, Vol. 56, No 5, May 2018, pp. 60—65, DOI: https://doi.org/10.1109/MCOM.2018.1700795.
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Our Fortified-Edge: PUF based Authentication
In Collaborative Edge Computing
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Source: S. G. Aarella, S. P. Mohanty,*E. Kougianos, and D. Puthal, “Fortified-Edge: Secure PUF Certificate Authentication Mechanism for Edge Data Centers in Collaborative
Edge Computing”, in Proceedings of the ACM Great-Lakes-Sympesitm on VESHGESVESH; 2023-pp—249--254;-DOF: hitps+/det.0r0/10.1145/3583781.3590249.
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Data and System Authentication and Ownership
Protection — My 20 Years of EXperiences

Hacker

=»> Whose is it?

=> Is it tampered with?

=» Where was it created?

=» Who had created i1t? ' Researcher |

=» . and more.

Source: S. P. Mohanty, A. Sengupta, P. Guturu, and E. Kougianos,
Magazine (CEM), Volume 6, Issue 3, July 2017, pp. 83--91.
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security and ownership issues.
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Secure Digital Camera (SDC) — My Invention

Active Pixel Sensors -
Shutter/Lens Analog- Vi Display
- Onboard (User Interface)
to-Digital
Memory
$ Converter -
Shutter . i
Controller | - ——
Y Key I 91—
V2 v i :, Vl V w‘
Security ~ .:l ”” :. . _—
T + Controller V2
.V: \ 4 ; .I A4 V2'
Privacy | | Copyright Flash __ Control
Vel ynit Unit Memory | | — pata

Security and/or Privacy by Design
(SbD and/or PbD)
Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”, Elsevier Journal of Systems Architecture (JSA),
Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Protectlon
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Reset ———=

Clock —— - I

e Pin Diagram Chip Layout
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0 1

Chip Design Data

%7 Total Area : 9.6 sg mm, No. of Gates: 28,469
Power Consumption: 6.9 mW, Operating Frequency: 292 MHz

Unified Architecture

for Spatial and DCT

FERR W

Domain Watermarking =

Source: S. P. Mohanty, N. Ranganathan, and R. K. Namballa, "A VLSI Architecture for Visible
Watermarking in a Secure Still Digital Camera (S2DC) Design", IEEE Transactions on Very Large Scale
Integration Systems (TVLSI), Vol. 13, No. 8, August 2005, pp. 1002-1012.
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Integrity

WM_DATA_SEL
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| Decoder Register WM DATA TN SPATIAL DOMAIN | = DATA OUT
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Our Design: First Ever Low-Power
Watermarking Chip for Data Quality

Original Image Watermark.lmage Normal V()ltage vdd1 vdd2
Invisiblq Visible Watermarking Lower :
Watermarking Voltage Edge Detection Module Original Image— Wat cod
| £ Perceptual Analyzer | T fr;r:;; ©
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Detection Level Scaling and Embedding alpha—
Module | ‘ hnin Converter - Factor Module N —— for
1 l I %‘r’z{)‘gg dailgg “Omax Visible Watermark — done
o  Invisible i Visible Factor  <bmin Slower Insertion enable — Image
— Insertion Insertion Module «Pmax Clock Invisible Watermark reset —
Module Module Insertion clki — Watermarking | — busy
.- . clk2 —i
| omaked image | Unified Architecture for Normal Clock | : :
DCT Domain Watermarking DVDF Low-Power Design Pin Diagram

. Chip Design Data

" Total Area : 16.2 sg mm, No. of Transistors: 1.4 million
i Power Consumption: 0.3 mW, Operating Frequency:
|Chip Layout 70 MHz and 250 MHz at 1.5 V and 2.5V

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.
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Our PUFshield: for Deepfake Mitigation Through
PUF-Based Facial Feature Attestation ...

Facial
Landmarks

Image
. Facial Regio el
A\ Download Detection Land_mgrk
Prediction

PUF PUF ) R
Secured Imag Feature PUF
Mapping

Images

Facial Landmark
Coordinates

[119, 235, 124, 266, 131, 297, 142, 328, 157, 357, 179,
383, 210, 402, 239, 417, 274, 422, 307, 413, 333, 396, 356,
373, 371, 344, 376, 311, 378, 277, 381, 245, 379, 212, 146,
199, 161, 182, 184, 175, 209, 175, 232, 182, 273, 179, 294,
169, 318, 166, 342, 171, 359, 187, 254, 193, 257, 209, 259,
226, 262, 243, 236, 270, 249, 271, 263, 273, 276, 269, 289,
267, 175, 208, 190, 201, 204, 199, 221, 206, 205, 208, 190,
209, 290, 202, 305, 193, 320, 193, 335, 200, 321, 202, 306,
202, 211, 327, 229, 312, 251, 301, 267, 304, 281, 299, 301,
308, 321, 320, 304, 340, 284, 350, 270, 353, 254, 352, 232,
344, 220, 327, 252, 313, 268, 314, 281, 311, 312, 321, 283,
333, 269, 336, 253, 334]

[242, 205, 243, 230, 246, 257, 251, 282, 260,

306, 275, 326, 292, 342, 314, 353, 337, 355, 357,
348, 373, 331, 386, 310, 396, 288, 402, 263, 404,
240, 405, 216, 404, 194, 260, 179, 271, 165, 287,
160, 304, 163, 320, 168, 342, 166, 355, 159, 369,
155, 383, 157, 391, 168, 333, 188, 335, 205, 336,
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183, 377, 188, 371, 192, 362, 193, 300, 290, 313,
282, 326, 278, 335, 281, 345, 278, 356, 281, 366,
285, 357, 298, 346, 306, 335, 308, 325, 308, 312,
302, 305, 290, 326, 288, 336, 289, 345, 287, 360,
287, 345, 291, 335, 293, 326, 292]

[245, 134, 244, 159, 247, 184, 253, 210, 263, 235, 275,
259, 290, 281, 309, 296, 331, 300, 355, 294, 377, 279,
395, 257, 409, 231, 417, 201, 421, 170, 423, 137, 421,
107, 241, 99, 244, 84, 257, 78, 271, 77, 284, 82, 309, 74,
328, 63, 349, 58, 371, 63, 386, 76, 299, 104, 299, 119,
298, 134, 297, 150, 293, 176, 299, 177, 305, 176, 313,
173, 321, 170, 254, 124, 259, 114, 270, 111, 283, 117,
272,122, 261, 125, 331, 107, 339, 97, 352, 95, 365, 101,
355, 106, 342, 108, 287, 224, 291, 211, 301, 203, 310,
203, 319, 199, 337, 202, 358, 210, 343, 231, 328, 242,
318, 245, 308, 245, 296, 239, 290, 222, 303, 211, 312,
210, 321, 208, 353, 211, 324, 229, 315, 232, 305, 232]
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Source: V. K. V. V. Bathalapalli, V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “PUFshield: A Hardware-Assisted Approach for Deepfake Mitigation Through PUF-Based
Facial Feature Attestation”, in Proceedings of the ACM Great Lakes Symposium on VLSI (GLSVLSI), 2024, pp. XXX--YYY, DOI: https://doi.org/10.1145/3649476.3660394.
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Conclusion

Cybersecurity is important problem in loT-driven Cyber-Physical Systems
(CPS) that build smart systems.

Various elements and components of I0T/CPS including Data, Devices,
System Components, Al need security.

Both software and hardware-based attacks and solutions are possible for
cybersecurity in I0oT/CPS.

Cybersecurity in loT-based H-CPS, A-CPS, E-CPS, and T-CPS, lloT, can
have serious consequences.

Existing cybersecurity solutions have serious overheads and may not even
run in the end-devices (e.g. a medical device) of CPS/IoT.

Security-by-Design (SbD) advocate features at early design phases, no-
retrofitting.

Hardware-Assisted Security (HAS): Cybersecurity provided by hardware for:
(1) information being processed, (2) hardware itself, (3) overall system.
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Future Directions
Security by Design (PbD) needs significant research.

Cybersecurity, Privacy, IP Protection of Information, Device, and
System in Cyber-Physical Systems or CPS need more research.

Cybersecurity of loT-based systems (e.g. Smart Healthcare
device/data, Smart Agriculture, Smart Grid, UAV, Smart Cars)
needs research.

Sustainable loT and CPS with integrated cybersecurity features
can provide robust solutions.

More research is needed for robust, low-overhead PUF design and
protocols that can be integrated in any CPS.

Cybersecurity solutions for the quantum computing era for system
needs attention.

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty

10 Dec 2024 300



	Slide 1: Cyberfortifying CPS through Security-by-Design
	Slide 2: Outline
	Slide 3: The Big Picture
	Slide 15: IoT  CPS  Smart Cities or Smart Villages
	Slide 21: Healthcare Cyber-Physical System (H-CPS) 
	Slide 26: Agriculture Cyber-Physical System (A-CPS)
	Slide 28: Energy Cyber-Physical System (E-CPS)
	Slide 35: Challenges in IoT/CPS Design
	Slide 36: IoT/CPS – Selected Challenges
	Slide 44: Cybersecurity Challenges - System
	Slide 46: Smart Healthcare - Cybersecurity and Privacy Issue
	Slide 54: Internet of Agro-Things (IoAT) - Cybersecurity Issue
	Slide 63: Smart Grid - Vulnerability
	Slide 96: AI Security - Attacks
	Slide 99: Fake Data and Fake Hardware – Both are Equally Dangerous in CPS
	Slide 102: Fake is Cheap – Why not Buy?
	Slide 104: Cybersecurity Solution for IoT/CPS
	Slide 107: Our Swing-Pay: NFC Cybersecurity Solution
	Slide 108: RFID Cybersecurity - Solutions
	Slide 109: Firmware Cybersecurity - Solution
	Slide 111: Embedded Memory Security
	Slide 112: Smart Healthcare Cybersecurity
	Slide 113: Blockchain in Smart Healthcare
	Slide 115: Autonomous Car Cybersecurity – Collision Avoidance
	Slide 117: Drawbacks of Existing Cybersecurity Solutions
	Slide 119: IT Cybersecurity Solutions Can’t be Directly Extended to IoT/CPS Cybersecurity
	Slide 123: H-CPS Cybersecurity Measures is Hard - Energy Constrained
	Slide 124: Smart Car Cybersecurity - Latency Constrained
	Slide 125: UAV Cybersecurity - Energy & Latency Constrained
	Slide 126: Smart Grid Security Constraints
	Slide 136: Cybersecurity Attacks –  Software Vs Hardware Based
	Slide 137: Cybersecurity Solutions –  Software Vs Hardware Based
	Slide 140: Security-by-Design (SbD) –  The Principle
	Slide 142: IoT/CPS Design – Multiple Objectives
	Slide 144: Security by Design (SbD) and/or  Privacy by Design (PbD)
	Slide 145: Security by Design (SbD)
	Slide 154: SbD Principle – IoT/CPS Design Flow …
	Slide 155: SbD Principle – IoT/CPS Design Flow …
	Slide 156: SbD Principle – IoT/CPS Design Flow
	Slide 158: A Specific SbD Approach:  Hardware-Assisted Security (HAS)
	Slide 164: SbD/HAS - Advantages
	Slide 165: SbD/HAS Primitives –  TPM, HSM, TrustZone, and PUF 
	Slide 172: Security-by-Design (SbD) – Specific Examples
	Slide 174: PMsec: Our Secure by Design Approach for Robust Security in Healthcare CPS
	Slide 179: iGLU: Accurate Glucose Level Monitoring and Secure Insulin Delivery
	Slide 189: We Proposed World’s First Hardware-Integrated Blockchain (PUFchain) that is Scalable, Energy-Efficient, and Fast 
	Slide 192: PUFchain: Our Hardware-Assisted Scalable Blockchain 
	Slide 222: Smart Grid Cybersecurity
	Slide 226: Our QPUF: Quantum PUF for SbD of Industrial IoT
	Slide 227: Our QPUF 2.0 …
	Slide 229: Our SbD: Eternal-Thing: Combines Security and Energy Harvesting at the IoT-Edge
	Slide 234: Collaborative Edge Computing is Cost Effective Sustainable Computing  for Smart Villages 
	Slide 242: Our Fortified-Edge: PUF based Authentication in Collaborative Edge Computing
	Slide 249: Data and System Authentication and Ownership Protection – My 20 Years of Experiences
	Slide 253: Secure Digital Camera (SDC) – My Invention
	Slide 254: Our Design: First Ever Watermarking Chip for Source-End Visual Data Protection
	Slide 255: Our Design: First Ever Watermarking Chip for Source-End Visual Data Integrity
	Slide 256: Our Design: First Ever Low-Power Watermarking Chip for Data Quality
	Slide 262: Our PUFshield: for Deepfake Mitigation Through PUF-Based Facial Feature Attestation …
	Slide 298: Conclusion
	Slide 299: Conclusion
	Slide 300: Future Directions

