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Typical Vaccine Supply Chain
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Cold Chain Entities
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Related Research
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Problems Addressed

◼ Centralized authorities in the current VSC lead to several security 

threats and are prone to Single Point of Failure (SPOF).

◼ Detection delay of vaccine conditions can risk the efficiency of 

vaccines.

◼ Ensuring proper storage and transportation for vaccines is critical, 

yet it is challenging with traditional systems.

◼ Ethereum and other blockchain solutions are expensive and might 

not scale sufficiently for a higher VSC with billions of transactions. 

Vaccine authenticity is highly concerning to consumers due to 

counterfeit vaccines and mishandled doses.
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Novel Contributions

◼ Enabling a P2P network among trusted nodes significantly addressed the 

security threats.

◼ The immutable nature of IOTA Tangle guarantees vaccine data security.

◼ Implemented InoculLedger leveraging the IOTA platform which is cost-

effective compared to other blockchain platforms.

◼ Designed Smart Container can provide continuous monitoring and alerting 

mechanisms to effectively manage the vaccine environment during transport 

and storage.

◼ Th developed InoculLedger’s immutable record of all transactions provides 

fool foolproof way of authenticating vaccinations before administering.
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Blockchain-based Smart Cold Chain 

Management
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Source: Hu, H., Xu, J., Liu, M., & Lim, M. K. (2023). Vaccine supply chain management: An intelligent system utilizing blockchain, IoT, and machine learning. 

Journal of business research, 156, 113480.



IOTA Tangle
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IOTA Smart Contracts
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Proposed Framework
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Prototype of Smart Vaccine Container
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Cost and scalability analysis of the 

implemented InoculLedger are done to 

analyze the adaptability in real-world 

scenarios.

As the implemented application leverages 

the IOTA blockchain, it supports many micro-

transactions at a minimal fee. With the 

shimmer token at 0.0025$ as of 11th 

December 2024, the cost of transactions on 

implemented InoculLedger is much lower, 

making it a scalable solution to VSC.



Registering and Certification
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Experimental Evaluation
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Conclusion

◼ InoculLedger utilizes IOTA Tangle-based architecture to 

enhance vaccine tracking and management throughout the 

supply chain. 

◼ It ensures real-time temperature monitoring and the integrity 

of vaccines from manufacturing to administration, while 

significantly reducing transaction costs in favor of scalability 

and affordability. 
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Future Research

◼ In future research, we will include more complex interactions in 

the supply chain to provide a more complete solution. Also, 

machine learning models will be introduced to analyze the ledger 

data to automate processes. 

◼ An intuitive interface eases the activities around shipment tracking 

and environmental monitoring, which allows stakeholders to have 

real-time oversight.
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