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Population Trend — Urban Migration

“India is to be found not in its few cities, but in its 700,000 villages.”
- Mahatma Gandhi

» 2025: 60% of world
population will be urban

» 2050: 70% of world
population will be urban
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Human Migration Problem

= Uncontrolled
growth of urban
population

= Limited natural
and man-made
resources
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Smart Cities - A Solution
= Smart Cities: For _

effective management .

of limited resogrce to Heclronlcm§
serve largest possible

population to improve:
o Livability

o Workabillity

o Sustainability

“Cities around the world could spend
as much as $41 trillion on smart tech
over the next 20 years.”

Source: http://www.cnbc.com/2016/10/25/spending-on-smart-cities-
around-the-world-could-reach-41-trillion.html
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Smart Cities - 3 Is

nstrumentation

The 3ls are provided
by the Internet of
Things (loT).
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loT Is the Backbone Smart Cities

e | (BAE

Building Energy Egibedded
Agriculture  Management ) ( Management | | ystems )

\Automation
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N

2
[E:l

§

Internet of Things
(loT)

S Things Y

Vehicle, Asset, Pet
monitoring and

. controlling

(][]}
i

Machine to Machine;
Security and (Wireless Sensor Network )

Smart Cities Surveillance
\_ J

J

Source: Mohanty 2016, CE Magazine July 2016
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loT = CPS - Smart Cities

loT
9
CPS (Smart

Cyber Physical Components)
System (CPS) - Core Network 9

Wi-Fi

Smart Cities

Internet

Energy management Home
Infrastructure

Finance Energy
Public Infrastructure

Source: Mohanty CE Magazine July 2016
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Cyber-Physical Systems (CPS) - 3 Cs

Computation

Communication R Systems — 3

3 Cs of loT - Connect, Compute, Communicate

Source: G. Jinghong, H. Ziwei, Z. Yan, Z. Tao, L. Yajie and Z. Fuxing, "An overview on cyber-physical systems of energy
interconnection,” in Proc. IEEE International Conference on Smart Grid and Smart Cities (ICSGSC), 2017, pp. 15-21.
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Internet of Things (loT) - History

]

1969

The Internet
Emerges

The first nodes of what would
eventually become known

as ARPANET, the precursor

to today’s Internet, are
established at UCLA and
Stanford universities.

1999
The loT Gets a
Name

Kevin Ashton coins the term
“Internet of things” and
establishes MIT’s Auto-ID
Center, a global research
network of academic
laboratories focused on RFID

and the loT,

ITTP:ITWW\
[ttp://lwwy

Ittp://wwy

tp:lww

2011

IPV6 Launches

The protocol expands the
number of objects that can
connect to the Internet by
introducing 340 undecillion
IP addresses (2128).

|
Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf

TCP/IP Takes
Shape

Internet Protocol (TCP/IP)
becomes a standard, ushering
in a worldwide network of

fully interconnected networks
called the Internet.

2005
Getting Global

Attention
The United Nations first

1990

A Thing Is Born

John Romkey and Simon
Hackett create the world’s
first connected device
(other than a computer): a
toaster powered through thej
Internet.

iPsO

mentions loT in an International

Telecommunications Union
report. Three years later,
the first international loT
conference takes place in
Zurich.

2013

Google Raises
the Glass

Google Glass, controlled
through voice recognition
software and a touchpad
builtinto the device, is
released to developers.

e
4

2008

Connections

Count

The IPSO Alliance is formed
to promote IP connections
across networks of “smart
objects!" The alliance

now boasts more than 50
member firms.

2014

Apple Takes a
Bite

Apple announces HealthKit
and HomekKit, two health
and home automation
developments. The firm’s
iBeacon advances context
and geolocation services.
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loT — Definition - International
Telecommunication Union (ITU)

Any TIME connection

* On the move

* Qutdoors and

indoors
« Night * On the move
-Daytime * QOutdoors

* Indoors (away from the PC )

* At the PC
~Jd Any PLACE connection

* Between PCs

» Human-to-Human (H2H), not using a PC

- Human-to-Thing (H2T), using generic equipment
* Thing-to-Thing (T2T)

Source: http://iot.ieee.org/images/files/pdf/IEEE_loT_Towards_Definition_Internet_of Things_Revisionl 27MAY15.pdf
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loT — Definition - loT European
Research Cluster (IERC)

A dynamic global network

have identities, physical

infrastructure attributes, and virtual
personalities

........................................................................ and

with selif configuring G2 AW e R e

capabilities use intelligent interfaces,

based on standard and
interoperable
communication protocols

and are seamlessly
integrated

where physical and virtual into the information

“things” network.
Source: http://iot.ieee.org/images/files/pdf/IEEE_IoT_Towards_Definition_Internet_of Things_Revisionl 27MAY15.pdf
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loT — Formal Definition - IEEE

“Internet of Things envisions a self-configuring, adaptive, complex
network that interconnects 'things’ to the Internet through the use of
standard communication protocols. The interconnected things have
physical or virtual representation in the digital world,
sensing/actuation capability, a programmability feature and are
uniquely identifiable. The representation contains information
including the thing’s identity, status, location or any other business,
social or privately relevant information. The things offer services,
with or without human intervention, through the exploitation of
unique identification, data capture and communication, and
actuation capability. The service is exploited through the use of
intelligent interfaces and is made available anywhere, anytime, and
for anything taking security into consideration.”

Source: http://iot.ieee.org/images/files/pdf/IEEE_loT_Towards_Definition_Internet_of Things_Revisionl 27MAY15.pdf
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loT — Formal Definition - IEEE

i S
Unique Identity | seu-ndntotion

i

Everything is connected Self-configuration

@ .

Ubiquity

. )
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Internet of Things (loT) — Concept

/ Local Network\
Can be wired or

wireless: LAN,
Body Area
Network (BAN),
Personal Area
Network (PAN),
Controller Area
Network (CAN)

L )
( ) / Global Network

Connecting bridge between the local network, cloud
services and connected consumer devices

Connected Consumer Electronics
Smart phones, devices, cars, wearables

@Whicﬁrﬁ connﬁd to the Thlngsj
|
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loT Architecture - 3 & 5 Level Model

.Applications : ‘ Applications

e R 4 Service composition e = )
\%v Cloul servars g Service management ’

. . '
% Object abstraction m
Oy el @i Fohda

Three Level Model Five Level Model

Source: Nia 2017, IEEE TETC 2017
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Levels

Q0O OOOQ

loT Architecture - 7 Level Model

Collaboration & Processes .

(Involving People & Business Processes) C enter Data at

Rest

Application
(Reporting, Analytics, Control)

Data Abstraction

(Aggregation & Access) Data in

Data Accumulation Motion

(Storage)

Edge (Fog) Computing
(Data Element Analysis & Transformation)

Connectivity
(Communication & Processing Units)

Physical Devices & Controllers =
(The “Things” in loT) . Sensors, Devices, Machines,

Intelligent Edge Nodes of all types

5/28/2023

IoT/CPS - Prof./Dr. Saraju Mohanty

20



loT - Architecture

Local
Area
Network
(LAN)

Overall architecture:
A configurable dynamic

global network of networks
% Systems-of-Systems

geee

Internet

The Things The Cloud

I0T/CPS - Prof./Dr. Saraju Mohanty
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loT - Architecture

Web / Portal Dashboard APl Management

Aggregation / Bus Layer
ESE and Message Broker

Communicatons
MQTT F HTTP

BB &R A

Source: http://lwso2.com/whitepapers/a-reference-architecture-for-the-internet-of-things/

Identity & Access Management

5/28/2023

I0T/CPS - Prof./Dr. Saraju Mohanty

22



loT — Sensors

Airflow Sensor
Patient Position Sensor (Breathing)

(Accelerometer)
@ >

Pulse and Oxygen in
Blood Sensor (SPO2)

Electrocardiogram
Sensor (ECG)
Blood pressure sensor

(Sphygmomanometer)

Electromyography
Sensor (EMG)

e-Health Sensor Shield for
Arduino and Rasberry Pi

Galvanic Skin Response

e R Sensor (GSR - Sweating)
Throttl HVAC Steeri
Cmg{gg,?:g_""” Pu;‘i)tﬁ:: Sensor F::'ra\rslgr":l Fuel Level = #
Differential torque Sensor : Sensor
Source: http://www.libelium.com/e-health-low-cost-sensors- N sacing O<
for-early-detection-of-childhood-disease-inspire-project-hope/ Motor ra _ d

Position I/ /
Sensor .

=

e
Chassis Wheel Speed
Level Sensor
Sensor Mirror
Sensor
Accelerator Pedal
Angle Sensor
Headlight 3
Range " Transmission
Sensor Sensor
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loT — Things

Sensor

IP Address for Internet Connection

I0T/CPS - Prof./Dr. Saraju Mohanty
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loT - Communications

'_ /f: WAVE
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Data rate, log scale Power consumption, indicative
1 Ghps )
[ Wi-Fi High
100 Mbps [ - 4G LTE ] d
10 Mbps | _ Bluetooth |
TMbps | b= === = == Ldlecoocacs = d
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, LTE Cat. 01 :
100 Kops | Leamee2i98€8 Ll e, |
i : 802.11ah i

10 Kbps |{ - -
Z-Wave |

100 bps oo OO EE OO () P D0 0L DD e T E e oo =
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sassanmrmannRnnen [+
OnRamp I_
10 bps | e . L L * Low
10m 100 m 1 km 10 km 100 km

Range, log scale
Source: https://www.postscapes.com/internet-of-things-protocols/

Lg Ra" Source: https://www.rs-online.com/designspark/eleven-
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loT - Protocols

loT Network Protocol Comparison

REST Endpoint

Proxy MQTT Subscriber

Tens of bytes I t Fewest bytes

CoAP MQTT

DiILS

5/28/2023
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loT - Protocols

Server Side Cloud Server Side Cloud

TCP/upe ‘

% e Gateways
Ethernet WiFi

w @ a EBluetooth -
Low E

bt D OW Energy MOTT-5N EI,E.EEE
E (e ®

5/28/2023

Source: http://wso2.com/whitepapers/a-reference-architecture-for-the-internet-of-things/
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loT - Protocols
([ - )

" Application/Data

ZigBee
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loT - Protocols

Modbus over TCP: Industry’s serial de facto
standard since 1979, within TCP packets to
enable communication with automation devices.

MQTT : Publish/subscribe protocol.

MQTT-SN : More compact packet encoding for
Sensor networks.

MQTT-Broker: Receives MQTT subscribe
requests from  applications within  the
cloud/platform and sends publish messages to
them.

I0T/CPS - Prof./Dt. Saraju Mohanty
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loT - Protocols

CoAP is an IETF proposed standard for retrieving and managing
Information for sensors and devices Iin a constrained environment.

HTTP/s client sends periodic XML/REST requests to
cloud/platform servers.

HTTP/s server responds to incoming HTTP requests with
responses.

BACnhet/IP server responds to incoming BACnhet unicast and
broadcast requests with responses.

I0T/CPS - Prof./Dt. Saraju Mohanty
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loT — Data Protocol - MQTT

MQTT stands for Message Queue Telemetry Transport.

It iIs a publish/subscribe, extremely simple and lightweight
messaging protocol, designed for constrained devices
and low-bandwidth, high-latency or unreliable networks.

The design principles are to minimize network bandwidth
and device resource requirements whilst also attempting
to ensure reliability and some degree of assurance of
delivery.

These principles also turn out to make the protocol ideal
of the emerging “machine-to-machine” (M2M) or “Internet
of Things” world of connected devices, and for mobile
applications where bandwidth and battery power are at a
premium.

I0T/CPS - Prof./Dt. Saraju Mohanty
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loT - Cloud

Servers Virtual Desktop  Software Platform Applications Storage / Data

Source: https://www.livewireindia.com/cloud_computing_training.php

Storage

Source: Gubbi 2013, Elsevier FGCS 2013

I0T/CPS - Prof./Dr. Saraju Mohanty
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loT - Elements

Sensors

Application-Specific Hardware
General-Purpose Hardware
Firmware

Operating System
Middleware

Software

5/28/2023
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loT - Applications

5/28/2023

I0T/CPS - Prof./Dr. Saraju Mohanty

34



loT - Markets and Stakeholders

Consumer Equipment Providers Hospitals and Doctors
Healthcare .
Consumers ome Insurance Companies
Media and >

Building

ICT Infrastructure Providers Appliances Providers

Facility Management

Regulators loT

Logistics Architecture Retail
Framework
_ : Retail Stores
Logistics Companies
Public Transportation Application developers
Companies Energy
: " Utilities
City Authorities

Manufacturing

_ _ Automation equipment providers
Manufacturing Industries

Source: http://iot.ieee.org/images/files/pdf/IEEE 10T Towards Definition Internet of Things Revisionl 27MAY15.pdf
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Smart City Market Segments —
. - by 2025

Market Value: $348.5Billion

CAGR: 8.8% (2012-2025)

North America to dominate

Smart Healthcare market

with more than 50% share

by 2025 followed by Europe 10.40%

10.50%

Smart Building

Market Value:
$248.65Billion

CAGR: 4.1% (2012-2025)
China and India are fastest
growing markets followed
by Japan and Korea

7.40%

Smart Governance and
Smart Security

Market Value: $1230.26 Billion
CAGR: 11.6% (2012-2025)
More Projects coming up in
North America, Middle East
and European regions

Smart Transportation
Market Value: $351.13Billio
CAGR: 19.6% (2012-2025)
Market growth in Latin

America, Middle East, Afric
CIS + Eastern Europe

23.40%

Smart Infrastructure ‘ Smart Energy

Market Value: $381.53 Billion Market Value: $781.66 Billion
CAGR: 12.0% (2012-2025) CAGR: 28.7% (2012-2025)
Highest growth in North America and Asia Highest growth in North America

Source: Frost & Sullivan analysis.
Source: https://www.slideshare.net/loT Tunisia/farouk-kamoun-smart-cities-innovative-applications-iot-tunisia-2016

5/28/2023
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loT In Smart Healthcare

Fitness Trackers

Quality and sustainable healthcare with
limited resources, anywhere, anytime.

Source: Mohanty 2018, CE Magazine January 2018

5/28/2023
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loT In Smart Healthcare

Smart Hospital

Emergency Response Smart Home

Smart Infrastructure
T

C_HBAA
BEEE _
HAAA Fitness Trackers

I /=N I
(1 Pyt B BY ] ]

Smart Gadgets

Quality and sustaiidable Robos

healthcare with limited

resources, anywhere, On-body Sensors https:/iwww.forbes.com/sites/imccue/2015/04/22/117-
anyti me. billion-market-for-internet-of-things-in-healthcare-by-2020/

Source: Mohanty 2016, CE Magazine July 2016
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loT In Smart Healthcare

Clinics Patients / " i, Remote

A/Mm'mmhamachs ;’aAr“s
> cw%& Dial/ ) ﬁ e =/ " E m b@dd ed

= B .
a ? s - Univers _ Skin Patches

Long Term _ . : =4

Hospitals

are Conazsiss
! Flaaliy Source: Sethi 2017, JECE 2017
8'::\ n?.s o — J.rg . Suppliers

Laboratories

« /Connected
State Agencies H ealth

IVSS
Source: https://lwww.slideshare.net/tibisay _hernandez/connected-health-venfinal

Headband with ® ,
Embedded ‘ _ o il
Neurosensors Virtual Reality in Healthcare

. Source: http://medicalfuturist.com/5-ways-medical-vr-is-changing-healthcare/
https://touchstoneresearch.com/tag/applied-vr/

IoT/CPS - Prof./Dr. Saraju Mohanty
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ource: Mohanty 2016
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loT In Smart Transportation

Smart Transportation Features:
Autonomous driving

Effective traffic management
Real-time vehicle tracking
Vehicle safety — Automatic brake
Vehicle-to-Vehicle communication
Better scheduling of train, aircraft
Easy payment system

“The smart transportation
system allows passengers to
easily select different
transportation options for
lowest Cost, shortest
distance, or fastest route.”

5/28/2023
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loT In Smart Transportation

S
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loT Smart Transportation

Inverter Gearbox

- Drivetrain
cooling
system

Lithium Ion
Battery

Hyperloop

“The global market of 10T

' gfconnected cars is
BECIEd to reach $46
illion8y 2020.”

Datta 2017, CE Magazine Oct 2017

b\

Electric
Car

B Driverless
Car

= @5 8

S Electronic ! s
tory (S
iy
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loT In Smart Transportation

\ Mobile
A Communications

Security Systems

lo—o

Mobile ((( ,))

[Communications

Dol B

Security Systems %
\

N
il

lle:
Fleet

Management

o

i

=

Vehicle-to-Vehicle

égj Satellite
4

Communications

Schedule “‘ m

and

Location @ @
N

Traffic and
Construction

N

AN AN
=) A4

+ .

m IJJ Toll System
City Traffic \
Management kk

> )

Travel and
Passenger

Information \Q
N

= WwiFf =

Smart
Intersection

7

Source: Datta 2017,
CE Magazine Oct 2017

Source: https://lwww.mcafee.com/us/resources/white-papers/wp-automotive-security.pdf
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loT In Smart Energy

~— Smart
torage

Water Internet of Energy

Sm art Heater

Genera’uon Service Provider

Smart Grid

Home Energy
R Smart
i Consumption
( )
Electric Car _!
—p DC P - | | L'E.ll
Home Automation
(User controlled . DLNA NetWOka

smart appliances)

Source: Mohanty 2016, CE Magazine July 2016
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loT In Smart Agriculture
FUTU RE FARMS SURVEY DRONES FLEET OF AGRIBOTS

variation. This enables precise harvesting. Robots capable of

~ Sl 1 application of inputs, mapping microdot application of fertiliser
s | I l a a n S I I I a r spread of pernicious weed reduce fertiliser cost by 99.9%.
blackgrass could increasing

Wheat yields by 2-5%.

http://www.fao.org
Automatic Irrigation System

8
FARMING DATA N
The farm generates vast quantities i
of rich and varied data. This is stored
2 in the cloud. Data can be used as
~ digital evidence reducing time spent
completing grant applications or S
carrying out farm inspections saving e
on average £5,500 per farm per year. e _ \
TEXTING COWS ‘, N
Sensors attached to livestock s g
4 allowing monitoring of animal . e ' —
i health and wellbeing. They can < 1 - [ SMART TRAC'ORS .
_— send texts to alert farmers when - : - GPS controlled steering and
- acow goes into labour or develops o . - optimised route planning = ? S
infection increasing herd survival i reduces soll erosion, —_— > . . - o
o and increasing milk yields by 10%. ] saving fuel costs by 10%. | = > : v
50 = ) N e a ; | i i > =
e e - "
= i - ) o s - Lz s e o . - ot #

Sourgéf:ﬁtg:?//'www.nesta.org.uk/blog/precision-agriculture-

almost-20-increase-income-possible-smart-farming <

o xSy o i g SR s e e

Sources: http://www.grandviewresearch.com/press-release/global-smart-agriculture-farming-market

= ®5 8
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loT In Smart Government

Public
PASSPORT Safety

Government
Access
(PIV, CAC)

Electronic
Passport

<z
1l

Smart Governance Smart government integrates

information, communication

and operational technologies

to planning, management and

ecienic  operations  across  multiple
domains, process areas and
jurisdictions to generate

A a sustainable public value.”

-- http://www.gartner.com

Electronic
National ID

Source: http://www.nxp.com/applications/internet-of-things/secure-

Electronic Vehicle Cards  thjngs/smart-government-identification: SMART-GOVERNANCE

5/28/2023

S Electroni
I0T/CPS - Prof./Dr. Saraju Mohanty

46


http://www.gartner.com/

loT In Smart Structure

Calculates Stress

Energy N
management ‘ |
e i - (-O Detects Tilt
o b g 'l‘ ] @
ry : o : ﬂ '
- =’ :’: . Il= ' Senses Vlbrallon
(B |
b = {1 |
Points of sale H =§ 5 : “ h
+ 8 ll l ! (@ Senses Seismic Activity
@ ifin :“ ' 'l
. hl H i B
Securit "
e FRIEE 2 N H
\\/ Measures Strain

E Process sutomation

() ‘ J“; - ¢ "‘ ’
= .. ey

Ps:cm:rol —~— o - = '_
Smart Building . Smart Structure

Source: http://www.exchangecommunications.co.uk/products/smart- https://www.slideshare.net/RajivDinesh2/lel
building-and-cities/smart-buildings.php antosstructuralhealthmonitoringbrochure
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loT In Smart Home

ISman Window
=
Light Swilch
Z .
- _/ -
— X
—= -
k‘ | \\ ”
7. DT
- o . = 1 Ax-condiliones
Light Switch s ~ y - ' ~'
Cadence . ; \ ’
’
HiFi 4 : y £ A [ .
Voic S R :
Azm::m. . 4 Wind&Ran Sansor
s ) ~
@ O N8
e N - g
Body Sensor S >

. — 4
. Lt Swkh . @ N

: l 390 Soor —~
1 pRone system
. 1 Cadence

Door magnes seneor HiFi g gia'gence
Wiraless 18 datecior @ TVSet Q Master Panel -
Home Server Actrvation .
aisio (v ) cadence

Source: https://community.cadence.com/cadence_blogs_8/b/ip/archive/2014/08/28/jot-
applications-wrestling-with-energy_2c00_-cost-and-time-to-market-considerations
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Driving Technologies
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Cheap and Compact Sensor Technology

Sensors
Biosensor | | Thermal Photo Piezoelectric Image Gas Humidity Motion
Sensor Sensors Sensor Sensor Sensor Sensor Sensor

Light Sensor

Barometer Sensor

Source: Mohanty 2015, McGraw-Hill 2015

Air Quality Sensor

i

Water Sensor

Humidity and

Temperature Sensor

\
Dust Sensor
Source: http://wiki.seeed.cc/Sensor/
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Better Imaging Sensor Technology

Image Sensors

;- Charged Couple Device -: \ g Complementary Metal Oxide -:
L — (CCD)Sensor_ L — S_"’mfoﬂd‘]lft‘ﬁ (LU SarsuE |
Passive Pixel Sensor Active Pixel Sensor Digital Pixel Sensor
(PPS) (APS) (DPS)
| fonsssmmenney ¢ ___J____ ___J____
:- Based on -: :- Based on -:
. - SersgBlement, . _ QpertignMode_ ., [The global CMOS
: : Image sensor market
Photodiode-Type APS Linear-Mode APS is likely to be worth
$10.17 billion by
Photogate-Type APS Logarithmic-Mode APS | 2020.”
Source: Mohanty 2015, McGraw-Hill 2015 Source: http://iwww.grandviewresearch.com/press-release/global-cmos-image-sensors-market
éj;;é €ab ‘;'—\ ]
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Smart Image Sensor

Input Light

. . b |
Monolithic Structure

of a
Smart Image Sensor

Row Row
Decoder | | Driver
Pixel Array
Analog Multiplexer and
Sample/Hold Circuit
Column Driver

Clock Generator

Column Decoder
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Smart Image Sensor

Pixel array consists of photodetectors and amplifiers.

Scanning and addressing circuitry builds digital memory-style random
access reading of pixels in APS array.

Analog MUX and sample/hold constitute the analog front-end circuitry of
smart image sensor that process all the pixels in a selected row and
samples onto sample/hold circuit at end of respective columns.

ADC converts analog signal to digital for further processing.

DSP performs wide range of processing in smart image sensor.
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5/28/2023

Smart Image Sensor

Clock generator provides a base clock to the
different components of smart image sensor

Digital timing and control block control the operation
of the complete smart image sensor.

Band gap and reference generator produces the on-
chip analog voltage and current reference for other
units such as amplifiers, ADCs and clock generators.
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Wireless Image Sensor

Column Scanner

Antenna

(CCID)

Row Scanner

Ultra-Wide Band
(UWB)
Voltage Controlled
Oscillator (VCO)

ow
Source: Mohanty 2015, McGraw-Hill 2015
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Wireless Image Sensor

In this sensor, pixel array receives the incident light and converts into
voltage.

When a specific pixel is accessed for readout, both the integration
voltage and previous voltage stored in pixel capacitor are read out.

Event generator calculates the difference between the two and
compares with a positive and negative threshold.

Event bitstream is encoded in Manchester encoder and converted into
an impulse sequence in UWB transmitter for wireless transmission.
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Variety of Communications Technology
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Visible Light Communications (VLC)

J LEDs can switch their light |charasteristicmmmmmmmmm uE M
intensity at a rate that is [Bandwidthm i Huge  Limited

Yes No

Imperceptible to human eye. Requires Line of Sight ] |
. |EMI + Hazard Concerns | Low  High
™ for the value added services Eaiesuoppg I > 1"
for the value added services —
i iyt [Range T Sshort Medium
based ~on Visible LION! paa pemsigmmmmm Hion Limited
Communication (VLC).

| 3 L
O (".:?3:}22.“) 3:.’- I‘”‘"ﬁ) ﬂ* |

Conference-Halls9 Home-&-Office9 Data-showers9

0 0 -

1 19 ., ¢ \

B ‘NoRF-frlnd» 77( |
' En?llronm:nts9 1*1 * \ ® o —

Risk-of-Explosion9 EMI-Sensibled Underwaterd
Source: VLCS-2014 Source: Ribeiro 2017, CE Magazine October 2017
;5;9 Eleeu-omiw iC gasa
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Cheap Computing Technology

E‘mmr}. %

L

Arduino

ATVAI NI 3aVH - 33°0

LattePanda

Source: https://www.sparkfun.com/products/13678
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Efficient Media Compression —
Better Portable Graphics (BPG)

0 BPG compression instead of JPEG?

= Attributes that differentiate BPG from JPEG
and make it an excellent choice include:

Meeting modern display requirements: bii |
high quality and lower size. JPEG Compression
BPG compression is based on the High
Efficiency Video Coding (HEVC), which
IS considered a major advance In
compression techniques.

Supported by most web browsers with a

small Javascript decoder. BPG ompressi;)n
Source: Mohanty 2016, IEEE Access 2016
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BPG Compression

2 Why BPG compression and not JPEG?

2) It IS open source.

55 BPG Is close in spirit to JPEG and can offer
lossless compression in the digital domain.

6) Different chroma formats supported Iinclude
grayscale, RGB, YCgCo, YCbCr, Non-
premultiplied alpha, and Premultiplied alpha.

7 BPG uses a range of metadata for efficient
conversion including EXIF, ICC profile, and XMP.

Source: Mohanty 2016, IEEE Access 2016
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Simplified BPG Algorithm

[ndmle.s 24 bits JP(J

: Modifies image to
encoder encods trailer it ﬁmc BMP PNG ot CMYK
ety a 6 or 2.t eacede conpatle - =
seal BMP T s chanel
gray P NO Alpha channel is
~ o — mandatory for PNG format J
P {i[‘alpha INULL
IR—— No
RGB image
(BMP, JPG) if
No | alpha == NULL

al

]

BPG enforces
pha value>5[J»

not supported
by BPG

'

ez

Continue to Video Continue to Image
— |Flowchart Encoder Flowchart Encoder || == Save output file
Figure 3 Figure 2
BPG Encoder Algorithm Ead

Video Encoder Algorithm

Source: Mohanty 2016, IEEE Access 2016 mage Encoder Algorithm
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Memory Technology: Cheaper,
Larger, Faster, Energy-Efficient

DDR 5
Toda
LPDDRS

Smaller Geometry, Higher Bandwidth,
Higher Density, Less Power

: Memory Size exponentially

doubles each 18th month

—

MNon-
Volatile
Memory
Flash
Non-
Volatile H
Memory H =
E2-PROM -7

Volatile
Memory
SRAM,
DRAM

wng'9g

J"'-.’J’
“70s
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Memory Technology Car Example
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Variety of Computer Memory

Computer Memory
I
I I
Based on Storage Capability Based on Access
[ | — Random-Access Memory
Volatile Nonvolatile (RAM)
— Serial Access Memory
— Static RAM — Read-Only Memory Shif .
£ t Registers,

(SRAM) (e.g. Programmable ROM (PROM), (c.g. Shift Registers, Queues)
B : Erasable PROM (EPROM), — Content Addressable Memory

%’Sﬁc RAM Electrically Erasable PROM (EEPROM)  (CAM) ;

( ) The flash memory market is
— Twin Transistor RAM — Magnetic Storage Hard Disk Drive (HDD) expected to be worth $37.6

(TTRAM) -

| — Non-Volatile RAM (NVRAM) worldwide by 2020.

— Zero-Capacitor RAM (e.g Flash Memory) Source: https://www.statista.com/statistics/553556/worldwide-

(ZRAM) o flash-memory-market-size/
| Thyristor RAM — Resistive RAM (RRAM or ReRAM)

(TRAM) — Magnetic or Magnetoresistive RAM (MRAM)

— Phase-Change RAM (PRAM, PCRAM)

Source: Mohanty 2015, McGraw-Hill 2015

— Conductive Metal Oxide (CMOX) Memory

5/28/2023

I0T/CPS - Prof./Dz. Saraju Mohanty




Schematic of Resistive RAM
(RRAM or ReRAM)

Bitline
— Wordline

RRAM Cell
Vref ‘

| Access
TiN —= Transistor

Ti GND
TiN

RRAM Cell Source: Mohanty 2015, McGraw-Hill 2015
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Schematic of ReRAM

 In the Figure 7.45, ReRAM cell shown is a hafnium dioxide based

resistive memory where electrode is made of TiN.

« The change in resistance is caused by the trapping and detrapping

of process in HfO,.

« The traps are typically oxygen vacancies included by the oxygen

guttering of reactive Ti film.

-t Electronic Systems
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Magnetic or Magnetoresistive RAM

4— Ferromagnetic Electrode —>

(Free Layer)
Tunneling Oxide

—— Ferromagnetic Electrode
(Pinned Layer)

‘\

\

(a) Parallel magnetization (b) Antiparallel magnetization
Source: Mohanty 2015 McGraw-Hill 2015

» Magnetic or Magnetoresistive RAM is a nonvolatile memory that
stores data using magnetic polarization rather than electric charge.

» MRAM uses tunneling resistance that depends on the directions of
the magnetization of the ferromagnetic electrodes.

» Key advantages: Simple interfaces, Compact sizes

I0T/CPS - Prof./Dz. Saraju Mohanty
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Magnetic or Magnetoresistive RAM

 Magnetic or Magnetoresistive RAM is a nonvolatile memory that

stores data using magnetic polarization rather than electric charge.

« MRAM uses tunneling resistance that depends on the directions of

the magnetization of the ferromagnetic electrodes.

 Key advantages of MRAM include simple interfaces, compact
sizes, wide range operating development since the 1990s and has

potential to replace many types of memory.
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Transistor Level STT-MRAM

!

Bitline Access Sourceline
-— Transistor l_
Magnetic
Tunneling
Junction Wordline
(MTJ)

Current

Source: Mohanty 2015, McGraw-Hill 2015
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Transistor Level STT-MRAM

 The read operation of STT-MRAM can be performed in two ways:

parallel read operation and anti parallel operation.

A bidirectional flow of current is required for write operation due to

hysteresis characteristic of Magnetic Tunneling Junction.

« When current of the STT-MRAM cell is above the switching
threshold current of the MTJ, magnetization direction of the free

layer is changed from antiparallel to parallel.

5/28/2023
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Phase—-Change RAM

Highly conducting titanium
aluminum nitride layers

Top Electrode (TE) Top Electrode (TE)

Bottom H Bottom
Electrode Electrode
Contact Phaseb?[hange Contact
(a) Crystalline: low resistance  Resistive metal (b) Amorphous: high resistance

nitride electrode
contact - Heater Source: Mohanty 2015, McGraw-Hill 2015

»Phase—Change RAM is a non volatile memory which uses the
phase-change materials as compared to the electrical charges.

»Phase change material the actually serves as storage element
IS the germanium-antimony-tellurium chalcogenide alloy.
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Phase—-Change RAM

Phase—Change RAM is a non volatile memory which uses the phase-change
materials as compared to the electrical charges of classical SRAM and DRAM

technology.
Electrodes are made using highly conducting titanium aluminium nitride layers.

A cylindrical resistive metal nitride electrode is deposited on the lower
electrode that forms the bottom electrode contact, thereby, essentially forming

a heater.

Phase change material the actually serves as storage element is the

germanium-antimony-tellurium chalcogenide alloy.

5/28/2023
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Machine Learning Technology

Neural Deep
etwork Iearnmg

Source: http://transmitter.ieee.org/impact-
aimachine-learning-iot-various-industries/

Art|f|C|aI Data mining
intelligence v

Optimizationy e ardware
loT Use:

= Better decision
™ Faster response Pushing the leItS fOl’ Machine Learning,

Al, and Computer Vision
& IEEE

Source: : https /[fossbytes. com/googles home made-
ai-processor-is-30x-faster-than-cpus-and-gpus/
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Al, Machine Learning, and Deep Learning

ARTIFICIAL
INTELLIIGENCE

MACHINE
LEARNING

DEEP

LEARNING
A A
A

1950's 1960’s 1970’s 1980’s 1990°’s 2000’s 2010’s
Source: https://blogs.nvidia.com/blog/2016/07/29/whats-difference-artificial-intelligence-machine-learning-deep-learning-ai/
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Vision Processing Unit (VPU)

» High-Performance Machine Vision Processing
» Deep Neural Network-based Classification

» Pose Estimation

» 3D Depth Estimation

» Visual Inertial Odometry (Navigation)

» Gesture/Eye Tracking and Recognition

(wu ) (5o ) (it )]

@ 1 It t O Video Processing Unit - Video
E —— encoding and decoding

: d Graphics Processing Unit (GPU) -

: sive | ceu Rasterization and Texture Mapping
2 Q Vision Processing Unit (VPU) >

Machine vision algorithms (e.qg.

Convolutional Neural Network (CNN)

¥y

MA2x5x Intelligent Memory Fabric
| System Example

Vision Processing Unit (VPU)

Source: https://www.movidius.com/solutions/vision-processing-unit
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Magnetic Pixels

1 A Magnetic Pixel is a charge
surface (called emitter).

d Unique placement of these &=
emitters in a matrix form the
Magnetic Pixels (an array).

 Changes of a finger or hand
approaching the pixel can be
used.

d A magnetic pixel screen
works in three dimensions;
3rd dimension is created by
distance between finger and
pixel surface.

Source: Rubin 2017, CE Magazine July 2017
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Natural Language Processmg (NLP)

= NLP Is the computer method @&
to analyze, understand, and #
derive meaning from human
language.

» Enables wuser to address
computers as If they are
communicating with a person.

Source: https://www.linkedin.com/pulse/natural-language-processing-2016-global-market-forecasts-rane

. Selected NLP Appicatons
1
1 1 1 1

Source: http://blog.algorithmia.com/introduction-natural-language-processing-nlp/
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Cognitive Computing

. |} |} |}
The TabulatingEra The ProgrammingEra  The CognitiveEra

(1900s—1940s) (1950s—present)
Cognitive Computing: Not just “right”
or “wrong” anymore but “probably”.

4 Systems that learn at scale, reason with
purpose and interact with humans naturally.

O Learn and reason from their interactions with
humans and from their experiences with their
environment; not programmed.

(2011-)

Usage:
= Al applications
= EXxpert systems

= Natural language

processing
* Robotics
= Virtual reality

Source: http://lwww.research.ibm.com/software/IBMResearch/multimedia/Computing_Cognition_WhitePaper.pdf
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Neuromorphic Computing or
Brain-lnspired Computlng

AER Inputs (Dendrites)

Neuromorphic

endrlte
) . ‘ . < > .
(4] 7 m = N 7
B sron | wong [ 3 ¢ Architecture I soma
5 Term Term SEEES
— B Plasticity | Plasticity ; - B Axon
S B Synapse | Synapse f§ ¢ § E )
4 EAREE FH M E Neuronal’,
Ll o <L ‘
< )
Circuitsry. &) Synapses
- | - | -
TP Contrel | TP Processing Powers MIT Technical Review
Types of Chips Functions Applications

Traditional Chips

Reliably make | Any numerical problem,

Chips

(von Neumann precision Complex problems require
Architecture) calculations more amount of energy
Neuromorphic Detect and Applications with

Predict Patterns | significant visual/ auditory
in complex data | data requiring a system to
using minimal adjust its behavior as it
energy interacts with the world

Source: https://www.qualcomm.com/news/ong/2013/10/10/introducing-qualcomm-zeroth-processors-brain-inspired-computing
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Neuromorphic Computing or
Brain-Inspired Computin

.

Folice: B

Application 1: Integrate into assistive
glasses for visually impaired people for
navigating through complex
environments, even without the need for
a WiFi connection.

Application  2:  Neuromorphic-based,
solar-powered “sensor leaves” equipped
with sensors for sight, smell or sound

can help to monitor natural disasters.
Source: https://blogs.scientificamerican.com/observations/brain-inspired-computing-reaches-a-new-milestone/
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Affective Computing

Affective Computing Iis the
study and design of systems
and devices that can
recognize, interpret, process,

and simulate human affective _

Affective Computing < Computer
Science, Psychology, Cognitive
Science, Artificial Intelligence (Al),
Human—-Computer Interaction (HCI)

states (joy, anger, surprise, "

disgust, sadness, and fear).

.....
i\

TN

Source: http://www.telegraph.co.uk/technology/2016/01/21/affective-computing-hoeotioal-machines-arbout-to-take-ove/
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Reservoir Computing

Reservoir Computing is an
approach to design, train, and sudele Bioinformatics
analyze recurrent neural ~ SPeech Radio EMG, Vitals,
networks (RNNs). It uses a large, Waves HEILGE
random RNN as an excitable
medium (called a reservaoir).

Input Reservoir Layer Output

Layer (x (n)) Layer
n

(U m) WAL
@ m/ @ - | @

. Visua

. Image/Vi
: Sequence Sp

Information ics, Big Data

= O (IRUV)

Q|-

rtificial

Source: Soures 2017, CE Magazine July 2017

Source: http://reservoir-computing.org/
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Brain Computer Interface (BCI)

r""v

BCISYSTEM

SIGNAL PROCESSING

Feature ___,l anslation| WA‘
Extractoon ! Algeori lhn OMMANDS

SIGNAL INGITIZID
ACOUISITION | sieNa >

R 4/
Source: http://brainpedia.org/brain-computer-interface-allows-paralysis-als-patients-type-much-faster/

& Brain-Computer Interface Allows

Source: http://brainpedia.org/what-is-brain-computer-interface-bci/ paraIyS|S pa'“ents to Type Faster
“Currently, people interact with their devices by thumb-typing on their
phones. A high-bandwidth interface to the brain would help achieve a

symbiosis between human and machine intelligence and could make
humans more useful in an Al-driven world.”

-- Neuralink - neurotechnology company - Elon Musk.

Sources: http://brainpedia.org/elon-musk-wants-merge-human-brain-ai-launches-neuralink/
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Natural User Interface (NUI)

Direct
Intuitive

consistent with our “natural”
behavior.

Source: https://www.interaction-design.org/literature/article/natural-user-interfaces-what-are-they-and-how-do-you-design-user-interfaces-that-feel-natural

éioxa \‘9 '-::“
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The Blockchain

o Alice wants to The first Block is created online 0 This Block is broadcast to every
send money to Ben and represents the transaction party in the network
N
= N - S
r
O Ja I:;] I !
|
. |
’ <--- ——————————————— e ————————— e ”
o Those in the network approve the o The Block is then added to the Chain which o Ben receives lhe
transaction and validate it provides a permanent, nonrepudiable and money from Alice
Y transparent record of the transaction
B [ el
. I:::I > S >
g L@

“A Blockchain is a cloud based database shared by every participant in a given system, in the
case of this exemplar, its currency trade. The Blockchain contains the complete transaction of

the cryptocurrency or other record keeping in other applications. Think of it as cloud based
peer to peer ledger.”

Source: https://www.linkedin.com/pulse/securing-internet-things-iot-blockchain-ahmed-banafa
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The Blockchain

Universal digital ledger

©08 000

v v v v

Register Authenticate Barter power with Run checklist for
new devices remote users other appliances automobile safety

2 e Q

» Think of it as cloud based peer to peer ledger.
» A Blockchain is a cloud based database shared by every participant in a system.
» The Blockchain contains the complete transaction or other record keeping.

Source: https://www.linkedin.com/pulse/securing-internet-things-iot-blockchain-ahmed-banafa

Stay Tuned to: Puthal, Mohanty 2018, CE Magazine March 2018
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Challenges and Research
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loT — Multidiscipline Research

Env1ronmenta1
( Medical Sensors Sensors
——
(ChemlcallBlosensor
Perceptlon (Sensors) _ Applications )
( Infrared Sensors |
( Mobile Phone Sensors )
—( Camera )

—( Magnetometer ) —( Adaptation Layer ) H(__ Zigbee )

—(Energy Conservation)

—( Smart Agriculture )

—( Smart Transport )

—( Routing Protocol ) —( Low Power WiFi )

—( Location Sensor ) —( Health and Fitness )

—(Movement Sensors) —(App]ication Protocol) _[ L]?)l;e];;(:rhgy —( Home Automation )

—( Microphone ) { E:;V( i(;.‘;:rr J —(Smart Environments)

—( Light Sensor ) _( iocial I_:ife and ]
ntertainment

—( Proximity Sensor ) _[ Supply Chain J

and Logistics

Source: Sethi 2017, JECE 2017
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loT — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT Design
and
Operation —
Selected
Challenges

Energy
Consumption

I0T/CPS - Prof./Dr. Saraju Mohanty
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BILLIONS OF DEVICES

2009
loT INCEPTION

Massive Scaling

GROWTH OF THE IoT

THE NUMBER OF CONNECTED DEVICES WILL EXCEED 50 BILLION BY 2020
Eventually Trillions of Things

2018

34 8B
2019

2015 2017
18.98 284418 42 1B

2014 :
14.2B 22_8186

2013

11.2B

2012

8.7B
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High Design and Operation Cost

= The design cost Is a one-time cost.

= Design cost needs to be small to
make a loT realization possible.

= The operations cost Is that
required to maintain the loT.

= A small operations cost will make
It easier to operate Iin the long
run with minimal burden on the

budget of application in which loT

IS deployed. “Cities around the world could spend
as much as $41 trillion on smart tech
over the neXt 20 years.” Source: http://www.cnbc.com/2016/10/25/spending-on-

smart-cities-around-the-world-could-reach-41-trillion.html
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Communication Latency and
Energy Consumption

= Connected cars require latency of ms to
communicate and avoid impending crash.

o Faster connection //$
o Low latency ' ‘
o Lower power

= 5G for connected world: This enables all
devices to be connected seamlessly.

= How about 5G, WIiFi working together more
effectively?

Source: https://www.linkedin.com/pulse/key-technologies-connected-world-cloud-computing-ioe-balakrishnan
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Impact of High Energy Consumption

Samsung

GALAXY Gear

\ —

= Great idea: Smartwatch
with  functioning like
smartphone.

= Big Problem: Battery life
of one time charging Is
only 1 day.

Source: Mohanty 2013, CARE 2013 Keynote

Portable System
Design

h l).'\ Batt:ely '
Chip and System : Eﬁicxengy ,
Cooling Cost

Energy Cost

Source: Mohanty 2015, McGraw-Hill 2015
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Energy Consumption of Sensors,
Components, and Systems

. 5 5‘ [
© I M sty

igital o
Signal =
Processor = —

R S

......

90,

A}

General Purpose
\ Digital Processor &

D

S 5
s 3

L

~ y
AAARRARRAAM

G6sm Elcey EErAM B Graphics
Software Jico W Others

Components During GSM Communications

% ‘

N

Baseband
Telecommunication
(GSM, CDMA)

Wireless LAN
luetooth

JGsm EEceu EEwiri B Graphics
e [ Others

. £l
Source: Mohanty 2015, | g 1 During WiFi Communications

McGraw-Hill 2015
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Battery-Less loT

Go Battery-Less

SoC

Source: https://www.technologyreview.com/s/529206/a-
batteryless-sensor-chip-for-the-internet-of-things/

’ ~
" LBocst , VDD1E A
1Py T > 1
e =T P B e L wes i A I I . L R I
H Sy | I v
L 1p2 E
i 1 I | oo e | "
 Bluetooth® Smart : Controlier || Gontrotier g : Sops :
+ 6LoWPAN : I Cops 1
o 398*0 I -------------------------------------------------------------------------------------------------- :
. Sub-1 GHz \ Boost Converter Single Inductor Power management unit 7
rd
« RF4CE™ \"-------------—------T ----------------------------------- -
. Energy Harvesting and Power Management
Source: http://newscenter.ti.com/2015-02-25-TIl-makes- gy g . g .
battery-less-loT-connectivity-possible-with-the-industrys- Source: http://rlpvisi.ece.virginia.edu/node/368

first-multi-standard-wireless-microcontroller-platform

I0T/CPS - Prof./Dr. Saraju Mohanty
5/28/2023




Energy Conversion Efficiency

. Photovoltaic Cell 3“

Small solar cells in CE
systems to big solar

Photovoltaic Module

panels in smart grids.

S

Solar Cell Efficiency:
Research stage: 46%
Commercial: 18%

oed
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R
oed

J Bed pos

T
o0

g e
= |poe
- ]
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1)
E

la-}
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S
=
-
e

50%-90%

S

'y o ua Y -~ - ,‘: -‘4
i ) 0 R
- -~ .,
\ S
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S ¥ == 3

Sun S

Source: Mohanty 2015, Iaczgraplﬂ 2015 Battery Power Inverter End User
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Installed Stock (Million Units)

9,000

8,000

7,000

6,000

5000

4,000

5,000

2,000

1,000

Energy Conversion Efficiency

B Incandescent mHalogen mCFL  T12 m T8 mT5 mHD mOther mLEDlamp ®mLED luminaire

Conversion Efficiency: 4% - 53%
Source: https://energy.gov/sites/prod/files/2016/09/f33/energysavingsforecast16 2.pdf
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Energy Storage - High Capacity and Efficiency Needed

Ba.t.tery Conversion Efficiency il b _l

Li-ion 80% - 90% Celz_ |1 Cell o Batey
Lead-Acid 50% - 92% L1 Operated
. ) : Pl - Ircuit Portable
NIMH 66% Celln | _| System
Intelligent|  c'Am™ |_,—L

Manager

Battery IntellBatt i

Mohanty 2010: IEEE Computer, March 2010.
Mohanty 2018: ICCE 2018

B AT 1N Vi
: DES CL‘::"LlL Thls l‘k‘.\'{‘tﬁl UL
We l&b OF BARKERIE:

A

" Lithium Polymer Battery
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Safety of Electronics

‘ e b,
e One 787 Battery: 12 Cells/ 32V DC

Source: http://www.newairplane.com

= Boeing 787’s across the globe were grounded.

IoT/CPS - Prof./Dr. Saraju Mohanty
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Safety of Electronics

—

= Smartphone Battery

ANODE (CARBON)
1. Heatingstarts.

al Illll.|l|

2. Protective layer breaks
down.

[
3. Electrolyte breaks down \ Y 2 ELECTROLYTE
into flammable gases. (lithium salt
in organic
4. Separator melts, possibly solvent)
causing a short circuit.
5 § SEPARATOR
5. Cathode breaks down, :

generating oxygen.

Source: http://spectrum.ieee.org/semiconductors/design/how-
to-build-a-safer-more-energydense-lithiumion-battery

CATHODE (LITHIUM METAL OXIDE)

PROTECTIVE LAYER

Thermal
Runaway in a
Lithium-lon
Battery

5/28/2023
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Energy Storage - High Capacity and Safer Needed

. (Lithium Nickel Cobalt Aluminum
(Silicon Oxide - NCA) Cathode

Microbial

Cathode current
collector

An()de) Anode current

collector Glucose

or other fuel

© Fuel Cell
3 (MFC)

CATHODE

Separator \
(Ceramic) i
Fuel oxidizing enzymes:
Glucose Oxidase
Glucose Dehydrogenases
Source: Alcohol Dehydrogenases
https://www.electrochem.org/dl/interfa
ce/sum/sum07/su07_p28_31.pdf
Anode '  ; iib it | ‘“ e
Cathode 3 - g |3

Backbone

Backplane

Solid Polymer Lithium
Metal Battery

P https://www.nytimes.com/2016/12/11/technology/
ctors/design/how-to-  gesigning-a-safer-battery-for-smartphones-that-

Source:

Source: http://spectrum.ieee.org/semicond

build-a-safer-more-energydense-lithiumion-battery wont-catch-fire.html

Oxygen reducing enzymes:

Laccase

Bilirubin Oxidase

Ascorbate Oxidase
Enzymatic o

BIOFILM

Biofuel Cell

Fuel Cell
Car

Hydrogen
tank

Batteries

Anode Power electronics
Membrane

Cathode Electro enaine
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Huge Amount of Data
What Happens in an Internet Minute?

20 47,000 61,141

New victims of App downloads
identity theft

Hours of music

20 milli
/ 320+ 100,000
= - New Twitter accounts New Ilweefs
e 8 . .
L 3| >
TP
New mobile users New Li;rskedin \Q)
Botnet infections Gl %
‘ S
inedia 277,000 | 6 million
mh?::mt:hed Logins Facebook views U
Estimated Data Generated per Day: 2.5 o N
guintillion bytes ek i N\
And F G his S - 30 | 1.3 million P
nd Future Growth is Staggering | v i
r’la ® (f/a ® A\\\ _a
« IP to view all
Today, th By 2015, th In 2015, i Moot
numzr o: ) — ):wmber of‘_a — 2'x it ‘:‘lould take / P \ wﬁ::;:::gg
networked devices the global networked devices s Pﬂ"’b"' you 5 yoqn:‘ chsscond
ot popiiiiion
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Data I1s Most Valuable
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Bigdata in lIoT and Smart Cities

@

Images Big Data

Enterprise Data

Sensors, social networks,
web pages, image and
video applications, and
mobile devices generate
more than 2.5 quintillion
bytes data per day.

Source: Mohanty 2016, CE Magazine July 2016
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Bigdata in loT and Smart Cities

- | |
,3{‘ Things = = Network = () Cloud
Operating System arating Svste
ARM MBED 0%, Node RED, Windows 16T, Brille D — @— Ef

ire fEg O ﬁ i
Wireless Prolocals — Wireleiz Protocols
Rliieiesil, AL cAPAN, Wi-FL |oReAH, SIGFOX, 3GMG, Thied bl

. Predictive
— . r Analytics Maintenance
Security
Modules BB orcwars, Softwars, Encryption

D Cperating System
'""'!"'_Ir'_'!'_l"": Sansing &
?‘_I""'_"_l Sangory @‘[ﬂ
Provweair It

Service Providers

BM

Cimeiers
Amaznn Web Seraces
[hcroesoti

ﬁ Dala Cenlre
a Storage
5505

Ginl
Mansgemenl Samiconductors vy

i, Clocia & Crystek

L anmciors
FLIAR, B8, UGE-C

Little data

Big Data
Source: M. Elbeheiry, “Internet of Things (1oT) Architecture”, Article, March 12, 2017.
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loT Security - Attacks and Countermeasures

Computing
nodes
Edge
nodes
RFID tags
Communication

Edge computing

Countermeasures

Side-channel signal analysis

Trojan activation methods

[ Intrusion Detection Systems (IDSs)

Securing firmware update

Circuit/design modification

Kill/sleep command

Isolation

Blocking

Anonymous tag

Distance estimation

Personal firewall

Cryptographic schemes

Reliable routing

De-patterning and
Decentralization

Role-based authorization

Information Flooding

Threat Against
Hardware Trojans All !
Side-channel attacks C,AU,NR.P :
Denial of Service (DoS) A,AC,AUNR,P
Physical attacks All
Node replication attacks All
Camouflage All
Corrupted node All
Tracking P, NR
Inventorying P, NR
Tag cloning All
Counterfeiting All
Eavesdropping C,NR,P
Injecting fraudulent packets | P.LLAU, TW,NR
Routing attacks C.LACNRP
Unauthorized conversation All
Malicious injection All
Integrity attacks against C.1
learning
Non-standard frameworks All
and inadequate testing
Insufficient/Inessential C,ACNRP

logging

Pre-testing

Qutlier detection

C- Confidentiality, | — Integrity, A - Availability, AC — Accountability, AU —

Auditability, TW — Trustworthiness, NR - Non-repudiation, P - Privacy

Source: Nia 2017,IEEE TETC 2017
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Security, Privacy, and Copyright

1161010116110
0101110101 @
1101 118, A
B8,
116101
41118
110104/

MAGAZINE

Feeling
Secure?

Examining Hardware
IP Protection and Trojans

IoT/CPS - Prof./Dr. Saraju Mohanty
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Security, Privacy, IP Rights

Source: https://blogs.deusto.es/master-informatica/privacidad-vs-seguridad/ '
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Security — Different Aspects

Security
1

1
Confidentiality

Integrity

1
Availability

Access
Control

Authenticity

Nonrepudiation

Notarization

5/28/2023
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Security - Information, System

19. 17.Mexico
Australia 2%
1%

14.South Korea
2%

18.Argentina /15 Taiwan

20.Israel
1%

12.Russia
13.Canada 2%

2%

000101007100001001071000010100710000100707000010710010000100101000010100100007001010
[100010100101010101101000101001010107011010001010010101010110%0001080010101010710

10.Poland

ther r 1.1
Countries 13

19% ; = %
9. Turkey
3%
8.France
3%
1. United States of B!
America IR vt e DR
7. Italy
3%
2.China 6.5pain
9% 4%
5. Brazil
4% - -
4.Britin » Cybercrime damage costs to hit

5%

> emeny $6 trillion annually by 2021

S o » Cybersecurity spending to exceed
ybercrime: Top ountries e
Source: https://www.enigmasoftware.com/top- $1 trillion from 2017 to 2021

20-countries-the-most-cybercrime/ Source: http://www.csoonline.com/article/3153707/security/top-
5-cybersecurity-facts-figures-and-statistics-for-2017.html
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Security - Information, System

W Cyber Crime
Cyber Espionage

B Hacktivism
Cyber Warfare

Source:
http://www.hackmageddon.com/2017/03/2
O/february-2017-cyber-attacks-statistics/

» Cybercrime damage costs to hit
$6 trillion annually by 2021

» Cybersecurity spending to exceed
$1 trillion from 2017 to 2021

Source: http://lwww.csoonline.com/article/3153707/security/top-5-
cybersecurity-facts-figures-and-statistics-for-2017.html
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ourBANK

Username

Passw (1]'(}

Hacked: Linkedin, Tumbler, & Myspace

M Who did it: A hacker
Llnked m going by the name Peace.
tumblr What was done:

500 million passwords
222 myspace were stolen.

Details: Peace had the following for
sale on a Dark Web Store:
167 million Linkedin passwords
360 million Myspace passwords
68 million Tumbler passwords
100 million VK.com passwords
71 million Twitter passwords

Personal Information

Credit Card/Unauthorized Shopping

5/28/2023
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Information Privacy

One privacy misstep
can land healthcare
organizations

in hot water.

By Leslie Feldman =

=

Source: http://blog.veriphyr.com/2012/06/electronic-medical-
records-security-and.html

Source: http://ciphercloud.com/three-ways-pursue-
cloud-data-privacy-medical-records/
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Privacy — Different Aspects

Privacy

Untraceability

Unlinkability

Unobservability

Anonymity

Pseudonymity

5/28/2023
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Copyright or Intellectual Property (IP) Protection

Media Ownership

....

Hacker

=> Whose is it?

=> [s it tampered with?

=»> Where was it created?

=» Who had created it?

= . and more.

Hardware Ownership

- ReC,

B
.
(¥
A
s
1N
{
e

Chip at Original
Design House
Goes to Another
Design House
for Resuse

? Who Owns ? ! ‘

p”at Another
Design House

o

Source: Mohanty 2015, McGraw-Hill 2015
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Security in Communications Technology

LTE

2600mhz

Al T —

.‘f : Routihg Attacks
ZYRNK . .
_ | Malicious Injection

Denial-of-Service (DoS) Attacks

o N

5/28/2023

P

S oD
=—@-2 (=Y =g

Sm Electronic Systems
atory (S
> UNT ?@?:a?;!‘f'ff;ﬁ;ﬁ?ﬁr"ﬁ

EST. 1890

I0T/CPS - Prof./Dz. Saraju Mohanty

117



Denial-of-Service (DoS) Attacks

Qg\

Attacke

- -'._—_’ ........ U
—— & = >
“: i ' .“‘. \\,1 ~
"3 SIERY B
v ﬁ "
v

Victim

N~

Bombs victim with
‘. —

HTTP requests
User DoS Attack fiebsener

_»X
Source: https://bogner.sh/2015/05/analysing-a-denial-of-service-attack-tool/

:
:
.
.
.
:
:
:
{
|
v

Legitimate
requests can't
getthrough
and fail

Distributed DoS (DDoS) Attack

El

ectronic
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Security - Systems ...

AHACKED
AIRBAGS

AHACKED
CONTROLS/STEERING

PHOTOAILL: SHUTTERSTOCK/CNNMONEY

Power Grid Attac

/AHAGEED
ENTERTAINMENT
SYSTEM

/AHAGKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source:
http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Selected Attacks on a Typical
CE System - Security, Privacy, IP Right

Applications

Copyright Attack
Output
Input —» Information
Information (Copyrighted)

I0T/CPS - Prof./Dr. Saraju Mohanty
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CE System Security — Smart Car

Protecting Communications _
Particularly any Modems for In- Over The Air (OTA) Management

vehicle Infotainment (IV1) or in On- From the Cloud to Each Car
board Diagnostics (OBD-II)

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive security issues.

Protecting Each Module

Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

Connected cars require latency

of ms to communicate and Security Mechanism Affects:
avoid impending crash: . Latency

o Faster connection « Mileage

o Low latency - Battery Life

o Energy efficiency

Source: http://www.symantec.com/content/en/us/enterprise/white_papers/public-buiIding-security-into-cars-20150805 pdf
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CE System Security — UAV

Selected Attacks on UAV

I , |
m Replay Relay Jammlng Spooflng‘ Tracking Eavesdropping
&\ e
it [ 4
[ v

Communication
protocol

—1— GPS

Bias/

Magnetometer
9 Scale

Plot/Static
System

Navigation
Determine
Pros. Vel. Alt.
Plot Route,
Accel
Sensor
Fusor

Source: http://www.secmation.com/control-desian/

‘Application Logic Security

. Control System Security

. Both

Vehiele State

Guidance
Determine

-
-

Controller

Guidance Path to Aircraft
and Stabilize Actuator Dynamics
Aircraft Mapping

(Adjustable

Security Mechanisms Affect:
Battery Life |EGHSHGYN \Weight 'Aerodynamics

5/28/2023
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Attacks - Software Vs Hardware

Software Based

= Software attacks via
communication channels

= Typically from remote
= More frequent

= Selected Software based:
o Denial-of-Service (DoS)
o Routing Attacks
o Malicious Injection
o Injection of fraudulent packets
o Snooping attack of memory
o Spoofing attack of memory and IP address
o Password-based attacks

= Hardware or physical attacks
= Maybe local

= More difficult to prevent

= Selected Hardware based:

g
g
g
g
g
a

Hardware backdoors (e.g. Trojan)
Inducing faults

CE system tampering/jailbreaking
Eavesdropping for protected memory
Side channel attack

CE hardware counterfeiting

5/28/2023
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Trustworthy CE System

= A selective attributes of CE system to be trustworthy:

Q

a

It must maintain integrity of information it is processing.

It must conceal any information about the computation
performed through any side channels such as power
analysis or timing analysis.

It must perform only the functionality it is designed for,
nothing more and nothing less.

It must not malfunction during operations in critical
applications.

It must be transparent only to its owner in terms of design
details and states.

It must be designed using components from trusted vendors.
It must be built/fabricated using trusted fabs.

5/28/2023
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Security - Software Vs Hardware

Software Based

= Flexible - Easy to use, upgrade
and update

= Wider-Use - Use for all devices in
an organization

= Higher recurring operational cost

= Tasks of encryption easy
compared to hardware -
substitution tables

= Needs general purpose processor

= Can’t stop hardware reverse
engineering

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared
to software — bit permutation

= Easy integration in CE systems

= Possible security at source-end like
sensors, better suitable for 0T

= Susceptible to side-channel attacks

= Can't stop software reverse
engineering

Maintaining of Security of Consumer Electronics, CE Systems,
loT, CPS, etc. needs Energy and affects performance.

5/28/2023
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Hardware Assisted Security

= Software based Security:

o A general purposed processor is a deterministic machine
that computes the next instruction based on the program
counter.

o Software based security approaches that rely on some form

of encryption can’t be full proof as breaking them is just
matter of time.

o It is projected that quantum computers that use different
paradigms than the existing computers will make things

worse.
= Hardware-Assisted  Security:  Security/Protection
provided by the hardware: for information being
processed by a CE system, for hardware itself, and/or
for the CE system.
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Hardware Assisted Security

= Hardware-Assisted Security: Security provided by
hardware for:
(1) information being processed,
(2) hardware itself,
(3) overall system

= Additional hardware components used for security.
= Hardware design modification is performed.
= System design modification is performed.

RF Hardware Security Digital Hardware Security — Side Channel

IR Hardware Securty. | SHBNIRISSNON] Dio'to! Core 1P Protection

S mem?%s
I0T/CPS - Prof./Dr. Saraju Mohanty s
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CE System Design and
Operation Tradeoffs

Security

5/28/2023
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CE System Energy & Security
Tradeoff — System Level

Lens/  Active Pixel Secure Digital Camera (SDC)
Shgtter/ Sensors Liquid Crystal
Mirror 7 : Display
= 5 : Scratch o vt
5 E: Memory (User Interface)
Object TA
: Key
Shutter -
Controller[¢ -~ ~~""""--- I
V1 Encryption T weree Better
w_Unit sieieoy Portable
Light-Weight / Graphics
Cryptography | (BPG)
S U, [Wetermark| L y[Gompression
33557211 |} P Unit Unit 4 ---Control
Bar Code Unit V2 Flash Storag — Data

Include additional hardware components, but perform DVFS like
technology for security, energy and performance optimization.
Source: Mohanty 2006, TCAS-II May 2006; Mohanty 2009, JSA Oct 2009; Mohanty 2016, Access 2016
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Different Attacks on a Typical CE System

Security attacks

Physical and
Side-Channel Analysis _
Logical Attacks

Non-Invasive

Crypto
and
Protocol

weakness

Timing Analysis

Power Analysis

Electromagnetic |
Analysis

Fault inductior

5/28/2023
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Physical Attacks on Hardware

Physical and Side-Channel Analysis

Timing Analysis

il

Reverse Engineering Power Analysis

Source: Mohanty 2015, McGraw-Hill 2015
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Physical Attacks on Hardware

Chip Design
Specification — (IP cores to Schematic to Layout)

Chip Fabrication

Fig.2a Chip design flow indicating possible hardware vulnerabilities in each step

Source: Sengupta 2017: CE Magazine July 2017
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Physical Attacks on Hardware

{Specification} { Design } { Fabrication}
O Trusted |
{IP cores} { EDA J { Std. J .1 Mask Wafer Dice
i tools cells ) ! ;

D Untrusted

Packag |
D . ; Models ; Test Monitor |
Mix €

Fig.2b Life-cycle of a chip used in CE product indicating possibilities of hardware
vulnerabilities

Source: Sengupta 2017: CE Magazine July 2017
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Malicious Design Modifications Issue

Information may bypass giving a non-

watermarked or non-encrypted output. Hardware Trojans
Unprotected/Unsecure Information
> 5
. 5 Output
Input —1—} Watermarking and/or Protected/Secure Information > —
Cryptography Processor
Select

Source: Mohanty 2015, McGraw-Hill 2015
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Malicious Design Modifications Issue

Malicious modifications of designs becomes an issue when chips
manufactured in unauthentic fabrication plants are used in critical
applications, such as military and power grid.

Such unauthentic plants might have deliberately introduced additional
components in the chip so that the chip fails to work during critical
needs.

The term “Hardware Trojans” explains such additional components and
when it is present in watermarking or cryptography chip, some or all of
the steps in watermarking and encryption may be bypassed giving a
non-watermarked or non-encrypted output.
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Trojans Secure Digital Hardware Synthesis

Description of a Digital
Integrated Circuit

CDFG Datapath Component or
Exploration| RTL 3rd Party Library In huusg
Steps with Possible Trojans System Designer

High-Level Synthesis (TL-HLS)

Source: Sengupta and Mohanty 2017, TCAD April 2017
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I0T/CPS - Prof./Dr. Saraju Mohant Sm El::::; ?; 3
16 Nov 2017 Ds. ] , v :

136

5/28/2023 S %”&” i




Trojan Secure Digital Hardware Synthesis

o orc
Trojan Detection Block

DMR Scheduling

Modified Allocation in
DMR based on Distinct
Vendor Rule

o i 6. 0) /8 <o . . *
Source: Sengupta, Mohanty 2017: TCAD April 2017
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Different Types of Hardware Trojans

E Effects
Processor Always On

Memory _ Downgrade Performance

s El :
I0T/CPS - Prof./Dr. Saraju Mohanty s
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Location [ ] Activation Mechanism

Denial of Service

Source: Mohanty 2015, McGraw-Hill 2015




Memory Attacks

Attacks

Embedded
Processor

Read
confidential
Information

In memory

Replace a
block with fake

Memory Splicing
a— Attack
Replace a block
Replay
Attacks

with a block from
another location
The value of a block at a given address at
one time is written at exactly the same
address at a different times; Hardest attack.

Physical access
memory to retrieve
encryption keys

Source: Mohanty 2013, Springer CSSP Dec 2013
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Memory Security and Protection

Trusted On-Chip Boundary

Embedded
— Processor
a2 L1 Cache
-
P Verify Hash 4
ABC
5° (& N— Sensor Module
__ Hash Cache N Current/Temperature
S 8
JKL MNO
7 8 V.4 .
. Encryption/Decryption
5 Madule
wXYz [ ]
"1DATALDOCKER
O—=
Merkle
Hash

bl LTV TP TP T R T TP WO T T T TR

On-Chip/On-Board Memory Protection

Source: Mohanty 2013, Springer CSSP Dec 2013

Nonvolatile Storage

Source: http://datalocker.com
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Embedded Memory Security and Protection

Trusted On-Chip Boundary

Read Decoder

I I
I Embedded I Update Merkle (Value) and Hash
: Processor : Hash Tree from Memory
I I le
- | o 1
I I
: _ - Sensor : Update Merkle Sensor Yes Check
: Verify Module | Hash Tree Attack —> Hash
, Hash Current / : ? Tree
I Hash Temperature
| cache Encryption/ | l No
Decryption I
: Module : Update Merkle
__________ ———— = — | -—— Hash Tree Do not check hash

Proceed with read

Write Operation _
Read Operation

On-Chip/On-Board Memory Protection

Source: Mohanty 2013 and Springer CSSP Aug 2013
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RFID Security - Attacks

Physical
RFID
Threats

Disabling Tags

Tag Modification

Selected
RFID

Attacks

RFID
Channel
Threats

I
L

System
Threats

Cloning Tags

Reverse Engineering and Physical Exploration
Eavesdropping
Snooping |
Skimming

-

Replay Attack

Relay Attacks
-Electromagnetic Interference
-Counterfeiting and Spoofing Attacks |

Tracing and Tracking

Numerous Applications

HPassword Decoding |
-Denial of Service (DoS) Attacks |

Source: Khattab 2017: Springer 2017 RFID Security
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RFID Security - Solutions

Selected RFID Security Methods

Killing Tags

Sleeping
Tags

Faraday
Cage

Blocker
Tags

Tag

Relabeling

Faraday Cage

Reader

Minimalist Proxy
Cryptography Privacy
Devices
Safe Zone

Blocker Tags

Source: Khattab 2017, Springer 2017 RFID Security
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NFC Security - Attacks

Selected NFC Attacks

, Data Relay Data .| Interception
Eavesdropping Modification‘ Attacks = Corruption Spoofing Attacks ‘ Thett

—.

)

DIQUUe- 4N

' . Identification Time &
Ticketing Attendance

NFC

\Q)

=Y

—1
NFC Attacker

sauoug peq
K"ﬁ) )
‘ .
I o
\ .
—
231000 PIIGEUD
/

Y Eavesdropping
R Loyalty & Physical
Memberships Access Source: http://resources.infosecinstitute.com/near-field-communication-
nfc-technology-vulnerabilities-and-principal-attack-schema/
b W
Cashless Secure

'-\ Payment — PC Log-On (( R el ay AttaCk \\ @
( \

(t j _/
77 ‘. ..................... | oo
lsouua —emp) ProvY Communication Charvel |, :souua
A . (;OKE:. { ) ! s ’ 09 LEE BO2 18 (Dhuloon) E' iz ( ) READER

St Cond) (Cortactiens Raater)

Source: http://www.idigitaltimes.com/new-android-nfc-attack-could- s o

steal-money-credit-cards-anytime-your-phone-near-445497 Source: https://www.slideshare.net/cgvwzg/on-relaying-nfc-

payment-transactions-using-android-devices
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Fingerprint
Sensor

e @

Antenna

Keypad

NFC Security - Solution

Power Supply Start
= !
E-Ink Get ID from
NFC Module
from Receiver
%Sy Enter Amount
T '/
e co,h,77 (((.,)) 2 Start
/o Micay, A Verify 2
Microcontroller ‘on E T Verify
_ GSM Antenna Data Fingerprint
Swing Pay Data
Approved No
pp? - Approved No
?
Yes l :
Yes
Send Data 1
over GSM Send Data over

Payer Module

NFC P2P
Payee Module

Source: Mohanty 2017, CE Magazine Jan 2017
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NFC Security - Solutions

Antenna
-

CRYPTA Tag

CRYPTA Tag

8-bit Microcontroller

| MC Patterns
AMBA Bus

Digital Part

| EEE—L—

Advanced Microcontroller

Memory Unit
>

Bus Architecture (AMBA) Bus

Source: Plos 2013, TVLSI Nov 2013
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Autonomous Car Security —
Key Aspects

ent

Source: http://www.symantec.com/content/en/us/enterprise/white_papers/public-building-security-into-cars-20150805. pdf

a @& =
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Next-Generation Car — Security Venerability

Airbag Electronic ConfpolBoard Diagnostics

Unit (ECU) (OBD) I USB Bluetooth
Remote Link DSRC-Based
Smartphone Type App Receiver (V2X)

Passive Keyless
Entry

Remote Key

TPMS

Advanced Driver Assistant

Vehicle Access Systems (ADAS) ECU

System ECU
Engine and Lighting System ECU
ES;teﬁirng?S Transmission (Interior and Exterior)
raking ECU Source: https://www.mcafee.com/us/resources/white-papers/wp-automotive-security.pdf

Cars can have 100 ECUs and 100 million lines of code, each
from different vendors — Massive security issues.

I0T/CPS - Prof./Dr. Saraju Mohanty
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Autonomous Car — Security Venerability

Selected Attacks on Autonomous Cars

Replay Relay

Jamming  Spoofing  Tracking

|

wheel encoder

On-Board Unit, emaps

ultrasonic sensors

l — Light Detection and
e lp\ ‘g’ f—-—-———"""’R"—glng (LiDAR)

— Cars can have 100 Electronic
« Control Units (ECUs) and 100
5. million lines of code, each from

a) different vendors
— | _ Massive security issues.

RADAR

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-
hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html

Source: https://www.mcafee.com/us/resources/white-papers/wp-automotive-security.pdf

Source: Petit 2015: IEEE-TITS Apr 2015
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Autonomous Car Security —
Cryptographic Hardware

: : Cryptographic Services
Cryptographic Services Engine (CSE) Block RoM | | RAM
' tt
Engine (CSE) Block paye 3 )
I ! { §
Debugger ! |p skyBlue-IF AES XBAR-IF RNG
Connected - Host
Interrupt
INTC Core |lTeDMA |
. 7 3
Qorivwva MPC564xB/C { XE}Athasters
Family from NXP/Freescale *4—* MPU
» T A Slaves 1
el T - 1 Secure Firewall SRAM
a FLASH Lee-F | -
Secure MI BIU + 32-bit secure core; Frequency:
______ ; v ELASH [om ] 120 MHz

128-bit Advanced Encryption
Standard (AES)

Throughput: 100 Mbit/sec
Latency per operation: 2us

O~ oN/ T Test Interface Array
| OFF |= Test Interface BIU
O

L5

Source: http://www.nxp.com/assets/documents/data/en/supporting-information/DWF13_AMF_AUT_T0112_ Detroit.pdf
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(Step 1: Central ECU

Autonomous Car Security

Random
Number
Generators

Keys
AES-128 Key #X

RND

Decrypted
Sensor Value; RND

Random nUni ue ID Keys

Number

Generators || AES-128 Key #X

Controller Area
Network (CAN)

II. Encrypted

Sensor Value; RND

obtains random
number and sends it
to sensors ECU (after
power-on of car).

"\ (Step 2: Sensor ECU )

) \(using key #X). )

reads sensor value and
asks CSE module to
encrypt it and the
received random number

(Step 3: Sensor\ (Step 4: Central \ (Step 5: Central )
ECU sends ECUasks CSE |[ECUchecks sent
encrypted module to decrypt| | random number
message to received message| | VEISUS

\central ECU. } (using key #X). ) received/decrypted

Qandom number. Y,

> Random number: Protects against replay attacks.

> Encryption: Protects against eavesdropping.
> Random number and encryption: Ensures data integrity and authenticity.

Source: http://www.nxp.com/assets/documents/data/en/supporting-information/DWF13_AMF_AUT_T0112_Detroit.pdf
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Autonomous Car Security

Random
number

generators

Keys
AES-128 Key #X

number

Controller Area
Network (CAN)

Random Keys

generators | AES-128&1 Kev #X

Encrypted(RND;ID

Decrypted(RND:ID

ECU obtains
random number
and sends it to

\ECU <n>.

(Step 1: Master

J

v)

/Step 2: ECU <n> appends
unique ID to received RND, ECU decrypts
encrypts this message with received
key #X, and sends encrypted| | message with

\[nessage to master ECU. J \key #X.

(Step 3: Master

@tep 4: Master ECU
checks decrypted RND
and ID with sent RND

and with stored ID <n>.

J

\lf match: ECU <n> is ok/

> Replacement or modification of ECU <n> will change its unique ID and/or keys. Both
will be detected with this proposal for component protection.

5/28/2023
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Autonomous Car Security —
Collision Avoidance

1 Attack: Feeding of malicious sensor 3w
measurements to the control and the Ve N
collision avoidance module. Such an ™| / "\
attack on a position sensor can resuItE roool
In collisions between the vehicles.

 Solutions: “Dynamic Watermarking’

puslllun
(=]
T
~
T -

of signals to detect and stop such \ !
attacks on cyber-physical systems. ™| S

 Idea: Superimpose each actuator i | | ~ 2. Wi Dynamic Watemarking
with - a random signal eft] ™ ™ " om0

Source: Ko 2016, CPS-Sec 2016

Trajectories of a vehicle:
Negligible mismatch -> No significant
performance degradation due to watermarking

(watermark) on control policy-
specified input.

;-:;,:‘J‘ IQ f:.:\ g,
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Autonomous Car — Privacy Venerability
PRIVACY VIOLATIONS

collect information about location tracking,
me, my car, break forward secrecy
and my surroundings Z
/_m
. Infrastructure % -l
Sensor | . \——\f/ ; Sensor
Data Processing . L | Processing |=— Data
[~ Datain nd
transit I
Y
o B
. Data at : ; Data at .
A-vehicle rest | Meta | ?ezta In-vehicle
maIYvare Rl | St
1 e
store S/PIl  privacy inferences
J. Petit et al,, "Revisiting Attacker Models for Smart Vehicles”, WiVec'|1 4. 41

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.htmi
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Autonomous Car — Privacy Venerability

N -

= I'm here!

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.htmi
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Smart Healthcare - Security and Privacy Issue

—Data Eavesdropping

—Data Confidentiality

—Data Privacy

—Location Privacy

~7

—ldentity Threats

Challclenqes

—Access Control

—Unique Identification

Selected Smart Healthcare Security/Privacy

—Data Integrity

I0T/CPS - Prof./Dr. Saraju Mohanty
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Smart Healthcare Security

PDA Insulin Pump

Insulin Pump

Universal
Software

Active Attacks:
Impersonation

Glucose
Sensor

e

&

\7 /e @ @ 1

\‘G y

%) ()

0058\/ Insulmum
a ﬁ "
\' p
[NV < ' ‘
I Universal Software
Remote Contro

Glucose Meter Remote Control Radio Peripheral

Security Attacks

Insulin Delivery System

Insulin Pump’s

ey Received Data | Sequence Counter Comparison: Whether
— ¥ within a Range
EnCI’yptIOI"I Key
Information Bits - Y N
(i.e., control Decryption v v
command) Transmitted Data Received Information o| Accept Drop
(i.e., control command)

Rolling Code Encoder in

Remote Control Rolling Code Decoder in Insulin Pump

Source: Li 2011, e-Health 2011
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Smart Healthcare Security —
Medical Signhal Authentication

O Physiological signals like the
electrocardiogram (EKG) are obtained
from patients, transmitted to the cloud,
and can also stored in a cloud repository.

O With increasing adoption of electronic
medical records and cloud-based
software-as-service (SaaS), advanced
security measures are necessary.

U Protection from unauthorized access to
Protected Health Information (PHI) also
protects from identity theft schemes.

O From an economic stand-point, it is 4
. 0.1 02 0.3 0.4 0.8 06 0.7 n.a 0Aa 1
important to safeguard the healthcare and Tirme (sec)
insurance system from fraudulent claims. Source: Tseng 2014, Tseng Sensors Feb 2014

1.2

Original ECG

Watermarked ECG

Amplitude

I0T/CPS - Prof./Dz. Saraju Mohanty
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Side Channel Leakage

Cryptography and watermarking hardwares provide low-power consumption, real-
time performance, higher reliability and low-cost along with easy integration in
multimedia hardware.

Cryptography and watermarking hardware which are implemented using CMOS
technology are susceptible to side channel attacks which collects information from
physical implementation rather than software weakness.

DFX targeted for information leakage proof is very in the current information driven
society.

(R Py

& (B =

Sm Elec_‘tro} nic Systems
10T /CPS - Prof./Dr. Saraju Mohanty %«uw s
UNT sy

159



5/28/2023

History of Side Channel Attacks

During WWII, one engineer observed a spike in the
oscilloscope

during a key press of a secure typewriter Model 131-B2
(Python) at
Bell lab in 1943

First publicly acknowledged side-channel attack was
reported in 1965. MI5 break the ciphers used by the
Egyptian Embassy in London using microphones

Van Eck phreaking — 1985 : eavesdropping on the
contents of a CRT by
detecting electromagnetic emissions (NSA tempest)

Source: Parameswaran Keynote iNIS-2017
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Mechanical Cryptography

Jefferson Wheel [1]

was used by the United States Army
from 1923 until 1942

Enigma Machine [2]
Theoretical number of possible
configurations the machine could
generate : 3x10114
The total number of atoms in the
universe : 1083

[1]. https://en.wikipedia.org/wiki/Jefferson_disk
[2]. https://en.wikipedia.org/wiki/Enigma_machine

Source: Parameswaran Keynote iNIS-2017
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Modern Cryptography

= Bullt based on mathematical

equations/ properties
Symmetric-key algorithm

o Same key must be used for decrypting
the message

o AES, DES and T-DES

encrypt i { decrypt

5/28/2023

. . i plainlext: - i ciphertext ;E b plaintext s Rl
= Asymmetric-key algorithm =12 £ L= 5
o Private key and public key &‘
. (\f&/ Eve \\/\
o Public key . Encrypt j“ 79
D Private key : Decrypt Courtesy: www.powayusd.com
Q RSA, E”lpth Curve Source: Parameswaran Keynote iNIS-2017
o (Y ':x\ e
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Advanced Encryption Standard - AES

= Block cipher algorithm Data | | Key
= Plaintext 128 bits ; Key 128, 192 or 256 bits L,?A
Based on the key size, number of rounds will change ‘ -
AES - 128 N=10 N-11" Mix Columns
AES-192  N=12 e

AES - 256 N=14

o Initial round AddKF;c;und
v

o (N —1) rounds
o Final round

Ciphertext

Source: Parameswaran Keynote iNIS-2017
Els\c%oni?\ ugs
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s Soratee o
g EST. 1890

)
-2
Sm

I0T/CPS - Prof./Dz. Saraju Mohanty
163

5/28/2023



How Secure iIs It?

= Brute force a 128 bit key ?
= If you assume

Q

Q

Every person on the planet owns 10 computers

Each of these computers can test 1 billion key
combinations per second

There are 7 billion people on the planet
On average, you can crack the key after testing 50% of the
possibilities
Then the earth's population can crack one 128 bit
encryption key in 77,000,000,000 years (77 billion years)
Age of the Earth 454 *0.05 Dbillion years
Age of the Universe 13.799 * 0.021 billion years

Source: Parameswaran Keynote iNIS-2017
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Side Channel Attacks

@ st

Plain Text, Cypher Text,
Key and Password

Keyboard Input

- Input to the Module

Laser,
Electromagnetic
Wave or Radiation
Exposure

‘Output from the Module

Improper Input

Proper Data I/0 4

Frequency Scaling

o GRS GRS o
Oe. 00
90

Voltage Scaling
Noise Injection Processing Time
Electric Field, Magnetic

Field or Radiation Exposure

Side Channel Attack

Electromagnetic Emission

K)) )) >E>

Circuit Pattern Analysis
\oltage Probing
Emission Monitoring

Source: http://www.keirex.com/e/Kti072_SecurityMeasure_e.html
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What are Side Channel Analysis Attacks?

Side
Channel -
Fault Attacks TOwer
Dissipation
Acoustic Noise Elapsed Time
Cache Content EM Radiation

/ time

I0T/CPS - Prof./Dt. Saraju Mohanty
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Power Analysis Attacks

= Revealing the secret information via the
power dissipation of the device

O Why?
o0 CMOS gates are the most popular building blocks of
|C manufacturing
o Power dissipation of CMOS gates depend on inputs

o The power consumption of a 0-1 transition is different
to a 1-0 transition

I0T/CPS - Prof./Dz. Saraju Mohanty
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Side Channel Attacks — Differential
and Correlation Power Analysis (DPA/CDA)

Cryptographic device Input data Input, keyguesses
(e.g., smart card and reader) l
. De;’t'acg( UTI‘DC’S/'; Abstract model
ontrol,
Comhortexts a% (DUA) of the DUA
%/%&Q’ /
‘j Statistical
Waveform > : :
doto = Analysis
Oscilloscope l
Computer

Decision on key guess

e~
Seoe (Y =

Sm Electronic Systems
tory (S
EST. 1890
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Side Channel Attacks -
Correlation Power Analysis (CPA)

= CPA analyzes the correlative relationship between the

plaintext/ cipher-text and instantaneous power consumption of
the cryptographic device.

= CPA is a more effective attacking method compared with DPA.

Differential Power Analysis (DPA)  Correlation Power Analysis (CPA)
s Attacks using relationship between < Attacks using relationship between

data and power. data and power.

s Looks at difference of category < Looks at correlation between all key
averages for all key guess. guesses.

% Requires more power traces than CPA. < Requires less power traces than DPA.

&

+» Slower and less efficient than CPA. «» Faster, more accurate than DPA.

L)

Source: Zhang and shi ITNG 2011
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Differential Power Analysis Attacks
- DPA

<+«— Correct Key byte

m

g8 8

—_—
-4

W\\'WW MNWWJWW

5 00| 10| 200 20 20| 30 400 |40

]

Fower Measurements !
|

Means Plaintext |

N

i

SEd value

a

M, =

o

oh"\
0

|

10 20

o P

Roundkey

34 +32+27

I
I

I

|

! I
| [ Difference .
E i I
7\ of Meains .Hypothet_lcal i
intermediate |

I

|

I

I

I

=93

M,= 50+ 36+25+20 =131

Inv Roundkey "
— R
Generation &

Secret Key

93 131
R=|2- 22
3 4

R=1.75

Pt

3F
6E

48
29

83

Key Pt@ke Bina uw
I?bozl; Ml = ﬁ.:lpt
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0Q
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0Q

Difference
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If b,=0; My =YN_. P,

A

40

28
B3
83

nr\44444
o —]

UJ.UUJ.UJ@

00101000

10110010 N-1 Mix Columns

10000010

T

Data Key

A

Add Round
Key

v

Source: Parameswaran Keynote iNIS-2017
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Correlation Power Analysis Attacks

JkAnﬁs SpipByte Table Table
- ml M‘h | DI-:mf avt ‘
0 a4 2 3 4 5 6 7 8 9 A B (o4 D E F
0 63 | 7C | 77 | 7B | F2 | 6B | 6F | C5 | 30 01 67 | 2B | FE | D7 | AB | 76
1 CA |8 (C9 |7D | FA | 59 a7 FO | AD | D4 | A2 | AF | 9C | A4 | 72 | CO
2 B7 | FD | 93 | 26 36 | 3F | F7 |[CC | 34 | A5 | E5 | F1 7 D8 | 31 15
3 04 | C7 | 23 |C3 |18 | 96 | 05 | 9A | 07 12 | 80 | E2 |EB | 27 | B2 | 75
4 09 | 83 |2C |1A | 1B | 6E | 5A | A0 | 52 | 3B | D6 | B3 | 29 | E3 | 2F 84
5 53 | D1 00 |[ED| 20 | FC | B1 | 5B | 6A | CB | BE | 39 | 4A | 4C | 58 | CF
6 DO | EF | AA | FB | 43 | 4D | 33 85 | 45 | F9 | 02 | 7F | 50 | 3C | 9F | A8
7 51 A3 | 40 | 8F | 92 | 9D | 38 F5 | BC | B6 | DA | 21 10 | FF | F3 | D2
8 CD|0C | 13 |EC | 5F | 97 | 44 17 | C4 | A7 | 7E | 3D | 64 | 5D | 19 73
9 60 81 4F |DC | 22 | 2A | 90 88 46 | EE | B8 | 14 | DE | 5E | 0B | DB
A EO | 32 | 3A | OA | 49 06 | 24 | 5C | C2 | D3 |AC | 62 | 91 95 | E4 | 79
B E7 | C8 | 37 (6D | 8D | D5 | 4E | A9 | 6C | 56 | F4A | EA | 65 | 7TA | AE | 08
Cc BA | 78 25 2E 1C | A6 | B4 | C6 | E8 | DD | 74 1F | 4B | BD | 8B | 8A
D 70 | 3E | B5 | 66 | 48 03 F6 | OE | 61 35 | 57 | B9 |8 | C1|1D | 9E |-
E E1 F8 | 98 1 69 | D9 | 8E | 94 (9B | 1E | 87 | E9 | CE | 55 | 28 | DF
F 8C | A1 89 0D | BF | E6 | 42 68 41 99 2D | OF | BO 54 | BB | 16

L}Fmal @/ — Tt

Roundkey

Nnv ROUNUKey

Generation

—>
Secret Key

CPA

Pearson
Correlation
Coefficient

1 (Xi=X)(Y;-Y)

r =

(ERA 02 Sy (-T2

Data Key
0.03 —

- 0.02

0.01

TTTTTTTTTTIT T M Mix Columns

LA AR
0 le 3c 5a 78 96|bf AdCROUN
ey

o

Correlation Coe

Source: Parameswaran Keynote iNIS-2017
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Correlation Power Analysis (CPA)

N-1

Su

0Byte Table

0 1 2 3 B Cc D E F
0 63 | 7C | 77 | 7B | F2 | 6B | 6F | C5 | 30 | 01 | 67 | 2B | FE | D7 | AB | 76
Data Key 1 CA |8 |C9|7D | FA| 59 | 47 | FO | AD | D4 | A2 | AF |9C | AMA | 72 | CO
2 B7 |FD | 93 | 26 | 36 | 3F | F7 [CC | 34 | A5 | E5 | F1 | 71 | D8 | 31 | 15
3 04 | C7 | 23 [ C3 |18 | 96 | 05 | 9A | 07 | 12 | 80 | E2 | EB | 27 | B2 | 75
4 09 | 83 [ 2C (1A | 1B | 6E | 5A | A0 | 52 | 3B | D6 | B3 | 29 | E3 | 2F | 84
5 53 | D1 | 00 (ED | 20 | FC | B1 | 5B | 6A | CB | BE | 39 | 4A | 4C | 58 | CF
6 DO | EF |AA | FB | 43 | 4D | 33 | 85 | 45 | F9 | 02 | 7F | 50 | 3C | 9F | A8
7 51 | A3 | 40 | 8F | 92 (9D | 38 | F5 ([ BC | B6 | DA | 21 | 10 | FF | F3 | D2
Mix Columns 8 |CD|0OC |13 |EC | 5F | 97 | 44 | 17 | C4 | A7 | 7E | 3D | 64 | 5D | 19 | 73
66 BELE 9 60 | 81 | 4F [ DC | 22 | 2A | 90 | 88 | 46 | EE | B8 | 14 | DE | 5E | 0B | DB
Key A |E0O| 32 | BA|0OA | 49 | 06 | 24 | 5C | C2 | D3 |AC |62 | 91 | 95 | E4 | 79
B E7 | C8 | 37 | 6D | 8D | D5 | 4E | A9 | 6C | 56 | FA | EA | 65 | 7TA | AE | 08
C |BA| 78 | 25 | 2E |1C | A6 (B4 | C6 | E8 (DD | 74 | 1F | 4B | BD | 8B | 8A
D 70 | 3E ([ B5 | 66 | 48 | 03 | F6 | OE | 61 | 35 | 57 | B9 | 86 | C1 | 1D | 9E
E E1 | F8 | 98 | 11 | 69 | D9 | 8E | 94 | 9B | 1E | 87 | E9 | CE | 55 | 28 | DF
F |8 | A1 |8 | 0D |BF | E6 | 42 | 68 | 41 | 99 | 2D | OF | BO | 54 | BB | 16

Source: Parameswaran Keynote iNIS-2017
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Pt

3F
6E
07
48
29
B3
83

Key Pt@key

01
01
01
01
01
01
01

3F
6E
07
48
29
B3
83

S (Pt@key)

B2
A8
6F
3B
34
37
13

Binary

10110010
10101000
01101111
00111011
00110100
00110111
00010011

HW (S (Pt@®key)) pwW

50
34
32
27
36
25
20

w U W U o W s

Source: Parameswaran Keynote iNIS-2017
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Correlation Power Analysis Attacks
CPA

CPA

Plaintext

Pearson
Correlation
Coefficient

A

Tl
'MW \’Hl{ywmw

. oI I

D A B eASd D)

Pearson

~ N Correlation r =
R e e Cosffici . .
Power Measurements etent f(.)::l:nmmr::;n ﬁ %1% y\/lz\wééié&(ey) HW W
0.1 Weight) 0.03
o Y
orrelatio o
osg* | Coefficients 3P 0 8% 3BA 5 1 50 ch
_____________________________ éi % 6%5 34 }
> Ianoum.jkey_ % @% O% T8 |||| |I - 32 3p
Final Generation ) 4& 4§D 27 5
Roundkey Secret Key o) _ !“ |||| ||| |
%) LE f 36 20
B3 06 Oé§3c5a7 g6 4d2 0,g 1
83 0% 836 \X: 20 %

Source: Parameswaran Keynote iNIS-2017
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Attack on Standard AES Circuit

5 10 15 20 5 10 15 20 5 10 15 20 5 10 15 20

< K4 K5 K6 K7

5 0.2 .

&)

s 0.1 .

_ . —

8 5 10 15 20 5 10 15 20
K9 K10 K11

5 10 15 20
K12

5 10 15 20 5 10 15 20 5 10 15 20 5 10 15 20
No. of Plaintexts / 500 No. of Plaintexts / 500 No. of Plaintexts / 500 No. of Plaintexts / 500

Correlation Coefficient

Source: Parameswaran Keynote iNIS-2017
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Timing Attacks

= Elapsed time for some
functions is input dependent
= E.g. linux/lib/string.c

o Function will terminate when
cl not equal to c2
= C, Java, Python or assembly
= Attack password checking

Let us assume

s1= “To be Grmatttolbe” cs T o b
s2= “To be or not to be” ct T o b

int strncmp(const char *cs, const char *ct, size_t count)

{

unsigned char c1, c2;

while (count) {
cl =*cs++;
C2 = *Ct++;
if (c1!=c2)
returncl<c2?-1:1;
if (Icl)
break;
count--;

}

return O;

0 r n o t t o b e 0

o r n o t t o b e V0

Source: Parameswaran Keynote iNIS-2017
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Cache Content / Timing

Processor needs data RAM <

RAM is slow compared to the CPU

Processor needs data  Cache@ RAM &

Access time of Cache <<<< Access time of RAM

Size of Cache <<< size of RAM

Most of the cryptographic algorithms use pre-calculated values (tables)

Therefore, time taken for execute such cryptographic algorithms take varying
number of time (clock cycles)

Source: Parameswaran Keynote iNIS-2017
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EM Radiation

= When current flow through a y
wire, an EM field is generated

= Unlike power dissipation, EM
can be localized

= Different probes for different
EM leakages

H probes H probes E probes

Both fields

Wikipedia

www.langer-emv.de

Source: Parameswaran Keynote iNIS-2017
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Fault Attacks

= Faults can be intentional or non-intentional (natural or human
made)

= Due to faults, the outputs of the circuit/operation can be faulty
= Normally, such outputs are discarded | |

3

| |
i Digital Circuit
Output

T3y
Compare jaazzad

~ For the moment, we
say its “compare”

Source: Parameswaran Keynote iNIS-2017
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Acoustic Noise

Opening safe based on the clicking sound of the lock
Acoustic attacks on keyboards
Logic gates emit high frequency sounds ...

Hacker (attacker)

Amplifier

Microphone

8) | ADC

Adi Shamir

I0T/CPS - Prof./Dt. Saraju Mohanty

Victim (you)

(A)

Mirror.co.uk

Source: Parameswaran Keynote iNIS-2017
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How to Prevent These Attacks

Countermeasures Against Side Channel Attacks

« Each countermeasure is independent
e.g. countermeasures against timing attacks will not
protect the device against power analysis attacks.

Power Analysis Attacks Cache Timing Attacks

o Adding noise o Disable/ lock the cache

2 Random execution o Prefetch the table lookups
o Balancing _

o Masking Acoustic attacks

o Masking
o Balancing number of transitions

Source: Parameswaran Keynote iNIS-2017
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How to Prevent These Attacks

Countermeasures Against Side Channel Attacks

EM Attacks Timing Attacks

o Adding noise o Write the code for
o Random execution constant time

o Balancing 2 Add noise (random loop)
o Masking o Wait for the worst case
o Adding detectors elapsed time

Source: Parameswaran Keynote iNIS-2017

& @ 2 B
Sm Electronic £1% s
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Differential Power Analysis
(DPA) Attack Countermeasures

I0T/CPS - Prof./Dr. Saraju Mohanty
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Selected DPA and Correlation Power
Analysis (CPA) Attack Resilience Methods

I0T/CPS - Prof./Dr. Saraju Mohanty
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DPA Resilience Hardware:
Sense Amplifier Basic Logic (SABL)

ST ol (. e,

. v L
B A_ :||-—K
CMOS NAND g7 5 | ]E

—
clk
SABL NAND-AND - source: Tiri ESSCIRC 2002
;:':‘ =0 Elictfou:;} stems
IoT/CPS - Prof./Dr. Saraju Mohanty atory (S%ﬁh
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DPA Resilience Hardware -

Differential Logic and Routing

= Develop logic styles and routing techniques such
that power consumption per cycle is constant and
capacitance charged at a node is constant.

Ilrypted Raw Differential Logic —  Bofleuseinl

Data DL and Differential Routing | [JEESYON

(a) Standard SCMOS Logic (b) Differential Logic and Routing
Vulnerable to side May abstract switching activity and
channel attack. reduce information leaking.

5/28/2023

,..3,4‘" \I»("\vl s i :

& @ T 8
. Sm Electronic %s]t;?‘s
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DPA Resilience Hardware -
Differential Logic and Routing

A }_I_ D "
DD

Classic XOR —_ —
-

'\\{E-DY T [ -

5 0C
[

Precharge ‘Signal
Reduced Complementary Dynamic _ _ _
and Differential Logic (RCDDL) XOR Differential Routing

Source: Rammohan VLSID 2008 Source: Schaumont IWLS 2005
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DPA Resilience Hardware

Synthesis Flow

(Cr}rpm graphy Algnﬁthm)— e

concurrent error detection and =

Hamming code based

correction in Galois Field

Ugjfz;‘nm Physical-Attack Tolerant
switching Cryptography Hardware
cell Library

Proposed Design Appaorach

Architecture Description

Module DUT
AND U1 ...

XORU2ZR ...
Adder U3 ....
Reg U4 ...

( Cryptography Hardware b

\ endmoule )

Logic Cell Library

Uniform SWitching-Activity

!

Gate Level Synthesis

.

(" Synthesized Netlist with )

Error Correction in
Sequential Elements with
Uniformly Switching Cell

Library y

Source: Mohanty 2013, Elsevier CEE 2013
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DPA Resilience Hardware

0.087
0.06

0.04 4

Power Profile of the Classical Design

wer (uW)

S 0.02-
0.0 1B

0.0 500n lu 1.5u 2u 2.5u 3u 3.5u 4u 4.5u 5u 5.5u
Time (s)

]'J

=
—
LA

Power Profile of the Uniform Switching Design

=
=t
=

=
=)
O

Power (uW)

=
=

0.0 500n 1u 1.5u 2u 2.5u 3u 3.5u du 4.5u Su 5.5u
Time (s)
Source: Mohanty 2013, Elsevier CEE 2013
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Firmware Security

Secure
Private Key % Off-Line
l Environment

JSign ,ﬂ
SW Imag Hash (RSA) +Signatur

Secure Flash
Programming

o

+Signature?

Slgn 2 tUI‘e

I0T/CPS - Prof./Dr. Saraju Mohanty
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Multimedia Piracy — Movie/Video

Threat
Level

“Film piracy cost the US economy $20.5 billion annually.”

Source: http://lwww.ipi.org/ipi_issues/detail/illegal-streaming-is-dominating-online-piracy

I0T/CPS - Prof./Dr. Saraju Mohanty
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Multimedia Piracy — Music/Audio

IS

DIGITAL AUDIO

"The U.S. economy loses $12.5 billion in total output annually as
a consequence of music theft.”

Source: https://www.riaa.com/reports/the-true-cost-of-sound-recording-piracy-to-the-u-s-economy/

= @ ,,;* 3
{3 S
10T/CPS - Prof./Dr. Saraju Mohanty seacory (S éﬁ?’"
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DRM - Definition

= Digital Rights Management (DRM) is a generic
term that refers to any of several technologies
used by publishers, creators, or owners to
control access and usage of digital data.

= Typically a DRM system:

o Protects intellectual property by encrypting the
data so that it can only be accessed by
authorized users.

and/or

o Marks the content with a digital watermark so
that the content can not be freely distributed.

e, P 4
& & T

£ Electronic System
I0T/CPS - Prof./Dr. Saraju Mohanty "y ato (;%ﬁ)ns
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DRM - Techniques

= Encryption

= Watermarking

= Scrambling
Digital certificates

Secure communications protocols

Fingerprinting
Hashing

and more

5/28/2023
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Information Protection -
Cryptography

Cryptography

Symmetric

Cryptography
(Private Key)

Asymmetric

Cryptography
(Public Key)

Protecting Media
64-bit Password Encryption
I |
128-bit Message Encryption
| |
256-bit Image Encryption

Quantum
Cryptography

Video Encryption

Source: Mohanty 2015, McGraw-Hill 2015

5/28/2023
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Copyright Protection - Watermarking

__________________________ ——

mg.@ i b HumanPerception. ] {  Embedding
f f S I S Techniques
— Invisible Visible Additive Based
Robust Multiplicative Based

DCT

[T

Source: Mohanty 2015, McGraw-Hill 2015

EST.1

IoT/CPS - Prof./Dr. Saraju Mohanty
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Lens/ Active Pixel
Shgtter/ Sensors Liquid Crystal
Mirror '
, Scratch Dispay
: @ Mermory (User Interface)

Encryption

i i -
: Ke T
Shutter T I
Controller[® -~ -~"""""--- I

Unit

I K

33557211

Bar Code Umt

Unit

Compression
’ Unit i

C€

Flash Storage

---Control
= Data

Source: Mohanty 2017, CE Magazine July 2017; Mohanty 2009, JSA Oct 2009

A DRM Hardware Integrated CE System
— Secure Digital Camera (SDC) Example

5/28/2023
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Copyright

Protection
Spatial Domain Watermarking

Hardwares -

Select lim,n)
'IL and B Calculation Unij .
“mx |2 Bmn |, ImageDatain{
y ¥ l WatermarkDataln —— . DataOut
- Edgel?,:iemm j—\\c';_]/ I—"V__l/ Second /Bt ——= Spatial Domain
“min ——= Visible
o, X may ——m ——= Busy
~| Register Fle [ —— l Bmin ——  Watermarking
] Pmax — "
N e z — Chip
w Comparato Start ———= —— DataReady
— Reset ———
! , ) Clock —— I it H |
el Bl Chip Pin Diagram Hardware Layout
L] [}
Multiplier . .
| [— Physical Design Data

|

Adder

)
Overall Architecture Datapath

Total Area : 9.65 sg mm

No. of Gates: 28469

Power consumption: 6.92 mW
Source: Mohanty 2005, TVLSI Aug 2005

5/28/2023
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Copyright Protection Hardwares -

DCT Domain Watermarking i  vaa

Original Image Watermark Image
Watermarked

* Visible Watermarking i Original Image
J’ Watermark Image Image
Detection for
, for
Module o W done

Invisible
Watermarking

(| Selineind g, omable—{image
Vlslble Factor ‘Mn F) in reset
Insertion Module ~ «Pmax ) clk1 Watermarking busy
Module & Diagram e
’ Watermatked Image ‘ Data.pa.th AFChItECtU e
Normal Voltage i
\I;cﬁgez Edge Detection Module | TH
g Perceptual Analyzer Hardware!|
Module I £ 2K = i '
Layout|§ - < B i

Physical Design ata
Total Area : 16.2 sg mm

Slower

DVDF Low- Insertion No. of Transistors: 1.4 million

i Normal Clock ion:
Power DeS|gn Source: I\%?l%htvogooa TCASII May 2006 Power Consumptlon. 0.3 mW

5/28/2023
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DRM Hardwares — CyptMark: Encryption
+ Watermarking

CryptMark: Embedding CryptMark: Authentication

Boe By
Plain Text Wa
! Address ;ﬁ )

Register —# Cipher Text

Encryption

|Lat|::h| |Lat|::h| |Lat-:]1| |Laltc11|
Unit Watermarlqng ’?Madm|PMactm| PAddaﬂ Fﬂddm
User Key Transformation Modulep— Unit Wamm
FPGA Prototyping Data  FPGA Prototyping Data v

Throughput: 2.48 Gbps hroughput: 544.2 Mbps
Power Dissipation: 39.8 MW ower Dissipation: 3.7 mW

I0T/CPS - Prof./Dz. Saraju Mohanty
5/28/2023
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Copyright Protection Hardware -
MPEG-4 Video Watermarklng

= . Input
Watermark image Video

frames

G  Video
[0.21312 | B Viewer

Frame Rate

Original

|
|
|
|
|
|
sz emsaey
1
|
0
(=]
=}
% -
]
]
|
|
|
|
]
]
|
]
|
|
]
]
]
]
]
|
]
]
]
1
|
]
|
|
L 2 4 l

i ® C“l[) (&;b 5 N Video
i Watermark Embedding :G . o G_’—)cBi Vi
B B MV ————— My B
Entropy 77 Q gzaﬁon || Watermark Embedding | A Video Source P VUM bits Decoder Decoded
Coding IBP Encoder —l—bbits [ = |
5 Watermark Image ’1 ratio C mp;;sor Ratio
— [y 7z Quantizats _l Watermark Embedding 1 |._ Coi gl
Coding - }‘— dmg 1. B {;1‘ P 1 v 1 Goto
S n Cbl
Coding [ (E“: ('_;?1 :Cb P ’g) o
- é (3) Color Convertor Cr N]I;;] ]
C ; VUM nco .
-+ I |+ 12z | IQuant |+ DCT |+ MC . e v —p(D)
B
2 E |+ 12z | 1Quant [+ mcT P MC ]
5 N
[ -z -[ics-{mer ][ Video Watermarking Architecture

S o oupivaematied s SIMULINK Model
Video Watermarklng Architecture Datapath

FPGA Prototyping
Throughput: 44 frames/sec
Logic Elements in FPGA Prototyping : 28322

Source: Mohanty 2011, JSS May 2011
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DRM Hardware - Secure Better
Portable Graphics (SBPG)

‘O*“3—> AES Encryption 4_%—_
Key (from PUF) J ignature

|1

Slgmﬁcant Portion

Ui -4

Host Media  Encryption and Watermarking Module l

Initialization HEVC Encoder
Phase Phase

7
TrllSted Media Reconstruction [*
i Memory | S
}

Trusted Media
from Secured-BPG

System Bus

Prediction Core Reconstruction Core BitStream Core

High Complexity
Mode Decision
Engine

Integer Fractional
Motion Motion

CABAC1

+ l CABAC
m Buffer C.ontext-A.daptiw_re
. ' DB . Binary Arithmetic
s Sample Adaptive mall Coding
b~ Offset

Y
Recons tructlon

Estimation Estimation

Residue Transtorm/

Intra Prediction =¥ Buff T

|dea of Secure BPG (SBPG) High-Efficiency Video Coding Architecture

Simulink Prototyping
Throughput: 44 frames/sec
Power Dissipation: 8 nW

Source: Mohanty 2016, ISVLSI 2016 and EuroSimE 2016
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Secure Image Sensors

Column Scanner

Row Scanner

. .

Sensor Characteristics
Aware Key

Source: Mohanty 2015, McGraw-Hill 2015

5/28/2023
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TrustCAM - Security and Privacy

1
: Digital
Region of 1 | Signature
Interest using
1
Detection 0 RO : TPM,Key
: KSIG
L_Region of Encryption : y
Interest (ROI with Kags; : MIPG
1 | Streaming
1
I 4 I
: Edge Zlib Encryption : x
N p— ) * )
! Detection | Edge ROI| Compression with K sz, 1 ToControl
P ! Station

For integrity protection, authent|C|ty
and confidentiality of image data.

» ldentifies sensitive image regions.
» Protects privacy sensitive image regions.
» A Trusted Platform Module (TPM) chip provides

a set of security primitives.
Source: https://pervasive.aau.at/BR/pubs/2010/Winkler_AVSS2010.pdf

N‘Q \‘9 :\; g
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toty (S
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Smart Cameras with Signcryption

» Signcryption IS a resource-efficient technigue which

Implements signature and encryption in a single step for lower
computational and communications overhead.

Pu

Sensor

{q’ G’ I:’usensor’ I:’umobile}

Camera Host Unit

Sensing Unit

Secured

Alert
Alert Message (JPEG in Secured Alert Message
Reading JPEG Rol | Base64) (timestamping) Message (¢, R, s) Data (c,R,s)
Framesand = » Verification and >
(Rol) Extraction ‘ Forwarding
Signcryption
Video

Secured Frames (c, R, s) I Secure

Source: https://pervasive.aau.at/BR/pubs/2017/Ullah_GIloTS2017.pdf
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PUF-based Trusted Sensor

; e ey PUF-based Secure Key Generation
Controller v and Storage module provides key:

Sensing Secure Boot » Sensed data attestation to ensure

™ I oensed Data Attestation || ] - integrity and authenticity.
(PUF 1| | [PUF } [FHDA ] = Secure boot of sensor controller to
) ensure integrity of the platform at

External Memory booti ng.

PUF-based Trusted Sensor % On board SRAM of Xilinx Zyng7010

SoC cannot be used as a PUF.
. % A total 1344 number of 3-stage
¢ Ring Oscillators were implemented
' using the Hard Macro utility of
Xilinx ISE.

Process Speed: 15 fps
Key Length: 128 bit

Source: https://pervasive.aau.at/BR/pubs/2016/Haider_IOTPTS2016.pdf
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Hardware IP Right Infringement

o = e BB E S 0E :‘;:;.:4- GOCS tO Al’lOtheI‘ -ﬁ TR ULV "i'l
Design House &
for Resuse

? Who Owns ?

ip at Offginal | pwat Another
Design House Design House

Source: Mohanty 2015, McGraw-Hill 2015

' Hardware IPR Infringement \

| ; |
False Ownership Sub- Piracy (Reverse
Claim licensing Engineering)

I0T/CPS - Prof./Dr. Saraju Mohanty
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Hardware Intellectual Property Issue

Intellectual property blocks or reusable virtual components are
used as a cost effective solution but sharing of such blocks for
SoC design poses a severe security and ownership issues.

DFX needs to consider this important issue for the protection of
circuit for which watermarking is considered as a solution.

In this case, watermarking is an identification code, imperceptible
to human or machine analysis that is permanently embedded as
an integral part within a design.

I0T/CPS - Prof./Dt. Saraju Mohanty
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Hardware Reverse Engineering

CE System disassembly
Subsystem identification,

, modification Chip-Level Modification
Bit Priority

counter encoder

et N i

. Register &
ecode !

Source:
http://legacy.lincolninteractive.org/html/
CES%20Introduction%20to%20Engine

ering/Unit%203/u3|7.html

"

S
1

Source: http://pic-
microcontroller.com/counting-bits-
hardware-reverse-engineering-
silicon-arm1-processor/

Source:
https://lwww.slideshare.net/SOURCEConferenc
e/slicing-into-apple-iphone-reverse-engineering

Source: http://gréndideastudio.com/wb-
content/uploads/current_state_of_hh_slides.pdf

& =

Sm Electronic Syst g}s
10T/CPS - Prof./Dr. Saraju Mohanty ESL)
UNT: & 209

L,
a4

5/28/2023



Counterfeit Hardware

2014 Analog Hardware Market (Total Shipment Revenue US $)

1 e
Lz o s PR vt
) o T o

Source: https://www.slideshare.net/rorykingihs/ihs-electronics-conference-rory-king-october

Top counterfeits could have impact of
$300B on the semiconductor market.
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Counterfeit Hardware

rammab
ic IC 10.

Top counterfeits could have impact of $300B
on the semiconductor market.

Source: https://www.slideshare.net/rorykingihs/ihs-electronics-conference-rory-king-october
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Worldwide Electronics Revenue

» Worldwide OEM factory revenue is more than 2 trillion
dollars currently.

Source: https://www.slideshare.net/rorykingihs/ihs-electronics-conference-rory-king-october
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Cloned/Fake Electronics
Hardware — Example - 1

‘ .
<
Authentic

Source: http://www.manoramaonline.com/

Source: https://petapixel.com/2015/08/14/i-bought-a-fake-
nikon-dslr-my-experience-with-gray-market-imports/

Fake Capacity
USB Drives

Source: http://www.cbs.cc/fake-capacity-usb-drives/

Typical Consumer Electronics

IoT/CPS - Prof./Dr. Saraju Mohanty
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Cloned/Fake Electronics
Hardware — Example - 2

''''''''

—

Authentic
A plug-in for car-engine computers.

Source: http://spectrum.ieee.org/computing/hardware/invasion-of-the-hardware-snatchers-cloned-electronics-pollute-the-market
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Cloned/Fake Electronics
Hardware — Example - 3

Fake Authentic
A typical rechargeable battery in a typical CE

Source: https://www.premiumbeat.com/blog/how-to-spot-counterfeit-camera-gear/
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Cloned/Fake/Counterfeit Electronics

= Consumer Electronics is the 2" most
counterfeit product in USA.

= Between November 2007 and May 2010,
U.S. Customs officials seized 5.6 million
counterfeit microprocessors.

= The market value of the 2016 seized
counterfeit goods, had they been genuine,
amounted to $1.4 billion.

Source: https://www.scientificamerican.com/article/electronic-chip-counterfeit-china/
Source: http://247wallst.com/special-report/2017/04/29/10-most-counterfeited-products-in-america/

4— P V\
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Cloned/Fake Electronics Hardware
- What is the Problem? It is cheaper!

= Installing cloned hardware into networks can open
door to hackers: man-in-the-middle attacks or
secretly alter a secure communication path between
two systems to bypass security mechanisms.

» Cloned hardware may lack the security modules
Intended to protect IoT devices, and so it opens up
the user to cyberattack.

= If a hacker embeds a malicious hardware in a drone
then he could shut it down or retarget it when it
reached preset GPS coordinates.

Source: https://www.scientificamerican.com/article/electronic-chip-counterfeit-china/
Source: http://spectrum.ieee.org/computing/hardware/invasion-of-the-hardware-snatchers-cloned-electronics-pollute-the-market

5/28/2023
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Cloned/Fake Electronics Hardware
- What is the Problem? It is cheaper!

= Counterfeit battery can cause safety hazards.

= Counterfeit electronics embedded In missile
guidance systems and aircrafts can have serious
problems for the defense systems.

= According to the International AntiCounterfeiting
Coalition, lost profits due to counterfeiting has
resulted in the loss of more than 750,000 jobs in the
United States.

Source: https://lwww.scientificamerican.com/article/electronic-chip-counterfeit-china/
Source: http://spectrum.ieee.org/computing/hardware/invasion-of-the-hardware-snatchers-cloned-electronics-pollute-the-market
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Selected Solutions for IP Protection

/[ IP Protection }\

\

High Level/ Behavioral [ Lower Abstraction Level ]
Level/ Architectural level

J

q Watermark || Hardware Computatl_onal
Watermark || Hardware by Metering Forensic
Techniques J| Metering | \_SSMM9UeS Engineering

_ (CFE)

[ Hardware Obfuscation ]

Source: Sengupta, Mohanty 2016, ISCAS 2016
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Watermarking for Hardware IP Protection
= A watermark Is a signature of the owner
embedded in a IP core.

* Watermark

Embedder

Watermark
Extractor

Ownership?‘

> should be capable to identify the owner/creator of the design

A watermark:

> should be robust and difficult to remove
- should be resilient against attacks like: ghost signature and tampering

- should have minimal embedding cost to obtain the watermarked
design

> should be embedded in the IP design with minimal computation effort

- should be easy to detect signature at the genuine receivers end for
the receiver who has full knowledge of the signature encoding rule

Source: Sengupta, Mohanty 2016, ISCAS 2016 =7, (.» <+ @&
Sm Electronic Systems
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Digital Hardware - Watermark

Higher abstraction level — Architecture design Mid abstraction level — RTL

’W W W\ ’W W\

Integration/ Schedulin Allocation
Transformation g (MOdl_Jle and
Registers)

Datapath
and
Controller

FPGA
bitstream

Binding

I I pg

W wW
| J

3

Lower abstraction level- Physical design

Source: Mohanty 2017: CE Magazine October 2017
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Watermark (W) Detection Process

IP core
design Datapath
(HDL) ‘( Reverse Schematicf Signature W IP quer?
'LEngineeringJ 'Lverification ]
Conversion to
Decoding watermark
Vendor constraints
signature

Source: Mohanty 2017: CE Magazine October 2017
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Digital Hardware — IP Metering

= Hardware metering enables Designer Foundry
the design house to gain el v
post-fabrication control by: W ¥
L Passive or active control “——2=nEediiin = N orocess
of the number of PoM (ST Eracton OASIS
manufactured ICs from BFSM (Boosted STG) | [ year oo
one design f0r1Cs | Chatlenge th
o The properties of IC and Pi’F
itS usage IC Testing (FF Scan)

. Start-up
o Remote runtime Key Calculation/ECC State
monitoring and disabling Unlock & Activate

\ A global flow for active hardware metering.

Source: http://www.glsvisi.org/archive/glsvisill/Koushanfar_MeteringGLS-VLSI.pdf
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Digital Hardware — Obfuscation

Attack failedon
protected design

Attack successful on
non-protected design

Attacker trying to
discover the design

1 ! I

L el 2 Ml 44 4

Non-obfuscated DSP design

-

Application of DSP circuits

Se re 71 ci i fro attacker
Obfuscation — Intentional modification of the description or the g ce: Sengupta, Mohanty 2017,
structure of electronic hardware to conceal its functionality for +~g november 2017

5/28/2023

making reverse-engineering difficult.
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Sm Electronic Systems
tory (S
EST.1

I0T/CPS - Prof./Dz. Saraju Mohanty

224



5/28/2023

Digital Hardware Synthesis to Prevent

Attack Successful
on Non-protectec

Design

X I'X||X

4| +<) =+

X

Reverse Engineering

Attack Failed ¢
on Protected !
Design

Attacker trying to

discover the design
AB Ok EFRLGH:

AL

+<|Perform

Non-Obfuscated

Design

CE Devices A

Secured DSP
Obfuscation — Intentional modification
of the description or the structure of
hardware
its functionality for making

electronic

Obfuscation

engineering difficult.

to

Obfuscated,Design

conceal
reverse-

\

Input Block

i

|
|
1
Input for Structural |
1
|
|

Obfuscation
CDF/DFG

ﬂ

Preprocessing of
Unrolling Factors

Module Library

User Constraints

Maximum
lteration #

Control
Parameters,

e.g. Swarm Size

|
|
|
|
|
|
|
|
Input for PSO-DSE |
|
|
|
|
|
1

-

Perform
Structural
Obfuscation
based on 5
HLT
Techniques

Obfuscated
Design

PSO based
Design
Space

Exploration

Structurally

Obfuscated

Low Cost IP
Core

Transformation

Techniques

Redundant
Operation
Elimination

Logic
Transform
ation

Tree Height
Transformati
on

Loop
Unrolling

Loop
Invariant
Code
Motion

Source: Sengupta, Mohanty 2017, TCE November 2017
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tal Hardware — Architecture
Level Obfuscation Method

[o]

D
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Output Block

Low-cost obfuscated IP
design

Source: Sengupta 2017: IET EL 2017
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Digital Hardware — Computational

Forensic Engineering (CFE)

CFE aims to identify the entity that created the IP by analyzing
certain features of a given IP and quantizes the likelihood that a

specific entity has created it.
Library/Input File

Proposed CFE for IP Protection

IP Core Feature

|
1| IP Core Feature IP Core :
and Data . L
. Extraction Validation |
Collection I I
o o o o o o - ol
______________________________ Jrmmmmmmmmmmmmmmmm oo
v

5/28/2023
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Protecting Hardware using PUF

= A countermeasure against electronics cloning Is a
physical unclonable function (PUF).

= It can potentially protect chips, PCBs, and even high-
level products like routers.

= PUFs give each chip a unique “fingerprint.”

An on-chip measuring circuit (e.g. a ring oscillator)
can generate a characteristic clock signal which
allows the chip’s precise material properties to be
determined. Special electronic circuits then read
these measurement data and generate the
component-specific key from the data.

Source: https://phys.org/news/2011-02-
fingerprint-chips-counterfeit-proof.html

Source: http://spectrum.ieee.org/computing/hardware/invasion-of-the-hardware-snatchers-cloned-electronics-pollute-the-market
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Protecting Hardware by DNA Tagging

Tagging chips and PCBs with
special materials, such as plant
DNA.

Plat DNA  seqguences are
scrambled to create unigue
patterns to be used as a signature.

DNA is mixed with selected
fluorophores (which are chemicals
that glow under specific
wavelengths of light) and tag the
electronics with this DNA ink.

A chip is authentic if the
fluorescent signature exists.

Source: https://www.scientificamerican.com/article/electronic-chip-counterfeit-china/

5/28/2023
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Physical Unclonable Function (PUF)

= Physical Unclonable Functions are simple
orimitives for security.

= PUFs are easy to build and impossible to
duplicate (Theoretically).

= Input and Output are called Challenge
Response Pair (CRP).

Challenge (C)
(100111....0)

Response (R)
(0011101....1)

Only an authentic hardware can produce a correct
ReSponse for a Challenge- Source: Mohanty 2017, Springer ALOG Dec 2017

I0T/CPS - Prof./Dz. Saraju Mohanty
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PUF - Principle

R R Different
Outputs

= With the same Input to different copies of the
same circuit, different outputs are obtained,
each unique to each circuit.

Source: http://rijndael.ece.vt.edu/puf/background.html

Same

Input

2 =

Smart Electréiiic Systems
IoT/CPS - Prof./Dr. Saraju Mohanty tory (S%
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PUF - Principle

. Challenge|
: I ﬂ
0101...10 - 1 _

>

! Response|
| 0101...10 |
Circuit =

Physicél Unclonable Function (PUF) |

PUFs don’t store keys in digital memory, rather derive a key based

on the physical characteristics of the hardware; thus secure.
Source: Mohanty 2017, IEEE Potentials Nov-Dec 2017
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PUF - Principle

Manufacturing Variations
(e.g. Oxide Growth, lon
Implantation, Lithography)

| |

Challenge Inputs
(Inputs given to PUF Module,
e.g. Select line of Multiplexer)

R

Response
(Outputs from a
PUF Module)

Random
Binary Output
010101 ...

Silicon manufacturing process variations are
turned into a feature rather than a problem.

Source: Mohanty 2017, Springer ALOG 2017

5/28/2023
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PUF Vs Encryption

= In classic encryption, decryption key Is stored in memory.

= |If memory gets attacked, key is compromised.

= Key generated by PUF is not permanently stored in memory.
= If needed, it is not stored in temporary memory.

I0T/CPS - Prof./Dz. Saraju Mohanty
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Design Flow

0
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loT — Design Flow

B-©-

Concept High Level Design Component Level Design Design Analysis

o L0
\
[l

Friting Application Programming  Client Integration 1 Next

. :
/Sensor and Component \I/DV(;'\';'IZS Interfalce; (AI?Is)tfor Cloud (Desk/ltglto)}l;—?blen ' Step
nfrastructure
: Assembly Drivers :
‘Prototyping

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%20l0T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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loT — Design Flow

Release and
Documentation

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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loT Design — Case Study -
Indoor Air Quality Monitoring

) $0808080Co8 () _ Internet
ggaes ‘ Wireless = —
Access

Point

o 4

» .- Senso‘; N\ T
GaS Sensor .lsuu N3 9% 47 2% £F +h 188N % . |
ESP8266 Source: UNT ETECH Senior Project 2017 #5
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Hardware for loT
Embedded Systems and Boards (g Ardino Yun, Raspberry Pi BeagleBone, Samsung ARTIK)

Graphics Listed
Features Processor/Microcontroller Processing Unit Clock Speed Size Memory RAM Supply Voltage Price
SparkFun Tensilica L106 32-b No 26 MHz 51 mm x 42 mm 4 MB 128 KB 5V via miaro-USB/ Us$29.95
Blynk Board Li-Po connector
and charging circuit
Arduino Yun ATmega32u4 and Atheros No 16 MHz and 73 mm x 53 mm 32 KB and 64 MB DDR2 5V via miao-USB Us$ss
AR9331 (for Linux) 400 MHz 16 MB + micro-SD
Raspberry Pi 2 Broadcom BCM2837 VideoCore IV @ 1.2 GHz 85 mm x 56 mm Miao-5D 1GB LPDDRZ 5V via miao-USB Us$3s
and ARM Cortex-A53 300/400 MHz
64-b Quad Core
cloudBit Freescale i.MX233 No 454 MHz 55 mm x 19 mm Miao-SD slot with 64 MB 5V via micro-USB Us$59.95
(ARM926E]-5 core) 4-GB micro-SD
Photon STM32F205 120Mhz No 120 MHz 3BSmmx203mm 1MB 128 KB 5V via miao-USB Us$19
ARM Cortex M3
BeagleBone AM335x ARM PowerVR SGX530 1 GHz 86 mm x 56 mm 4 GB 8-b eMMC, 512 MB DDR3 5V via mini-USB Us$49
Black Cortex-A8 micro-5D
Pinoccio ATmega256RFR2 No 16 MHz 70 mm x 25 mm 256 KB 32 KB 5V via miao-USBf Us$109
Li-Po connector
and charging circuit
upoo Freescale i.MX & Vivante GC 2000 1GHz 110 mm x 85 mm Micro-5D 1 GB DDR3 12V Us$13s
ARM Cortex-A9 and for 3-D + GC 355 for
Atmel SAM3X8E ARM 2-D (vector graphics)
Cortex-M3 + GC 320 for 2-D
Samsung ARM A15x4 Mali-T628 MP6 core 1.3 GHz and 39 mm x 29 mm 16 GB 2 GB LPDDR3 34-5V Us$100
Artik 10 and A7x4 1.0 GHz

Source: Singh 2017, CE Magazine, April 2017

5/28/2023
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Software for loT

Source: Singh 2017, CE Magazine, April 2017

ML
L1
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nergy
Consumpti

P o
Protection

Design for
Reliability

Fault Fast
Tolerance ast
Communication
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Tools and Solutions

IoT/CPS - Prof./Dz. Saraju Mohanty

5/28/2023 242



5/28/2023

loT - Design & Simulation Challenges

Traditional controllers and processors do not
meet loT requirements, such as multiple sensor,
communication protocol, and security
requirements.

Existing tools are not enough to meet challenges
such as time-to-market, complexity, cost of |IoT.

Can a framework be developed for simulation,
verification, and optimization:

o of individual (multidiscipline) “Things”
o of loT Components
o of loT Architecture

-9 é X I_‘J ==
Sm Electronic Systems
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loT Simulators

I0T/CPS - Prof./Dr. Saraju Mohanty
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loT Simulator - CUPCARBON

About

o CUPCARBON is a smart city and Internet of Things Wireless
sensor network simulator (SCI-WSN)

Objective

o Design, Visualize, Debug

o Validate distributed algorithms

o Create environmental scenarios

EnVl ronments Source: http://www.cupcarbon.com/

> Design of mobility scenarios and the generation of natural events
such as fires and gas as well as the simulation of mobiles such as
vehicles and flying objects (e.g. UAVS, insects, etc.).

> A discrete event simulation of WSNs which takes into account the
scenario designed on the basis of the first environment.

I0T/CPS - Prof./Dt. Saraju Mohanty
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CUPCARBON

About:

CUPCARBON is a smart city and Internet of Things
Wireless sensor network simulator (SCI-WSN).

Objective

Design

Visualize

Debug

Validate distributed algorithms
Create environmental scenarios

== a /’J \ B
Sm Electronic S
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CUPCARBON

SenScript

It Is the script used to program
sensor nodes of the CupCarbon
Simulator.

In this script variables are not
declared but can be
Initialized(set command).

A variable is used by its name
and its value is determined by $.

SenScript-Source

IoT/CPS - Prof./Dt. Saraju Mohanty

Editor:

Notepad ++ (for Windows) and
CotEditor (for MAC).

Example:

Sen: Set x abcd
Java: String x= “abcd”

Sen: sety $x
Java: String y = x;

Sen: sety X
Java: String y = “X”

&G @ 2 8
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http://www.cupcarbon.com/senscript.html#int

loT Simulators - Node-RED

= About:

o Node-RED is a flow-based 10T Simulator.

o It is a programming tool for wiring together hardware devices,
APIs and online services in new ways.

o The light-weight runtime is built on Node.|s, taking full advantage
of its event-driven, non-blocking model.

= Editor:

o Browser-based editor.
o The flows created in Node-RED are stored using JSON which
can be easily imported and exported for sharing with others.
= Advantages:
o Available for smaller computing devices such as Raspberry Pi.

o It takes moments to create cloud applications that combine
services from across the platform.
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loT Simulators - SimpleloTSimulator

= About:

o SimpleloTSimulator i1s an |oT Sensor/device
simulator that quickly creates test environments
made up of thousands of sensors and gateways,
all on just one computer.

I0T/CPS - Prof./Dz. Saraju Mohanty
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loT Simulators - Meshify

About:

o Meshify offers industrial 10T solutions. It helps to
monitor, analyze, control, & track your devices.

o It was founded in 2011 with the goal of making loT
more accessible.

Services:

o Hardware Selection & Implementation
UI/UX Design & development
Seasoned Integrations Team
End-to-end Architecture design

Q
Q
Q
o Professional Project Management

Py

S €l
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loT Simulators — Observations
loT does not have a one-size-fits-all
solution.

loT solutions often require pulling together
different device APIs and online services
IN new and interesting ways.

It 1s a multi-disciplinary domain and
everyone cannot master everything.

Tools that make it easier for developers at
all levels, are always in demand.

I0T/CPS - Prof./Dt. Saraju Mohanty
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Metamodel based Simulation?

“Model of a model” -- Metamodels are
mathematical function (s) used to represent
computer simulation models — e.g. polynomial
functions, DOE predictive functions, neural
networks, and Kriging interpolation:

F(x,) =F(x,) +&~F(x,)

|
u Some Metamodels }

| | |
L—{ Polynomial ] Neural- Kriging
Networks Methods
) 2]
m, Elaec %ﬁ%‘hs
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IVAMS - ANN Metamodel Generation

Folded-Cascode Operational Common-Source Common-Mode
Transcoductance Amplifier (OTA) (CS) Amplifier Feedback (CMFD)

|
I
I
: | Decide on a NN Architecture Parameters (e.g. Number of Ilidden layers) |
I
I

— Ff R
Seleetion Phase

Inp Oulp 2 |
| — |
|
|_ | A 4 Training I
\ }/ I | Train the Multilayer Feed-Forward Neural Network Architecture | Phase '
/ Parameterized Schematic-Level SPICE Netlist of OP-AMP / iy ey o oSSl _-I
Perform Latin Hypercube Sampling (LHS) of Process/Design Parameters

Verification

|
|
|
Phase '

Accuracy Met?

Integrate the Circuit-Parameter Metamodels of the OP-AMP in Verilog-AMS |

*
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IVAMS - ANN Metamodeling

Input Layer Hidden Layer Output Layer

b11 Neuron br| Neuron

X1 ° g1 B 82 _".
M Input X "4 b12 %’~ v . N Output

Design Or 2 |
Pro%ess 3 Wr' &1 W 2| Perform ance
‘ J Metrics
Variable “ - ‘ .

Py
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IVAMS - ANN Metamodel
Architecture Selection

Training Statistical Training Training Circuit
Samplmg Performance Parameter

Sample Data Performance ANN Parameter ANN |
Verification | |Metamodel Verification | |Metamodel Verification | |
| | |

Select most Accurate ANN Metamodel of the Analog Block

I0T/CPS - Prof./Dz. Saraju Mohanty

5/28/2023 255



Related Buzzwords

Buzzwords
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Some related Buzzwords

Smarter

Machine
(M2M)

Internet of
Everything
(IoE)

Internet of

_ Cyber Physical Systems (CPS)
Ihings (IoT)

The Fog

Industry 4.0 Trillion

(Automation and Sensors
Data Exchange Industrial (Tsensors)
in Manufacturing(  Internet of

Technology) Things (lloT)

Source: Sangiovanni-Vincentelli 2016, ISC2 2016
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loT Vs Sensor Networks

Wireless Sensor loT
Networks (WSN) = loT in a broad sense is like a

= WSN is like the eyes and  brain.
ears of the loT. = Store both real world data and

= Anetwork of small wireless ¢an also be used to monitor
electronic nodes which the real world parameters and

consists of different  9ive meaningful interpretation.

Sensors. g o1
OrS _ ‘Applications . — 9\
= The purpose is to collect - *
data from the environment. - s
2 oud servers )
| loT adds value to data! | @ sy M
Source: Nia 2017, IEEE TETC 2017
& & 8
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loT Vs Fog Computing

IoT device

. @8 Gateway
Fog computing \

\
A

IoT device
®--_

o Gateway

/

’ IoT device
&b Gateway @/g\_e

Fog computing

Fog computing

Source: https://lwww.researchgate.net/figure/311918306_figl_Fig-1-High-level-architecture-of-Fog-and-Cloud-computing
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Fog Vs Edge Vs Cloud Computing

Fog computing and edge computing involve
pushing intelligence and processing capabilities
closer to where the data originates from "Things" to
reduce communication traffic and improve IoT
response.

Cloud Computing

 Scalability
* Big Data Analytics
» Software as a Service (SaaS)

* Infrastructure~gs a Service (laaS)
* Platform as a Semce (PaaS)
» Resource Pooling
e Elastic Compute

ecure Access

» Real-Time Control

» Real-Time Analysis

» Data Ownership
Protection

» Secure Multi-Cloud
interworking

* Device

management
» Data Service
« Communication

 Dedicated App
Hosting
* Embedded OS

Fog Computing

Edge: Intelligence, Processing,
and Communication - Devices Fog: Intelligence - LAN, Processing

like Programmable Automation - fog node or 10T gateway.
Controllers (PACs) Source: https://www.automationworld.com/fog-computing-vs-edge-computing-whats-difference
Source: https://www.nebbiolo.tech/wp-content/uploads/whitepaper-fog-vs-edge.pdf
)
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End, Edge Vs Cloud Security, Intelligence ...

’ M— o Edge Data
A Thing Center I;";((.)) @
- 11
" ~
s Local
Area
== _-» Network
, (LAN)
4
\Edge Royter // Cloud
K Security/Intelligence
Sensors (Things) »Big Data
——— Cluster /C_;ateway > Lots of
 7 Devices Edge Devices Computational
End Security/Intelligence ~ Edge Security/Intelligence Resource
. »Accurate Data
» Minimal Data »Less Data Analytics
» Minimal Computational »Less Computational Resogrce »Latency in Network
Resource »Less Accurate Data Analytics

»Energy overhead in
Communications
Source: Mohanty iISES Keynote 2018 and ICCE 2019 Panel

» Least Accurate Data Analytics »Rapid Response
» Very Rapid Response
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loT Vs Cyber Physical Systems (CPS)

—~

:'.".".".' ﬁﬁ ﬁ i

Cyber Physical
System (CPS)

CATV

Core Network
Wi-Fi

I-II- iy,
| L[]

-

Finance Energy
Public Infrastructure

Energy management Home
Infrastructure

Source: Mohanty 2016, CE Magazine July 2016

5/28/2023

- o=
I0T/CPS - Prof./Dr. Saraju Mohanty

262



Internet of NanoThings (IoNT)

Akyildiz_IEEE-Wireless-Communications_Magazine _2015-Mar

Akyildiz_IEEE-Wireless-Communications_Magazine_2010-Dec
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Internet of MedicalThings (IoMT)

Health\,Cloud < umu— %

B, @ I -
tablet \ Desktop e %

m
anager P sen Gateway o
other services

Physician o 'LY
D - @ _ s@‘ 1 Blood pressure
gmnjm&ﬂml
: |

! Biobanks \5} m;hﬁgz-omfrmx

t clinical trials

Al
|1\

Wearables

RFID Reader Network Hub

Patlent

loMT is a collection of medical devices and applications
that connect to healthcare IT systems through Internet.

Source: http://www.icemiller.com/ice-on-fire-insights/publications/the-internet-of-health-things-privacy-and-security/

Dimitrov 2016, Healthcare Informatics Research. July 2016

Source: http://internetofthingsagenda.techtarget.com/definition/loMT-Internet-of-Medical-Things
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Internet of Agro Things (I0AT)
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Industrial Internet of Things (l1oT)

Industrial Internet of Things

Processing - Connectivity
Tools L, Anplytics

Machines
& Sensors

Source: https://www.rfpage.com/applications-of-industrial-internet-of-things/
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Internet of Every Things (loE)

People Process .
Requires:

Connecting people to the Internet  Deliver right information to right  apatg Device

for more valuable communications  place, person or machine at the : ’

— and System
E Implantable Medical FIERERIE Security
Device (IMD) =Data,
*Wr:arablr: Medical Internet of Location, and
Device (WMD) Everyﬂling System
Data (IoE) ﬁ Privacy
Collecting data and leverage it Devices comnected to each
for decision making hee od Thm Ammere
A @ _ (Internet of Things (IoT)).

o Perform decision making

‘ I Crowdsourcing whenever necessary. gi

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, "PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in the Internet of Everything (IoE)", arXiv Computer Science, arXiv:1909.06496, September 2019, 37-pages.
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Conclusion
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Conclusion

loT has following components: Things, LAN, Cloud, Internet.
loT Is backbone of smart cities.

Scalability, Cost, Energy-consumption, Security are some Iimportant
challenges of I0T.

Security, Privacy, and Ownership Rights are critical for trustworthy IoT
design.

Physical Unclonable Functions (PUF) emerging as a good security solution.

Coordination among the various researchers and design engineers is a
challenge as 10T is multidisciplinary.
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Future Directions

Energy-Efficient “Thing” design Is needed.

Security and Privacy of Information need
more research.

Security of the CE systems (e.g. UAV, Smart
Cars) needs research.

Safer and efficient battery need research.
loT automatic design tool needs research.

Some 10T simulators exist, but more needed
for efficient, accurate, scalable, multi-
discipline simulations.

I0T/CPS - Prof./Dt. Saraju Mohanty

270



	Slide 1: Internet of Things (IoT)
	Slide 4: Talk - Outline
	Slide 5: Population Trend – Urban Migration
	Slide 6: Human Migration Problem
	Slide 7: Smart Cities - A Solution
	Slide 8: Smart Cities - 3 Is
	Slide 9: IoT is the Backbone Smart Cities
	Slide 10: IoT  CPS  Smart Cities
	Slide 11: Cyber-Physical Systems (CPS) - 3 Cs
	Slide 12: Internet of Things (IoT) - History
	Slide 13: Components
	Slide 14: IoT – Definition - International Telecommunication Union (ITU)
	Slide 15: IoT – Definition - IoT European Research Cluster (IERC)
	Slide 16: IoT –   Formal Definition - IEEE
	Slide 17: IoT –   Formal Definition - IEEE
	Slide 18: Internet of Things (IoT) – Concept
	Slide 19: IoT Architecture - 3 & 5 Level Model
	Slide 20: IoT Architecture - 7 Level Model
	Slide 21: IoT - Architecture
	Slide 22: IoT - Architecture 
	Slide 23: IoT – Sensors
	Slide 24: IoT – Things
	Slide 25: IoT - Communications 
	Slide 26: IoT - Protocols
	Slide 27: IoT - Protocols
	Slide 28: IoT - Protocols
	Slide 29: IoT - Protocols
	Slide 30: IoT - Protocols
	Slide 31: IoT – Data Protocol - MQTT
	Slide 32: IoT - Cloud
	Slide 33: IoT - Elements
	Slide 34: IoT - Applications
	Slide 35: IoT - Markets and Stakeholders 
	Slide 36: Smart City Market Segments – by 2025
	Slide 37: IoT in Smart Healthcare
	Slide 38: IoT in Smart Healthcare
	Slide 39: IoT in Smart Healthcare
	Slide 40: IoT in Smart Transportation
	Slide 41: IoT in Smart Transportation
	Slide 42: IoT Smart Transportation
	Slide 43: IoT in Smart Transportation
	Slide 44: IoT in Smart Energy 
	Slide 45: IoT in Smart Agriculture
	Slide 46: IoT in Smart Government
	Slide 47: IoT in Smart Structure
	Slide 48: IoT in Smart Home
	Slide 49: Driving Technologies
	Slide 50: Cheap and Compact Sensor Technology
	Slide 51: Better Imaging Sensor Technology
	Slide 52: Smart Image Sensor
	Slide 53: Smart Image Sensor
	Slide 54: Smart Image Sensor
	Slide 55: Wireless Image Sensor
	Slide 56: Wireless Image Sensor
	Slide 57: Variety of Communications Technology 
	Slide 58: Visible Light Communications (VLC)
	Slide 59: Cheap Computing Technology
	Slide 60: Efficient Media Compression –  Better Portable Graphics (BPG)
	Slide 61: BPG Compression
	Slide 62: Simplified BPG Algorithm 
	Slide 63
	Slide 64: Memory Technology – Car Example
	Slide 65: Variety of Computer Memory
	Slide 66: Schematic of Resistive RAM (RRAM or ReRAM)
	Slide 67: Schematic of ReRAM
	Slide 68: Magnetic or Magnetoresistive RAM
	Slide 69: Magnetic or Magnetoresistive RAM
	Slide 70: Transistor Level STT-MRAM
	Slide 71: Transistor Level STT-MRAM
	Slide 72: Phase–Change RAM
	Slide 73: Phase–Change RAM
	Slide 74: Machine Learning Technology
	Slide 75: AI, Machine Learning, and Deep Learning 
	Slide 76: Vision Processing Unit (VPU)
	Slide 77: Magnetic Pixels
	Slide 78: Natural Language Processing (NLP)
	Slide 79: Cognitive Computing
	Slide 80: Neuromorphic Computing or Brain-Inspired Computing
	Slide 81: Neuromorphic Computing or Brain-Inspired Computing
	Slide 82: Affective Computing
	Slide 83: Reservoir Computing
	Slide 84: Brain Computer Interface (BCI)
	Slide 85: Natural User Interface (NUI)
	Slide 86: The Blockchain
	Slide 87: The Blockchain
	Slide 88: Challenges and Research
	Slide 89: IoT – Multidiscipline Research
	Slide 90: IoT – Selected Challenges
	Slide 91
	Slide 92: High Design and Operation Cost
	Slide 93: Communication Latency and Energy Consumption
	Slide 94: Impact of High Energy Consumption
	Slide 95: Energy Consumption of Sensors, Components, and Systems
	Slide 96: Battery-Less IoT
	Slide 97: Energy Conversion Efficiency
	Slide 98: Energy Conversion Efficiency
	Slide 99: Energy Storage - High Capacity and Efficiency Needed
	Slide 100: Safety of Electronics
	Slide 101: Safety of Electronics
	Slide 102: Energy Storage - High Capacity and Safer Needed
	Slide 103: Huge Amount of Data
	Slide 104: Data is Most Valuable
	Slide 105: Bigdata in IoT and Smart Cities
	Slide 106: Bigdata in IoT and Smart Cities
	Slide 107: IoT Security - Attacks and Countermeasures
	Slide 108: Security, Privacy, and Copyright
	Slide 109: Security, Privacy, IP Rights
	Slide 110: Security – Different Aspects
	Slide 111: Security - Information, System …
	Slide 112: Security - Information, System …
	Slide 113: Security – Information …
	Slide 114: Information Privacy
	Slide 115: Privacy – Different Aspects
	Slide 116: Copyright or Intellectual Property (IP) Protection
	Slide 117: Security in Communications Technology 
	Slide 118: Denial-of-Service (DoS) Attacks
	Slide 119: Security - Systems …
	Slide 120: Selected Attacks on a Typical  CE System – Security, Privacy, IP Right
	Slide 121: CE System Security – Smart Car
	Slide 122: CE System Security – UAV
	Slide 123: Attacks - Software Vs Hardware
	Slide 124: Trustworthy CE System
	Slide 125: Security - Software Vs Hardware
	Slide 126: Hardware Assisted Security
	Slide 127: Hardware Assisted Security
	Slide 128: CE System Design and Operation Tradeoffs
	Slide 129: CE System Energy & Security Tradeoff – System Level
	Slide 130: Different Attacks on a Typical CE System
	Slide 131: Physical Attacks on Hardware
	Slide 132: Physical Attacks on Hardware
	Slide 133: Physical Attacks on Hardware
	Slide 134: Malicious Design Modifications Issue
	Slide 135: Malicious Design Modifications Issue
	Slide 136: Trojans Secure Digital Hardware Synthesis
	Slide 137: Trojan Secure Digital Hardware Synthesis
	Slide 138: Different Types of Hardware Trojans
	Slide 139: Memory Attacks
	Slide 140: Memory Security and Protection
	Slide 141: Embedded Memory Security and Protection
	Slide 142: RFID Security - Attacks
	Slide 143: RFID Security - Solutions
	Slide 144: NFC Security - Attacks
	Slide 145: NFC Security - Solution
	Slide 146: NFC Security - Solutions
	Slide 147: Autonomous Car Security –  Key Aspects
	Slide 148: Next-Generation Car – Security Venerability
	Slide 149: Autonomous Car – Security Venerability
	Slide 150: Autonomous Car Security – Cryptographic Hardware
	Slide 151: Autonomous Car Security
	Slide 152: Autonomous Car Security
	Slide 153: Autonomous Car Security – Collision Avoidance
	Slide 154: Autonomous Car – Privacy Venerability
	Slide 155: Autonomous Car – Privacy Venerability
	Slide 156: Smart Healthcare - Security and Privacy Issue
	Slide 157: Smart Healthcare Security
	Slide 158: Smart Healthcare Security –Medical Signal Authentication
	Slide 159: Side Channel Leakage
	Slide 160: History of Side Channel Attacks
	Slide 161: Mechanical Cryptography
	Slide 162: Modern Cryptography
	Slide 163: Advanced Encryption Standard - AES
	Slide 164: How Secure is it?
	Slide 165: Side Channel Attacks
	Slide 166: What are Side Channel Analysis Attacks?
	Slide 167: Power Analysis Attacks 
	Slide 168: Side Channel Attacks – Differential and Correlation Power Analysis (DPA/CDA)
	Slide 169: Side Channel Attacks - Correlation Power Analysis (CPA)
	Slide 170: Differential Power Analysis Attacks - DPA
	Slide 171: Correlation Power Analysis Attacks - CPA
	Slide 172: Correlation Power Analysis (CPA)
	Slide 173
	Slide 174: Correlation Power Analysis Attacks - CPA
	Slide 175: Attack on Standard AES Circuit
	Slide 176: Timing Attacks 
	Slide 177: Cache Content / Timing
	Slide 178: EM Radiation
	Slide 179: Fault Attacks
	Slide 180: Acoustic Noise
	Slide 181: How to Prevent These Attacks
	Slide 182: How to Prevent These Attacks
	Slide 183: Differential Power Analysis (DPA) Attack Countermeasures
	Slide 184: Selected DPA and Correlation Power Analysis (CPA) Attack Resilience Methods
	Slide 185: DPA Resilience Hardware:   Sense Amplifier Basic Logic (SABL)
	Slide 186: DPA Resilience Hardware - Differential Logic and Routing
	Slide 187: DPA Resilience Hardware - Differential Logic and Routing
	Slide 188: DPA Resilience Hardware - Synthesis Flow
	Slide 189: DPA Resilience Hardware
	Slide 190: Firmware Security
	Slide 191: Multimedia Piracy – Movie/Video
	Slide 192: Multimedia Piracy – Music/Audio
	Slide 193: DRM - Definition
	Slide 194: DRM - Techniques
	Slide 195: Information Protection -  Cryptography
	Slide 196: Copyright Protection -  Watermarking
	Slide 197: A DRM Hardware Integrated CE System – Secure Digital Camera (SDC) Example
	Slide 198
	Slide 199
	Slide 200: DRM Hardwares – CyptMark: Encryption + Watermarking
	Slide 201: Copyright Protection Hardware –  MPEG-4 Video Watermarking
	Slide 202: DRM Hardware - Secure Better Portable Graphics (SBPG)
	Slide 203: Secure Image Sensors
	Slide 204: TrustCAM - Security and Privacy 
	Slide 205: Smart Cameras with Signcryption
	Slide 206: PUF-based Trusted Sensor
	Slide 207: Hardware IP Right Infringement
	Slide 208: Hardware Intellectual Property Issue
	Slide 209: Hardware Reverse Engineering
	Slide 210: Counterfeit Hardware
	Slide 211: Counterfeit Hardware
	Slide 212: Worldwide Electronics Revenue
	Slide 213: Cloned/Fake Electronics Hardware – Example - 1
	Slide 214: Cloned/Fake Electronics Hardware – Example - 2
	Slide 215: Cloned/Fake Electronics Hardware – Example - 3
	Slide 216: Cloned/Fake/Counterfeit Electronics
	Slide 217: Cloned/Fake Electronics Hardware - What is the Problem? It is cheaper!
	Slide 218: Cloned/Fake Electronics Hardware - What is the Problem? It is cheaper!
	Slide 219: Selected Solutions for IP Protection
	Slide 220: Watermarking for Hardware IP Protection
	Slide 221: Digital Hardware - Watermark
	Slide 222: Watermark (W) Detection Process
	Slide 223: Digital Hardware – IP Metering
	Slide 224: Digital Hardware – Obfuscation
	Slide 225: Digital Hardware Synthesis to Prevent Reverse Engineering
	Slide 226: Digital Hardware – Architecture Level Obfuscation Method
	Slide 227: Digital Hardware – Computational Forensic Engineering (CFE) 
	Slide 228: Protecting Hardware using PUF
	Slide 229: Protecting Hardware by DNA Tagging
	Slide 230: Physical Unclonable Function (PUF)
	Slide 231: PUF - Principle
	Slide 232: PUF - Principle
	Slide 233: PUF - Principle
	Slide 234: PUF Vs Encryption
	Slide 235: Design Flow
	Slide 236: IoT – Design Flow
	Slide 237: IoT – Design Flow
	Slide 238: IoT Design – Case Study – Indoor Air Quality Monitoring
	Slide 239: Hardware for IoT
	Slide 240: Software for IoT
	Slide 241: How to Handle DfX in IoT Design?
	Slide 242: Tools and Solutions
	Slide 243: IoT - Design & Simulation Challenges
	Slide 244: IoT Simulators
	Slide 245: IoT Simulator - CUPCARBON
	Slide 246
	Slide 247
	Slide 248: IoT Simulators - Node-RED 
	Slide 249: IoT Simulators - SimpleIoTSimulator 
	Slide 250: IoT Simulators - Meshify 
	Slide 251: IoT Simulators – Observations
	Slide 252: Metamodel based Simulation?
	Slide 253: iVAMS - ANN Metamodel Generation
	Slide 254: iVAMS  - ANN Metamodeling
	Slide 255: iVAMS - ANN Metamodel Architecture Selection
	Slide 256: Related Buzzwords
	Slide 257: Some related Buzzwords
	Slide 258: IoT Vs Sensor Networks
	Slide 259: IoT Vs Fog Computing
	Slide 260: Fog Vs Edge Vs Cloud Computing
	Slide 261: End, Edge Vs Cloud Security, Intelligence …
	Slide 262: IoT Vs Cyber Physical Systems (CPS)
	Slide 263: Internet of NanoThings (IoNT)
	Slide 264: Internet of MedicalThings (IoMT)
	Slide 265: Internet of Agro Things (IoAT)
	Slide 266:  Industrial Internet of Things (IIoT)
	Slide 267: Internet of Every Things (IoE)
	Slide 268: Conclusion
	Slide 269: Conclusion
	Slide 270: Future Directions

