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Abstract

In this paper we present a robust and novel strategic in-
visible approach for insertion-extraction of a digital wa-
termark, a color image, into color images. The novelty
of our scheme lies in determining a perceptually impor-
tant sub-image in the host image so that slight tampering
of the sub-image will affect the aesthetic of the host im-
age significantly. This eliminates the possibility of water-
mark removal, which in turn makes the watermark secure
and robust. The other novel feature of our algorithm is
the creation of a compound watermark image, called effec-
tive watermark, using the input user watermark (logo) and
attributes of host image, which facilitates robust insertion-
extraction processes. The effective watermark creation con-
sists of two distinct phases: In the first phase, a statisti-
cal image is synthesized from a perceptually important sub-
image of the host image and in the second phase, a com-
pound image is created by fusing the input logo and syn-
thetic statistical image. Results of exhaustive experimen-
tation using standard benchmarks demonstrates the robust-
ness and efficacy of our approach.

1 Introduction

Many research efforts over the past decade have enabled
digital watermarking to establish itself as a potential solu-
tion for the protection of ownership rights and policing in-
formation piracy of multimedia elements like images, audio
and video. Watermarking techniques developed for images
are mainly classified into visible and invisible approaches.

While the visible methods provide means for overt asser-
tion of ownership with logos, the invisible methods provide
covert protection of these rights.

Starting with IBM’s Vatican Library project [10], visi-
ble watermarking technology quickly matured with a few
but significant contributions (e.g. [1, 18, 13, 12]) from re-
searchers. Invisible watermarking, on the other hand, is
a well addressed topic that was initiated by the research
teams of Cox [7], Craver [2] and others. Though invisible
watermarking techniques helped in making the watermark
imperceptible to human eye and less prone to attacks, seri-
ous challenges to protect the embedded watermark against
different types of attacks still persist. Many of the current
techniques use different transform domains to embed the
watermark inspired by methods of information coding and
image compression. The watermark is embedded into the
cover image using the discrete cosine transform (DCT), dis-
crete wavelet transform (DWT) and discrete fourier trans-
form (DFT).

The paper is organized as follows: The contributions of
this paper are presented in Section 2. The relevant related
research works that served as motivation for this research
work are discussed in Section 3. In Section 4 we present our
innovative strategy for invisible watermark creation. Sec-
tion 5 discusses the implantation of the compound water-
mark along with the rationale behind the approach. Sec-
tion 6 presents our scheme for non-blind extraction of in-
visible watermarks implanted using our scheme. Finally,
experimental results on the performance of our invisible wa-
termarking scheme are presented in Section 7 followed by
summary and conclusions in Section 8.



2 Our Contributions

In this paper, we propose a novel strategy for DCT do-
main robust invisible embedding and extraction through a
unique approach for creation of a compound image to serve
as the effective watermark.

  Block  Segmentation
Perceptually Important

Image Statistics
     Generator

Synthetic 
Image

Input
Watermark

         Insertion
Invisible Watermark

Watermark
  Creation

Host Image(Lena)

Watermarked
Lena

    (Logo)

  Key

Effective Watermark

Figure 1. Overview of our Proposed Water-
marking Scheme

Fig. 1 provides a schematic overview of the proposed
watermarking method. Initially, the algorithm determines
the most eye sensitive sub-image that is a contiguous collec-
tion of significant blocks in the image by considering sev-
eral influencing characteristics of the Human Visual System
(HVS). While a block is an M × N pixel matrix, the sub-
image is a contiguous set of NB blocks. The image statis-
tics generator module computes the desired statistics from
the segmented sub-image in the DCT domain and creates a
synthetic image resembling the host sub-image. The input
‘key’ has two parts: position key and seed key. The ‘posi-
tion key’ decides the selection of coefficients for the image
statistics generation. The ‘seed key’ is used in the Gaussian
and Laplacian variates as explained in Section 4. The sta-
tistical synthetic image created from the perceptually most
important sub-image of the image supplements the robust
extraction of the watermark for verification and authentica-
tion. We create an ‘effective watermark’ by embedding the
user given distinct and recognizable logo to the syntheti-
cally generated image by fusing them together. This com-
pound image, called the ‘effective watermark’, is implanted
in the host image at the same location as the perceptually
most important sub-image of the host invisibly. The moti-
vation behind making a compound image for the watermark
is that even though the logo might get distorted during any
signal processing attack on the watermarked image, the syn-
thetic image will follow the original image faithfully with
respect to distortion and restoration helping us in robust ex-
traction. Based on this consideration, we propose a strate-

gic feedback based approach to extract the watermark from
a possibly corrupted image.

3 Related Research and Motivation

In recent years, many watermarking algorithms have
been suggested by researchers to maintain the originality
and integrity of networked digital multimedia content. In-
visible robust watermarking of digital images is one among
the leading research efforts which are being performed in
the DCT, DWT, or DFT domains. Cox et al. [7] use spread
spectrum techniques to embed the watermark in the DCT
domain. To improve Cox’s method, Lu et al. [8] use cock-
tail watermark to improve the robustness and used HVS to
maintain high fidelity of the watermarked image. Langelaar
et al. [4] proposed an algorithm to embed a bit sequence
in the digital image by selective removal of DCT coeffi-
cients but the modification of DCT coefficients in smooth
regions may result in visual artifacts. Fei et al. [3] analyzed
the performance of block based watermarking schemes in
the presence of lossy compression and suggested a hybrid
watermarking algorithm that has greater resilience to JPEG
compression. Lu et al. [9] presented a novel multipur-
pose blind digital image watermarking technique based on
the multistage vector quantizer structure, which can be ap-
plied to both image authentication and copyright protection.
They embed both semi-fragile and robust watermarks us-
ing different embedding techniques. Jiang et al. [5] pro-
posed a blind watermarking scheme in the DCT domain
which exploits HVS characteristics to generate high visual
quality watermarked images. With respect to strategies to
break watermarking schemes, Holliman et al. [6] described
a class of attacks on certain block-based oblivious water-
marking schemes.

The other frequency transformation technique, DWT has
been used recently by many researchers for digital image
watermarking [19]. Yang et al. [20] proposed a DCT-DWT
domain dual watermarking scheme exploiting the orthog-
onality of image sub spaces to provide robust authentica-
tion. As watermarking becomes more popular for copyright
protection, researchers are focusing on the design of high
performance, low-power hardware based watermarking sys-
tems for realtime applications. Though DWT yields better
PSNR values compared to DCT, researchers are designing
DCT based watermarking systems for hardware implemen-
tation because of the easiness of implementation [15].

Most of the above research works attempt to embed a
pseudo-random sequence as a watermark. But, a source-
based watermark like a unique identifiable color logo is
more appealing for easy identification of the ownership and
authentication. Thus, the robust watermarking scheme pre-
sented here proposes to invisibly hide a color or gray scale
logo in the color or gray scale image. We address in this pa-



per the issue of strategically creating and implanting a wa-
termark with the dual purpose of attack prevention and de-
tection. The invisible robust watermarking scheme works
in the DCT domain. To ensure robustness of the water-
mark, we create a synthetic compound watermark based on
a well recognized logo, the user defined watermark. For the
authentication purpose the compound watermark is created
and verified with the extracted watermark.

4 Our Approach for Watermark Creation

In this section we discuss our approach for creating a
synthetic compound watermark. It may be noted that the
user is allowed to use a color or gray scale image as wa-
termark and we create the compound image (i. e. effective
watermark) and to use it as the medium for robust invisible
watermark insertion and extraction. The creation of the wa-
termark is a two step process: first step is the selection of a
region of interest (sub-image) and gathering of host/original
image statistical information and the second step is the fu-
sion of user input watermark image (a recognizable logo)
and generated synthetic image which create the effective
watermark for our scheme.

For color images, the image is initially converted to gray
scale for the segmentation of perceptually important sub-
image in the image. Once the region is segmented, each
band (red, green, blue) of the color image is considered for
the synthetic image creation followed by creation of the wa-
termark compound image. During the invisible insertion of
the effective watermark into the color host image, each band
of the host is processed with the respective band of the ef-
fective watermark image separately.

4.1 Automatic Detection of a Significant
Sub-Image considering the Human Vi-
sual System (HVS) Sensitivity

In order to automatically find out the sensitive and per-
ceptually important sub-image of an image with respect to
human perception, we need to understand the factors which
influence the Human Visual System (HVS), as suggested
by Osberger et al. [14]. Earlier research works [11], [14]
have identified many factors that influence the visual atten-
tion of humans. They have considered several factors as
discussed below for determining perceptually the most sen-
sitive blocks of the image. It may be noted that a block is
a matrix of M × N pixels, same size as that used for DCT
computation. What we are interested in is to automatically
determine a contiguous set of perceptually significant such
NB blocks constituting a “sub-image”.
Intensity: According to [11] the blocks of the image which
are more close to the mid intensity of the image are most
sensitive to the human eye.

Contrast: A block which has high level of contrast with
respect to the surrounding blocks attract the human eye’s
attention and hence are perceptually more important.
Location: According to [14] the center-quarter of an image
is perceptually more important than other areas of the im-
age. So, we concentrate our focus at the central-quarter of
the image.
Edginess: A block which contains prominent edges cap-
tures the attention of the human eye.
Texture: A highly textured block is less sensitive to noise.
Modification inside a highly textured block is unnoticeable
to human eye.

In order to determine the sub-image of interest, the host
image is divided into M × N blocks and a sliding square
window containing NB number of such blocks in both the
horizontal and vertical directions (a tentative sub-image) is
considered. The sliding window slides across the image and
computes a quantitative measure (M ) for each one of the in-
fluencing factors at every location. The mathematical equa-
tions used to find the quantitative measure for these factors
are described below.
Intensity Metric: The mid intensity importance Mintensity

of a sub-image (or window) Wi is computed as:

Mintensity(Wi) = Abs(AvgInt(Wi)
−MedInt(I)), (1)

where AvgInt(Wi) is the average luminance of sub-image
Wi, and MedInt(I) is the average luminance of the whole
image.
Contrast Metric: A sub-image which has high level of con-
trast with respect to the surrounding sub-images attracts the
human eye’s attention and supposedly is perceptually more
important. If AvgInt(Wi) is the average luminance of sub-
image Wi and AvgInt(Wi−surrounding) is the average lu-
minance of all its surrounding sub-images, then the contrast
measure can be defined as:

Mcontrast(Wi) = AvgInt(Wi)
−AvgInt(Wi−surrounding).

(2)

Location Metric: The location importance Mlocation of
each sub-image is measured by computing the ratio of the
number of pixels of the sub-image who are lying in the
center-quarter of the image to the total number of pixels in
the sub-image. This can be expressed as:

Mlocation(Wi) =
centre(Wi)
Total(Wi)

, (3)

where centre(Wi) is number of pixels of the sub-image ly-
ing in the central quarter of the image and Total(Wi) is the
total number of pixels of the sub-image, i. e. the area of the
sub-image.
Edginess Metric: The edginess of the window Medginess

is computed by adding the blocks which are determined as



(a) Lena (b) bear

Figure 2. Automatic Determination of Percep-
tually Important Sub-images in Images

edge blocks. A block is declared as an edge block if the
summation of absolute values of all the AC coefficients in
a block exceeds a predetermined threshold as suggested by
Shen et al. [17]. It may be noted that a spatial domain oper-
ator like Sobel or Canny could be used for edge detection,
but we used the DCT domain techniques as we intended to
perform all processing in DCT domain.
Texture Metric: The texture factor Mtexture is computed by
adding the variance of all the AC coefficients of each block
inside the window. It has been shown that a highly textured
block has evenly distributed AC coefficients. So, a high
variance value indicates that the sub-image is less textured.
This can be calculated as:

Mtexture(Wi) =
∑

(Fj,k − µAC)2

(M × N) − 1
, (4)

where Fj,k is the (j, k)th AC coefficient of the sub-image
Wi and µAC is the mean of all the AC coefficients.

After performing the above computation for the win-
dows, we assign an important measure for each of the five
factors. The measure for each factor is normalized to be in
the range [0, 1]. After the normalization, we combine these
five factors for each window to produce an overall Impor-
tance Measure (M ) for each of the sub-images. We chose to
square and sum all the factor measures to produce the final
M for for each window Wi as described by the following
equation [14]:

M(Wi) = (Mintensity(Wi))
2 + (Mcontrast(Wi))

2

+(Mlocation(Wi))
2 + (Medginess(Wi))

2

+(Mtexture(Wi))
2
.

(5)

The calculated M for all the windows are sorted and the
window having the highest value of M is selected as the
perceptually most important region. The perceptually im-
portant sub-image found by our approach in the Lena and
bear images are shown in Fig. 2 for block size of 8× 8 pix-
els and sub-image (window) size of 5 × 5 blocks.

To deal with the color images, we convert the image
to gray scale to find the location of perceptually the most

important sub-image. The same location is used in all the
bands during the synthetic image generation as well as the
invisible insertion of the watermark.

4.2 Creation of the Watermark

The following steps are followed to initially generate a
synthetic image from perceptually the most important re-
gion and finally create a compound image watermark where
a logo or emblem is visibly embedded [12] in the generated
synthetic image. The compound image serves as the invisi-
ble watermark in the algorithm proposed next.

1. Divide the host image into an integral number of M ×
N blocks (after necessary image extensions.)

2. Choose the blocks in perceptually the most important
region of the host (as found in the previous section) for
the generation of the synthetic image.

3. Obtain DCT coefficients for the individual blocks of
the host and compute the standard deviations of the
significant DCT coefficients over the sample space of
the host image blocks.

4. Synthesize a statistical image (in DCT space) of the
same size as the aforementioned sensitive area of the
image using the formula:

wsk
i,j =

{
G(ck

i,j , σi,j) if i = j = 0
L(ck

i,j , σi,j) otherwise
(6)

The super or subscripts k and (i, j) of the various terms
denote the block and the block pixel indices, respec-
tively and c and ws indicate the DCT coefficients of
the host and synthetic images, respectively. G(., .) and
L(., .) are Gaussian and Laplacian random variates,
respectively, with the first parameter referring to the
mean value of the distribution and the second param-
eter σi,j referring to the standard deviation. For σi,j ,
we use the standard deviation of the (i, j)th DCT co-
efficient obtained in step 3. Our choice of these two
distributions for modeling the DC and AC DCT co-
efficients of the host image is motivated by empirical
results of Reininger and Gibson [16], i. e. Gaussian for
DC and Laplacian for AC. This dual random distribu-
tion makes the watermark more homogenously adapt-
able to the distribution of DCT coefficients, which is a
unique shift from existing schemes in which only one
distribution is used.

5. Choose an input logo of smaller size (after necessary
scaling down) for superposition on the synthetic im-
age ws so generated. Divide it into M × N pixel
size blocks and obtain its block-wise DCT coefficients
(wc’s).
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Figure 3. Watermark Creation for Lena

6. Fuse this in a less sensitive area of the synthetic im-
age using any DCT based visible watermarking algo-
rithm (e.g. [11]). This actually involves determination
of two block-specific parameters αk and βk indicating
the proportions of the synthetic image and the input
watermark required for effective fusion. The block fu-
sion formula for effective invisible watermark creation
is given below:

wmk
ij = αk × wsk

ij + βk × wck
ij , (7)

where wm represents the final compound watermark,
ws symbolizes the synthetic image and wc stands for
the chosen logo. Fig. 3 depicts the creation of a sample
watermark compound image for block size of 8 × 8
pixels and sub-image (window) size of 5 × 5 blocks.

The position key determining the selection of DCT co-
efficients for the synthetic image generation and the seed
used by the random variates during the statistics generation
are saved for the use during authentication. To create a com-
pound watermark from a user given color logo, each band of
the color logo is treated as of the gray scale logo and finally
stitched together to generate a color compound watermark.

5 Watermark Insertion

The compound watermark generated in the previous sec-
tion is now embedded in the host image invisibly by fusion
of the compound watermark (wm) blocks into the corre-
sponding blocks of the earlier chosen perceptually most im-
portant region of the host image. To make the watermark
invisible, we need to properly scale down the DCT coeffi-
cients of the watermark. In the formula given in the invisi-
ble insertion module of Fig. 4, we denoted the scaling factor
corresponding to an individual DCT term by αk

i,j . However,
by experimentation with various images, we found that only
two scaling factors, one for the DC and the other for AC co-
efficients, need to be specified, and the values 0.02 and 0.1
for these two types of coefficients, respectively, give good
results. This simplifies our computations. However, in or-
der to make the presence of the watermark undetectable by
simple statistical analysis, we depart from the simplified ap-
proach of Cox et al. [7] wherein the watermark is added to
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Figure 4. Algorithm for Watermark Insertion

the host at every term. We, on the other hand, add the wa-
termark to the host DCT coefficients at some positions and
subtract from them at the other, as suggested by Craver et al.
[2]. This (1, -1) bit pattern/sequence (denoted by bk

i,j) de-
termining the addition or subtraction involved at each pixel
position could be any arbitrarily chosen random sequence,
but we chose to use an alternating sequence in the current
implementation for the sake of simplicity. The mathemati-
cal formula used for the invisible insertion of the effective
watermark into the host image is given below:

c∗k
ij = ck

ij + bk
ij × αk

ij × wmk
ij . (8)

Here c represents the DCT coefficients of the original host
image and c∗ represents the DCT coefficients of the water-
marked image.

In the case of colored hosts each band of the watermark
is independently embedded into the corresponding band of
the host and all the bands are stitched together to gener-
ate the color watermarked image. However, we convert
the logo into gray scale to embed into gray-scaled hosts.
Inverse Discrete Cosine Transformation (IDCT) block by
block can be applied to the encoded image (c∗) resulting
from DCT block fusion in the above step to produce the
watermarked image in the spatial domain.

6 Watermark Extraction and Authentication

Fig. 5 depicts the modular scheme for watermark extrac-
tion in our proposed invisible watermarking scheme. In
a naive situation where a watermarked image is not tam-
pered, we need only to compute the block-wise DCT co-
efficients of the host and the watermarked image. The ex-



traction process being non-blind, availability of the origi-
nally used data- the host, the watermark, the bit sequence,
and scaling parameters, is presumed. We extract the wa-
termark from the watermarked image in DCT domain by
using the mathematical formula which actually reverses the
watermark embedding operation defined by the following
equation:

wk
i,j =

bk
i,j(c

∗k
i,j − ck

i,j)
αk

i,j

. (9)

Block-wise IDCT processing of the DCT domain water-
mark obtained as above gives the extracted watermark in
the space domain. To determine how far the extracted wa-
termark matches the stored original, we use the template
matching (or correlation detection) algorithm which com-
putes the correlation coefficient γ between the two images
using the formula:

γ =

∑
i,j(wei,j − µe)(wsi,j − µs)√∑

i,j(wei,j − µe)2
∑

i,j(wsi,j − µs)2
, (10)

where we and ws are the extracted and stored watermarks,
and µe and µs, their pixel mean values, respectively. The
subscript i, j of an image variable (we or ws) denotes the in-
dex of an individual pixel of the corresponding image. The
summations are over all the image pixels. During extrac-
tion and authentication in color images, the watermark is
extracted from each of the color bands. The mathematical
formula used to compute a matching score for the extracted
watermark is given below:

γcolor =

∑
b,i,j(web,i,j − µeb)(wsb,i,j − µsb)√∑

b,i,j(web,i,j − µeb)2
∑

b,i,j(wsb,i,j − µsb)2
,

(11)
where b denotes a color band, red (R), green (G) and blue
(B) of the test color image.

The authentication process used in our approach uses the
correlation (corr or γ) value provided by the correlation de-
tector for decision making. It has two states. In the ‘Initial’
state, if it receives a γ ≥ 0.7, it can authenticate (by setting
its output z1 to 1) the presence of a copy of the stored wa-
termark in the test image. Similarly, for a γ ≤ 0.4, it can
authenticate the absence of the watermark and hence sets
it z3 output to 1. However, for values of γ between these
two values, it sets its output z2 to 1 and goes to ‘Uncertain’
state. This necessitates further testing. As we show in the
next section on our experimental results, the watermarked
images, when restored after being subjected to some forms
of distortion (e.g. noise addition), will yield very distorted
watermarks possibly because of the over-smoothing of the
watermarked images compared to the original hosts. The
watermarks extracted after subjecting the host also to the
same kind of smoothing were found to be of improved qual-
ity. For this reason, we used two multiplexors which will
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Figure 5. Algorithm for Watermark Extraction

forward symmetrically the two processed (smoothed) ver-
sions of the host and the watermarked images for the same
processing as before. This is triggered by the z2 input of
the authenticator which is currently in ‘Uncertain’ state. If
the new γ ≥ 0.7, it will authenticate the presence of the
watermark, otherwise, its absence.

7 Experimental Results

Our experimentation with several images reveals the effi-
cacy of our proposed algorithm in producing visually pleas-
ing watermarked images similar to the sample results for
gray scale images presented in Fig. 6 and color images in
Fig. 7. We have chosen a standard block size of 8×8 pixels
and sub-image of size 5 × 5 blocks in the experiments. We
implemented our proposed algorithm in MATLAB. It was
observed that typical execution time for watermarking in a
Pentium 4, 3.2GHz computer with 1GB memory was 2sec
for an image of size 256 × 256. The quality of the water-
marked images using our method has been compared with
existing watermarking techniques in terms of Peak Signal
to Noise ratio (PSNR) values in decibels (dB) given by the
following expression:

PSNR = 20 log10

(
255

RMSE

)
, (12)

where RMSE is the root mean square error of the ex-
tracted watermark compared to the stored original. We have
found the PSNR value of the watermarked image is hav-
ing superior value compared to other existing watermarking
schemes. The average PSNR value for the gray scale water-
marked images was found to be approximately 48dB.



(a) Original Lena (b) Watermarked Lena

(c) Original bear (d) Watermarked bear

Figure 6. Watermarking of Gray scale Images

Table 1. Quality of the watermarked image af-
ter attacks and the quality and recognizabil-
ity of the extracted watermark for gray scale
Lena

Attack Type Restored Extracted Extracted
Image Watermark’s Watermark’s
PSNR PSNR γ

No Attack ∞ 38.02 0.9964
JPEG Compression (QF=60) 39.98 24.44 0.7575
Size Quadrupling
and Resizing back 38.99 24.36 0.6942
Gaussian Blurred 43.42 29.50 0.9880
White Noise 42.95 27.01 0.9180
Sharpened 31.63 19.09 0.7232

We used two metrics for assessing the attack resilience of
the watermarks created by our approach: (1) Quality metric:
PSNR of the extracted watermark in decibels and (2) Rec-
ognizability metric: the correlation coefficient γ (defined
in 10) between the extracted and original watermarks. For
visual inspection of the quality and recognizability of the
extracted watermarks, we present in Fig. 8 and 9 the re-
sults obtained with watermarked images restored from var-
ious types of degradations. Results of our quantitative anal-
ysis using the two metrics is summarized in Table 1, 2.
These results indicate that the restorations (e. g. noise prun-
ing) involving smoothing of the watermarked image are the
most pernicious for the watermarks. However, a symmetric
smoothing of the stored host seems to remedy this problem.
The results for color watermarked images are obtained after
converting the images into gray scale images.

(a) Original Color kid (b) Watermarked Color
kid

(c) Original Color Lena (d) Watermarked Color
Lena

Figure 7. Watermarking of Color Images

Table 2. Quality of the watermarked image af-
ter attacks and the quality and recognizabil-
ity of the extracted color watermark for Color
Lena

Attack Type Restored Extracted Extracted
Image Watermark’s Watermark’s
PSNR PSNR γ

No Attack ∞ 35.17 0.9947
JPEG Compression (QF = 60) 38.30 24.69 0.7930
Size Quadrupling
and Resizing back 40.09 26.82 0.9081
Gaussian Blurred 46.54 30.43 0.9856
White Noise 42.95 27.63 0.9286
Sharpened 34.58 21.96 0.7707

8 Conclusions

We presented a novel approach for the creation of invisi-
ble watermark and its embedding. The experimental results
presented on the quality and recognizability of extracted
watermarks demonstrate the performance of our method un-
der various attacks. We converted the original colored logo
to gray scale to implant into gray scale hosts. We have tested
the algorithm for several standard test images. The quan-
titative measure of the extracted watermark for both gray
scale and color images shows the resilience against differ-
ent attacks. We are currently investigating a blind extraction
method for the proposed scheme. This will be followed by
a complete hardware based system implementation.



(a) No attack (b) Compressed (c) Resized

(d) Blurred (e) White Noise (f) Sharpened

Figure 8. Watermark Extracted from
Grayscale Lena after Different Attacks

(a) No attack (b) Compressed (c) Resized

(d) Blurred (e) White Noise (f) Sharpened

Figure 9. Watermark Extracted from Color
Lena after Different Attacks
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