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Al can be fooled by fake data

1. Deepfake refers to super realistic, but fake images, sounds,
and videos generated by machine learning methods.

2. Deepfake leverages a Generative adversarial network (GAN)
which enables the modification of human faces in a video or
image.

3. Deepfakes can be classified as Audio, Visual and Text

Al can create fake data (Deepfake)

Source: A. Malik, M. Kuribayashi, S. M. Abdullahi and A. N. Khan, "DeepFake Detection for Human Face Images and Videos: A Survey," in IEEE Acc
18757-18775, 2022, doi: 10.1109/ACCESS.2022.3151186.
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Deepfake Technigues
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Image Text

Source: A. Mitra, S. P. Mohanty, and E. Kougianos, “The World -
Generative Al: Deepfakes and Large Language Models”, arXiv

Synthetic Text

Source: V. K. V. V. Bathalapalli, V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “PUFshield: A Hardware-Assisted Approach for Deepfake Mitigation Thrc
Feature Attestation”, in Proceedings of the ACM Great Lakes Symposium on VLSI (GLSVLSI), 2024, pp. 676--681, DOI: https://doi.org/10.1145/3649476.36603.

Science, arXiv:2402.04373, Feb 2024, 9-pages.
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http://smohanty.org/Publications_Journals/2024/Mohanty_arXiv_2024-Feb-2402-04373_Deepfake-ChatGPT.pdf
http://smohanty.org/Publications_Journals/2024/Mohanty_arXiv_2024-Feb-2402-04373_Deepfake-ChatGPT.pdf
https://arxiv.org/abs/2402.04373
https://smohanty.org/Publications_Conferences/2024/Mohanty_GLSVLSI_2024_PUFshield.pdf
https://smohanty.org/Publications_Conferences/2024/Mohanty_GLSVLSI_2024_PUFshield.pdf
https://doi.org/10.1145/3649476.3660394

Visual Deepfake Technigues
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Source: V. K. V. V. Bathalapalli, V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “PUFEshield: A Hardware-Assisted Approach for Deepfake Mitigation Through PUI
Attestation”, in Proceedings of the ACM Great Lakes Symposium on VLSI (GLSVLSI), 2024, pp. 676--681, DOI: https://doi.org/10.1145/3649476.3660394.
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Deepfake Mitigation
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Source: Wazid, M., Mishra, A. K., Mohd, N., & Das, A. K. (2024). A Secure Deepfake Mitigation Framework: Architecture, Issues, Challer.
Impact. Cyber Security and Applications, 100040.
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BlockShield: Conceptual Overview
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Related Research
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Novel contributions

= A sustainable Deepfake mitigation approach using state of-art TPM and
Blockchain technologies.

= A secure visual Deepfake mitigation approach for individual content privacy
and security on social media.

= An energy efficient solution that integrates TPM and Blockchain using smart
contracts

= A secure digital content sharing framework using Blockchain to provide
Integrity and authenticity.

= An approach based on TPMs digital signature mechanism facilitating
hardware root-of-trust for the video/image.
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BlockShield: Proposed Deepfake Mitigation
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Working Flow

;ﬂ4>| Capture Video ‘

v
‘ Access TPM ‘
v
enerate Digital Signature ‘
tpm2(Video)
v
‘ Upload to IPFS ‘

v

‘ Obtain IPFS Hash (CID) ‘

y

Editor Requests Permission Using
‘requestpermission’ function
Original Artist uses * grantpermission‘ function
y
‘ Edited Video is sent to original source for
authorization

Yes

|AttestVideo using TPM I ’|S T
l end edited video *

Editor

Publish new edited video
to IPFS
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TPM Video Attestation Workflow

= 1: Access TPM hardware security module at the camera
= 2:tpm2 createprimary -C e -c primary.ctx
\\ Create Primary Key

= 3:tpm2 evictcontrol -C o -c primary.ctx 0x81010001
\\Assign a unique identifier in TPM NV RAM to make it persistent

= 4:tpm2 create -G rsa -u rsa.pub -r rsa.priv -C 0x81010001
= 5:tpm2 load -C 0x81010001-u rsa.pub -r rsa.priv -c rsa.ctx.
= 6: tpm2 evictcontrol -C o -c rsa.ctx 0x81010002
\\Create RSA keys using primary key and make it persistent
= 7:Load the video file and Hash it Fi— SHA256(Fi)— Fi.hash
\\Hash video File
8: tpm2 sign -c 0x81010002 -g sha256 -0 sig.rssa Fi.hash
\\Digitally sign the video hash file using TPM
9: tpm2 hash -C e -g sha 256 -0 sig.rssa.hash -t ticket.sig.rssa sig.rssa
\\Generate SHA 256 hash of Digital signature for video file
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Smart Contract Validation Workflow

Input: Digital Signature of Video file ), and Video File F'i
Output: Digital content is securely stored in Blockchain and secure

1:
2:

o

A

11:

12:

13:

14:

15:

accessed using smart contract
for Each Primary artist do

Individual contract is called by Primary artist to manage access

Primary Artist attested Video file information on to IPFS

system

for Each Video File do
Upload video file F'7 and Digital signature ), on IPFS.
[PFSfile Ii + IPFS.upload(F'i, D)

end for

ArtistContract.addIPFSHash( /1)

Return hash is added as an attribute in the newly created

Primary artist contract

: end for
Share the contract address and IPFS hash of the video provide

access to video file

Editor initiates a ‘requestpermission’ function to primary artist
contract address which is accessible online.

Update list of artists at the primary artist side using "grantper-
mission’ function

Editor submits a new edited version of video file F'i to primary
artist

Edited video file V' F'i is attested using TPM

VFi—+TPM—F = Dpy,

Upload Edited and attested video file V F'i and Dpyv, to IPES
and share it with secondary artist or editor.
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Experimental Validation of BlockShield

http://localhost:3000

0xd969C 416A8 CONTRACT

pi@raspberrypi: ~ v A X INTERACTION G
File Edit Tabs Help File Name {48255 453831896 |
i~ $ sudo tpm2_verifysignature -c 0x810100082 -g sha256 -s sig.rssa* TPM Signature: [S-e206ica34iatBae5917e] $0.00
-m video3.hash (Optiona\)TermsandAgreements:Nomechcsen DETAILS  HEX
:~ $ sudo hexdump -C sig.rssa Upload a video{ Choose File | 48255-453531596.mp4
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00000090 61 52 5c Tc 79 22 d5 38 57 da ff e9 af 3e 26 4d IaR\Iy” 8W. >&H|
000000ad 19 1c fe 89 f9 76 6T 30 el 69 37 94 d9 fd 50 51 |..... VOB.i?. ..PQ| M d H h_
©00006bO e5 3e 9b 6a 04 9f 27 @1 2a d1 74 8d ee 69 e3 ¢6 |.>.j..'.fF.t..i..]| etadata Hash:
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000000de dO 46 15 b4 a5 5d 3e c8 e0 6a 4a ad 5d 12 af 24 |.F...]=. .jJ.]..$| QmRvppbngE‘l u7rEqu2v6iSSrWKB7j1FooH|WBJTnfyto
000000e®@ ab 59 ed T3 09 30 48 77 83 dO 00 3b c8 af f1 10 | Y. .. OHwW. ; |
000000Te 95 3b d3 2d 2f f4 1e 36 28 f7 36 48 3e db 62 ff |.;.-/..6(. 6H> b | .
00000100 d4 db 75 c8 70 d4 I u.p. | Video Hash:
0000106

J . r:1- $ sudo tpm2 verifysignature -c 0x81010002 -g sha256 -s sig.rssa QmeDLUDoDSCb1X4Sr3jBV1ZZGqHMZTGjVBkcoWUppBRfFP “
-m video3.has
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Smart Contract Validation

Upload Media Request Permission
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Performance Analysis
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Conclusion and Future Research

= This research work presented and experimentally validated a Blockchain and TPM integrated
approach for Deepfake mitigation through TPM-based hardware digital content attestation.

= The proposed work with state-of-art TPM-digital signature approach ensures hardware based digital
content source attestation facilitated through Blockchain smart contract-based access control approach
ensuring digital content authenticity.

= This is a novel work with TPM attestation and blockchain smart contract for access control and digital
content sharing with the substantial performance indicators showcasing the robustness of the proposed
Deepfake mitigation approach.

= Furthermore, proposed research work could be further applied to Deepfake mitigation for images with
effective mechanism for facial feature and biometric-based user authentication.

= Additionally, this work could be extended to smart cities surveillance applications which work in
untrusted environments to guarantee privacy, security and traceability to digital content.
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